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Abstract 

This report will highlight the different challenges in terms of secure and privacy-friendly data 
communications in 5G future vehicular networks. It introduces a comprehensive assessment of the 
legal and standardization frameworks, and the key issues surrounding the topic, identifies a key set 
of requirements for personal data protection, and proposes novel technical and organizational 
solutions for ensuring security and privacy. 
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Executive Summary 

5G-DRIVE is an innovative Horizon 2020 project focused on harmonizing research and trials between 
the EU and China in the area of service evolution for 5G, and Vehicle-to-Everything (V2X). Deliverable 
5.3 reports all results achieved from the research on security and personal data protection in future 
5G vehicular networks. 

As originally planned, Task 5.4 examined future security and personal data protection challenges in 
Internet of Vehicles (IoV) within the 5G ecosystem. To do this, a comprehensive study of the relevant 
legal frameworks was performed, which showcased both the differences and similarities in the 
European and Chinese contexts. Furthermore, an overview of the international standards and 
recommendations was performed. Both these actions led to the identification of requirements and 
issues of relevance in the connected vehicle ecosystem, which could be tackled through either 
technical or organizational solutions. A high-level data protection assessment of the 5G-DRIVE trials 
was also performed to further enrich the identified context leading to the identification of potential 
solutions. 

Proposed technical solutions include a situation-centric and dynamic pseudonym changing strategy; a 
privacy-by-design approach; a situation-centric and dynamic misbehavior detection system; a SDN-
Based privacy protection framework for 5G vehicular networks; a blockchain for cooperative location 
privacy preservation, and a blockchain-SDN based architecture for 5G-enabled vehicular fog 
computing. Organizational solutions seek to address the remaining gaps between legal frameworks 
through an interoperable and voluntary personal data protection certification based on GDPR Art. 
422, the proposal of an extension of its criteria focused particularly on Connected Vehicles. 

 

 

 

 

 

 

                                                      

 

2
 See: https://gdpr-info.eu/art-42-gdpr/ 

https://gdpr-info.eu/art-42-gdpr/
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1 Introduction and Methodology 

Modern vehicles are a marvel of engineering. Long has passed the time where an automobile was 
only a tool for transport, as the integration of the rapid technological developments has gradually 
converted them into mobile, interconnected computers capable not only of entertaining their 
passengers but also of understanding them and sharing critical information with other vehicles and 
things. 

The European Data Protection Board  (EDPB) ŘŜŦƛƴŜǎ ŀ /ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ ŀǎ ŀ άvehicle equipped with 
many electronic control units that are linked together via an in-vehicle network as well as connectivity 
facilities allowing it to share information with other devices both inside and outside the vehicleέ 
(EDPB, 2020). Their integration and interactions are one of the domains of Cooperative Intelligent 
Transport Systems (C-ITS), a key strategic element for Europe that seeks the convergence of 
investments and regulatory frameworks across the EU to enable fast deployment of C-ITS in the near 
future. Various research-oriented actions have proposed methods to ensure the high-speed 
interconnection of vehicles. 5G-DRIVE is one of such actions, seeking to demonstrate the Vehicle to 
Everything (V2X) connectivity using 5G communications. 

As vehicles become increasingly interconnected and aware of their passengers, the relevance of 
strong security and personal data protection safeguards become fundamental topics of discussion 
towards the protection and mitigation of risks for both end-users and data subjects. This document 
focuses on the work performed during the 5G-DRIVE project, particularly with respect to the 
research carried out regarding security and personal data protection in future 5G vehicular networks. 

The methodology followed by this deliverable aims to meet two main objectives: 1) the identification 
of relevant personal data protection and security requirements in dissimilar legal frameworks (EU-
China) and standards (ISO, ETSI, ITU, ECCP, etc.); and 2) the identification of innovative methods to 
address these requirements; and enable security and personal data protection oriented future 5G 
Vehicular Networks. 

To this end, an analysis of the relevant legal frameworks was carried out and followed by an 
identification of relevant standards and the identification of the key personal data protection and 
security requirements. This action was focused on the identification of viable, interoperable and 
strong network-level oriented technical and organizational requirements in two main areas: 
regulatory compliance (with a focus on the organizational actions that will be necessary for an 
eventual deployment of a future 5G Vehicular Network), and V2X (in close alignment with 5G-DRIVE 
WP4). Afterwards, a set of technical and organizational solutions were examined as potentially viable 
for the development of secure and personal data protection enabled 5G Vehicular Networks.  

As such, this Deliverable will begin by introducing some general considerations surrounding 5G 
vehicular networks from multiple angles, including regulatory context (mainly focusing on the 
European Union and China), as well as related global standards on connected vehicles management. 
Section 3 is dedicated to identifying requirements and analyzing potential solutions. It considers 
connected vehicles from the personal data protection point of view, providing a high-level data 
protection assessment of the actions undertaken in the 5G-DRIVE project. Additionally, Section 3 
leverages on the work done by institutions and global organizations on the identification of issues 
and potential solutions related to vehicular networks for identifying potential technical and 
organizational solutions going beyond the state-of-the-art research to further address the intrinsic 
difficulties related to connectivity. Section 3.4 proposes an innovative SDN-based pseudonym 
changing strategy to support both infrastructure and infrastructure-less vehicular zones, while 
Section 3.5 explores the use of personal data protection certifications to address the lack of 
harmonization between various jurisdictions and standard requirements, analyzing the value-added 
contribution of the Europrivacyϰκϯ Certification Scheme. As Europrivacy is a hybrid scheme able to 
certify the compliance of domain-specific technologies with GDPR, ISO standards and other national 
requirements, the following subsection (Section 3.5.1.2) introduces the proposed criteria for 
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extension in relation to 5G and connected vehicular networks as a solution for bridging the 
harmonization gap mentioned above. 
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2 5G Vehicular Networks: General considerations, State-of-the-
Art and Key Issue Identification 

2.1 General considerations 

5G-DRIVE is an innovative project focused on harmonizing research and trials between the EU and 
China on 5G usage for enhanced Mobile Broadband (eMBB) and Vehicle-to-Everything (V2X). This 
document focuses on the work performed with respect to the research carried out regarding security 
and data protection in future 5G vehicular networks. 

The objectives of 5G-DRIVE include developing 5G technologies and services at pre-commercial 
testbeds and then demonstrating Internet-of-Vehicle (IoV) services using Vehicle-to-Network (V2N) 
and Vehicle-to-Vehicle (V2V) communications. 5G-DRIVE performed trial scenarios on four main pilot 
sites in the EU3, namely 5GIC in the UK, Espoo in Finland, JRC at Ispra in Italy, and the Orange test site 
in Poland. 

In this context, 5G-DRIVE Deliverable D4.3 "Report on potential vulnerabilities of V2X 
communications" identified potential security vulnerabilities and provided a detailed description of 
tests (including penetration tests) that will be implemented by the Project. It provided, amongst 
other elements, a set of security requirements relevant to connected vehicles and a taxonomy of 
security attacks, which were complemented with an outline of security standards4 for ITS-G5 and C-
V2X standards. Among the security requirements, the Deliverable identified the following items: 

άtǊƛǾŀŎȅΥ ǘƘŜ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǇǊƛǾŀŎȅ ƛǎ ŀƴ ƛƳǇƻǊǘŀƴǘ ŦŀŎǘƻǊ ƛƴ ǇǳōƭƛŎ ŀŎŎŜǇǘŀƴŎŜ ŀƴŘ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ 
deployment of this V2X technology. Three classes of the privacy protection in V2X communication 
system can be distinguished: (i) the identifier privacy protection, (ii) the location privacy protection, 
and (iii) the protection of the data exchanged. The exchanged private data in the V2X communication 
system such as financial transactions and text chat conversations can easily be protected using 
encryption mechanisms. For this reason, the protection of the identity and the location are often 
considered as the primary concerns for a privacy-ŀǿŀǊŜ ±н· ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǎȅǎǘŜƳΦέ (University of 
Luxembourg, 2019, p. 17). 

Given the technical nature and focus on the security of the aforementioned deliverable, the scope of 
privacy protections in regard to V2X is understandably important. This, however, does not detract 
from the fact that, in the European and Chinese contexts alike, topics like V2X and 5G are subject to 
several types of regulatory requirements beyond those included in Deliverable 4.3, and for which 
both technical and organizational activities must be intertwined to ensure compliance. 

In Europe, the General Data Protection Regulation (GDPR) has generated an interesting landscape for 
the integration of these two technologies in connected or smart vehicles. As stated further below, 
the European legal framework has included specific personal data protection requirements which 
extend to the use of innovative technologies such as V2X and 5G, and regulatory authorities and 
oversight bodies have expressly generated both legal requirements, guidelines, and best practices to 
address the potential risks these technologies generate vis-à-vis data subject rights. On the other 
hand, the Chinese approach has relied mostly on the specification of legal requirements and the 

                                                      

 

3 For more details on the trials, see 5G-DRIVE Deliverables 3.3, 4.3 and 4.4 

4
 ά{ǘŀƴŘŀǊŘǎΥ {ŜŎǳǊƛǘȅ ŦƻǊ ǇǊŜǎŜǊǾƛƴƎ ǇǊƛǾŀŎȅ ŀƴŘ ǎŀŦŜǘȅ ǊŜƎǳƭŀǘƛƻƴǎ ǎŜǊǾƛƴƎ L¢{ ǎƻƭǳǘƛƻƴǎ ƛǎ ŀ ƪŜȅ ŎƘŀƭƭŜnge to tackle when 

implementing new services based on V2X communications. Thereby, several standardisation organisations (ISO, CEN, ETSI, 
IEEE, etc.) all around the globe are working hard, in one hand, in solo standardising new research findings as part of 
technological innovations and, in another hand, joining these efforts harmonising similar technologies in order to offer 
transparent and interoperable solutions. These efforts led to the publication of valuable standards allowing the widespread 
deployment ƻŦ ±н· ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΣ ƻǘƘŜǊǎ ŀǊŜ ǳƴŘŜǊ ŎƻƴǎǘǊǳŎǘƛƻƴΦέ(University of Luxembourg, 2019, p. 19)έΦ 
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generation of standards. These two perspectives, and the potential solutions to be recommended in 
both contexts, will be considered by this Deliverable and summarized in the upcoming sections.  

2.2 Personal Data Protection in V2X: Legal and Technical Background 

2.2.1 United Nations 

Legal and regulatory work for the realization of sustainable mobility and the introduction of 
autonomous vehicles is centralized at United Nations Economic Commission for Europe (UNECE). It 
hosts multilateral agreements and conventions ruling the requirements related to the use of these 
new technologies (e.g., safety measures, connectivity, cybersecurity, testing methods, and safe 
integration) while liaising with relevant stakeholders. The UNECE also hosts the intergovernmental 
platform of the World Forum for Harmonization of Vehicle Regulations that defines technical 
requirements in the automotive sector. The World Forum created a dedicated Working Party on 
Connected Vehicles (GRVA) in 2018, where countries from all over the globe participate to mobilize 
their expertise (UNECE, n.d.).  

The UNECE started its work in 2014 and successfully amended the 1968 Vienna Convention on Road 
traffic to allow autonomous vehicles in traffic and removed the 10 km/h limitation for autonomous 
systems included in UN Regulation No. 79. (UNECE, n.d.). In June 2020, the UNECE published its 
proposal for two new UN Regulations on cybersecurity and software updates after recognizing the 
threatening nature of cyberattacks against vehicles. Both Regulations came into force in January 
2021 (UNECE, 2020). 

2.2.1.1 UN Regulation on Cybersecurity and Cyber Security Management Systems 

This new Regulation provides a framework for the automotive sector, applying to cars, vans or buses 
that have an automated driving system equipped. The UNCECE puts in place processes for identifying 
cybersecurity risks, verifying that risks were properly managed, monitoring and analyzing attacks 
while assessing that the measures are effective to current threats. These processes are monitored 
and audited by national technical services or homologation authorities. Additionally, the Regulation 
defines certain requirements for manufactures that they must demonstrate before releasing their 
vehicle on the market. These include the application of a Cyber Security Management System, risk 
assessment analysis, mitigation measures for reducing risks, measures of detection of and protection 
against cyber threats, monitoring activities, and efficient reporting (UNECE, 2020).  

2.2.1.2 UN Regulation on Software Updates and Software Updates Management Systems 

This Regulation provides another framework for the automotive sector and applies to vehicles that 
permit software updates of cars, vans, or buses. The Regulation defines certain necessary processes 
to be put in place, including recording the hardware and software version relevant to the vehicle, 
identifying relevant software, interdependencies, and vehicle targets, as well as assessing the 
adequacy of software updates and their effect on safety. Vehicle owners must also be informed 
about any updates and there should be a documented proof of all the implemented actions. Just as 
with the Regulation on Cybersecurity and Cybersecurity Management Systems, the actions are 
audited by national technical services or homologation authorities. Furthermore, manufactures also 
demonstrate that they put in place a Software Update Management System, protecting SU delivery 
mechanism, ensuring integrity and authenticity before releasing their vehicle on the market. They 
must also protect the software identification number and ensure that it is readable from the vehicle. 
For Over-The-Air updates, manufacturers must execute updates sufficiently and safely, informing 
users about each update, as well as restore the functions if the update failed (UNECE, 2020).   
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2.2.2 The European Union 

2.2.2.1 The General Data Protection Regulation (GDPR) 

Regulation 679/2016 of the European ParliŀƳŜƴǘ όƘŜǊŜŀŦǘŜǊ ΨD5twΩ ƻǊ ΨwŜƎǳƭŀǘƛƻƴΩύ is the most 
important regulatory framework of the European Union regarding personal data protection. The 
main objectives of the Regulations are to prevent discrepancy between the Member States of the 
European Union in terms of procedures and sanctions and to harmonize the regulation of personal 
data protection across ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΦ /ƻƴǎƛŘŜǊƛƴƎ рD ǾŜƘƛŎǳƭŀǊ ƴŜǘǿƻǊƪǎΩ ŎŀǇŀŎƛǘȅ ǘƻ ŜȄŎƘŀƴƎŜ 
a huge amount of data in a short time span, this regulation shall be considered a stronghold to 
ensure the 5G-5wL±9 ǇǊƻƧŜŎǘΩǎ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ƭŀǿǎ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΦ  

The GDPR aims to protect the processing of personal data of natural persons and the free movement 
of data (GDPR, 2016 Art. 2(1)). The scope of the GDPR also reaches beyond the jurisdiction of the 
European Union. First of all, it applies to data processing operations which are performed by either a 
data controller or processor who are established in the European Union and secondly to data 
processing operations performed by a data controller or processor not established in the European 
Union when such processing activities relate to one of the following actions: άa) the offering of good 
or services to data subjects in the European Union, irrespective of whether a payment of such data 
ǎǳōƧŜŎǘ ƛǎ ǊŜǉǳƛǊŜŘΤ ōύ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ƻŦ Řŀǘŀ ǎǳōƧŜŎǘǎΩ ōŜƘŀǾƛƻǳǊ ŀǎ ŦŀǊ ŀǎ ǘƘŜƛǊ ōŜƘŀǾƛƻǳǊ ǘŀƪŜ ǇƭŀŎŜ 
ǿƛǘƘƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΤ Ŏύ ǇƭŀŎŜǎ ǿƘŜǊŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ aŜƳōŜǊ {ǘŀǘŜǎΩ ƭŀǿ ŀǇǇƭƛŜǎ ōȅ ǾƛǊǘǳŜ ƻŦ 
public international lawέ (GDPR, 2016, Art. 3). 

The GDPR sets out nine key data protection principles (namely, the principles of lawfulness, fairness, 
transparency, purpose limitation, data minimization, accuracy, storage limitations, integrity and 
accountability), which not only give a summary of the essential requirements of the regulation but 
also provide an indispensable base when it comes to compliance (GDPR, 2016, Art. 5). The principles 
of fairness, transparency, explainability and accountability of data processing on the connected and 
automated vehicles are also provided - among others ς by the recommendations of the expert group 
to the European Commission on the ethics of Connected and Automated Vehicles, issued in 2020 
(New Recommendations for a Safe and Ethical Transition towards Driverless Mobility, n.d.).  
Moreover, the GDPR calls for the adoption of pseudonymized processing operations whenever 
ǇƻǎǎƛōƭŜ ƛƴ ƻǊŘŜǊ ǘƻ ǎǘǊŜƴƎǘƘŜƴ Řŀǘŀ ǎǳōƧŜŎǘǎΩ ǇǊƛǾŀŎȅ ŀƴŘ ǘƘŜ security of collected information.  

According to the GDPR, consent - being the legal basis of data processing activities - must be given by 
the data subject. There are several requirements provided by the GDPR for consent to be valid, such 
as freely given, specific, informed and unambiguous. In addition, the GDPR further specifies the 
consent requirements for data processing operations related to minors and to the processing of 
special categories of data (Andrea Jellinek, 2019). 

The GDPR provides a separate chapter on the rights of the individuals in order to give them more 
control over their personal data. This chapter specifies the right to access, rectification, erasure, 
restrict processing, data portability, object and last but not least, the right to not to be subject to a 
decision based solely on automated processing. On the other hand, there are specific obligations 
given to data controllers and processors to comply with the requirements, such as to adopt data 
protection by design and default approach, to keep records of their data processing activities and 
also to perform a Data Protection Impact Assessments of processing operations entailing high risks 
for the rights and freedoms of the data subjects. Restrictions are established for the transfer of 
personal data outside of the European Union and particularly to those countries which do not ensure 
appropriate safeguards for the protection of personal data (GDPR, 2016, Chapter III, IV). 

2.2.2.2 The Directive on Privacy and Electronic Communication (ePrivacy Directive) and the 
European Union Regulation on Privacy of Electronic Communication (ePrivacy Regulation) 

The ePrivacy Directive, soon to be replaced by the ePrivacy Regulation, is the reference legal 
framework for electronic communications. The objective of the Directive was to establish minimum 
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requirements for security and confidentiality of communication, to protect traffic and location data 
and to enhance the fundamental rights and freedoms of individuals to private life in the electronic 
communications sector. There was an urgency to turn the Directive into regulation due to the 
technological evolutions and the entry into force of the GDPR. These developments should trigger 
the further harmonization of legal frameworks across the European Union, allowing the alignment of 
protection standards in the electronic communications domain with personal data protection 
measures included in the GDPR. The proposal for the ePrivacy Regulation aims to protect not only 
the privacy of data subjects but also their personal data processed in relation to electronic 
communications in accordance with Articles 7 and 8 of the Charter of Fundamental Rights of the 
European Union. With respect to the GDPR, the ePrivacy Regulation will be considered lex specialis, 
and it is expected to address further aspects of electronic communications networks which have the 
possibility to affect the rights and freedoms of data subjects. Considering the rapid emergence of 
new technologies and their need for the better protection of the confidentiality of communications, 
the ePrivacy Regulation should also provide for rules, for instance, in machine-to-machine (M2M) 
communication, so that devices will not be allowed to transfer personal data without prior consent 
or that it clarifies the limits of processing of massive amounts of metadata. Moreover, the ePrivacy 
Regulation should also introduce stricter rules on the disproportionate use of cookies, such as the 
possibility to set absolute restrictions for third parties to process cookies (Proposal for Regulation on 
Privacy and Electronic Communication, 2017; IONOS, 2020). 

Nonetheless, the proposal of the ePrivacy Regulation does not include any specific provisions for 
data retention, which means that the Member States are free to have national data retention 
frameworks that provide, inter alia, for targeted retention measures. However, they must still 
comply with Union law, based on the case-law of the Court of Justice on the interpretation of the 
ePrivacy Directive and the Charter of Fundamental Rights of the European Union (IONOS, 2020). 

As pointed out by EDPB, the adoption of the ePrivacy wŜƎǳƭŀǘƛƻƴ άis necessary to ensure an equal 
level playing field for every provider and to ensure the confidentiality of electronic communicationsέ 
(Andrea Jellinek, 2019). It is therefore crucial that future cooperation between Europe and China on 
5G vehicular networks considers the necessity to comply with a GDPR-like framework for electronic 
communication.  

2.2.2.3 Directive on Security of Network and Information Systems (NIS Directive) 

The NIS Directive (Directive (EU) 2016/1148), adopted by the European Parliament on 6 July 2016 
and entered into force in August 2016, is the European UnionΩǎ main regulatory framework on 
cybersecurity. According to the NIS Directive, appropriate measures should be adopted by the 
Member States in order to ensure the ǎŜŎǳǊƛǘȅ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ ŎȅōŜǊǎǇŀŎŜΦ The rules of the 
NIS Directive cover sectors in the economy and society, specifically those which rely on ICT systems. 
In this regard, businesses in these sectors that are identified by the Member States as operators of 
essential services are required to take appropriate security measures and to cooperate with national 
authorities for preserving the essential service (European Parliament, 2016, Recitals 4-6). 

The purpose of the NIS Directive is to provide measures that should be implemented so that a 
universal level of security network and information systems can be achieved within the European 
Union. Security of network and information systems is defined as the ability to resist any action that 
affects ǘƘŜ άavailability, authenticity, integrity or confidentiality of stored or transmitted or processed 
data or the related services offered by, or accessible via, those network and information systemsέ 
(European Parliament, 2016, Art. 4(2)). The NIS Directive applies to both digital service providers and 
operators of essential services. Digital service providers are covered by the NIS Directive once the 
Directive is implemented to the national law of the Member States. On the other hand, essential 
services are only covered by the scope of the NIS Directive upon designation as such by the 
respective Member State. In order to be considered essential, a service has to meet three cumulative 
ŎǊƛǘŜǊƛŀΥ άa) being considered essential for the maintenance of critical societal and economic activities; 
b) being dependent upon network and information systems; c) an incident would have significant 
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disruptive effects on the provision of that serviceέ (European Parliament, 2016, Art. 5(2)). 

Concerning the transport sector, and particularly road transport, the list of sectors in Annex II of the 
NIS Directive, which guides the identification of essential services, includes road authorities 
responsible for traffic management control and operators of Intelligent Traffic Systems (ITS) 
(European Parliament, 2016, Annex II). 

2.2.2.4 Revised Directive on Security of Network and Information Systems (NIS 2 Directive) 

On 16 December 2020, the European Commission presented a new EU Cybersecurity Strategy and 
adopted a proposal for a revised Directive on Security of Network and Information Systems (NIS 2 
Directive). The new cybersecurity strategy strengthens the resilience of Europe when it comes to 
cyber threats and also ensures that all citizens and businesses have the possibility to take advantage 
of digital tools and services. In addition, it enables the EU to strengthen its leading role in 
international cyber rules and standards by intensifying collaboration around the world to promote a 
global, open, stable, and secure cyberspace based on the rule of law, human rights, fundamental 
freedoms, and democratic values. Following this, the NIS 2 would cover medium and large entities 
distinguished based on their criticality for the economy or society, responding to the growing 
number of threats emerging from digitalization and interconnectedness. It would not only strengthen 
security requirements for companies (e.g., supply chain security or reporting obligations) but would 
introduce stricter oversight and enforcement measures for national authorities with sanction 
schemes all over the European Union (European Commission, 2020).  

Given the scope and purpose of the 5G-5wL±9 ǇǊƻƧŜŎǘΣ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ bL{ 5ƛǊŜŎǘƛǾŜΩǎ 
obligations is crucial for the successful deployment of 5G vehicular networks. The threat of cyber-
attacks on connected cars through other vehicles, cloud services, or road infrastructure can take 
various patterns from exploiting existing vulnerabilities to malware deployment or the use of a man-
in-the-middle attack vie a mobile network/WiFi network (Huq et al., 2021). Following a harmonized 
EU Directive on cybersecurity measures aims at tackling the threat and risk of such attacks further 
ensures the adequate protection of personal data, as well as the general safety of the drivers. 

2.2.2.5 European Union Directive on Intelligent Transport Systems (ITS Directive) 

The ITS Directive (Directive 2010/40/EU), which was adopted to advance the distribution of 
innovative transportation technologies across Europe aims to establish ITS services with the 
possibility for Member States to freely decide on which systems they wish to invest in. One of the 
main objectives of the ITS Directive is to sponsor the necessary mechanisms to increase the 
deployment and use of continuous ITS services across the European Union (European Commission, 
2019). In general, the purpose of this initiative was to create an enhanced way for the functioning of 
the road transport system and reduce the negative external effects of road transport. More 
specifically, the ITS Directive pursued interoperability and continuity of applications, systems and 
services; coordination and monitoring mechanisms between all ITS stakeholders; and establish 
solutions for liability issues (Article 11) and for sharing data that support ITS services in respect of the 
legislation on privacy and data protection (Article 10). However, based on the 2019 Evaluation Report 
released by the European Commission, the ITS Directive could not fully achieve the set objective due 
to the slow and fragmented deployment of ITS services (European Commission, 2019). 

In March 2019, the European Commission submitted a proposal for an ITS Regulation which was 
rejected in July 2019 by the Council of Europe on behalf of the Member States. While it can be said 
ǘƘŀǘ ǘƘŜ ƛŘŜŀ ƻŦ ƘŀǾƛƴƎ ŀƴ L¢{ wŜƎǳƭŀǘƛƻƴ ǊŜƳŀƛƴǎ ƻƴ ǘƘŜ /ƻƳƳƛǎǎƛƻƴΩǎ ŀƎŜnda, it is not possible to 
foresee when further steps will be taken in this direction (European Commission, 2019). This 
Directive is of particular relevance to 5GDrive due to the use of applications and services provided by 
ITS, which include the processing of data such as road data, traffic data and travel data, all 
considered to be revealing relevant information about the data subjects.  
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2.2.2.6 Regulation on Electronic Identification and Trust Services for Electronic Transactions in the 
Internal Market (eIDAS Regulation) 

¢ƘŜ άŜL5!{έ wŜƎǳƭŀǘƛƻƴ ǿŀǎ ŀŘƻǇǘŜŘ ōȅ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ ƛƴ нлмп, which aim is to offer a 
comprehensive legal framework across the Member States for mutual recognition and interoperation 
of cross-border eID management, trust services and certificates (European Council, 2014, Recital 2). 
Since the GDPR repealed Directive 95/46/EC, all provisions of the eIDAS Regulation have to be 
interpreted and applied in accordance with the GDPR. Regarding 5G-DRIVE, the eIDAS Regulation is 
an important normative framework for providing secure and seamless electronic interactions 
between users of 5G vehicles, 5G service providers and public authorities. The eIDAS Regulation 
focuses on identification rather than authentication and specifies that its primary objective is the 
άǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴέ ƻŦ ŀ ǇŜǊǎƻƴ (Tsakalakis et al., 2017, p. 33). The eIDAS Implementing 
wŜƎǳƭŀǘƛƻƴ нлмрκмрлм όw нлмрκмрлмύ ŎƭŀǊƛŦƛŜǎ ǘƘŀǘ ǳƴŀƴƛƳƻǳǎ ǇŜǊǎƻƴǎΩ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ǘŀƪŜǎ ǇƭŀŎŜ ōȅ 
transmitting a minimum dataset which should include a Persistent Unique Identifier (PUI). Moreover, 
the eIDAS Regulation defines predetermined Level of Assurance (LoA) thresholds to guarantee the 
ƛŘŜƴǘƛǘȅ ƻŦ ǎŜǊǾƛŎŜǎΩ ǳǎŜǊǎΦ ¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ [ƻ! ƭŜǾŜƭǎΥ ά[ƻǿέ, where evidence of identity is assumed 
to be valid (e.g. an account with a media service proviŘŜǊύΤ ά{ǳōǎǘŀƴǘƛŀƭέ ǿƘŜǊŜ ŜǾƛŘŜƴŎŜ Ƙŀǎ ǘƻ ōŜ 
ǾŀƭƛŘŀǘŜŘ όŜΦƎΦ ǎŜǊǾƛŎŜǎ ŜƴǘŀƛƭƛƴƎ ƻƴƭƛƴŜ ǇŀȅƳŜƴǘǎύΤ άIƛƎƘέ ǿƘŜǊŜ ŜǾƛŘŜƴŎŜ ǊŜǉǳƛǊŜǎ ōƛƻƳŜǘǊƛŎ 
validation (e.g. services linked to the use of electronic IDs) (Tsakalakis et al., 2017, p. 38). 

Under the eIDAS Regulation, it is possible to identify five groups of requirements for considering 
electronic identification systems compliant with the eIDAS Regulation (Tsakalakis et al., 2017, p. 39): 

¶ Quality requirements: This set of requirements drives the operations necessary to conduct 
identification and authentication processes. In this sense, eID systŜƳǎΩ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ƳŀƪŜ 
electronic identification possible, while the identification means of a natural or legal person 
employed by an identification system should perform an authentication function.  

¶ Governance requirements: This group details the conditions relating to the number and roles 
of actors involved in the process of eID provision to end-users.  

¶ Administrative requirements: This set of requirements refers to the internal administration 
and management of eID providers. According to these prerequisites, eID services must 
provide specific information on their functioning, such as the description of the identification 
system, the liability regime and their rules of procedure. 

¶ Security requirements: In this group, the eIDAS Regulation establishes the minimum technical 
and organizational measures that eID providers have to implement to ensure the security of 
their service. Notably, these measures must comply with international and European Union 
standards.  

¶ Liability requirements: The last group includes requirements referring to the identification of 
the party liable in case of damage. This part covers the allocation of liability share in case of 
multiple parties accountable for a violation, as well as the allocation of the burden of proof. 

An important aspect of the eIDAS Regulation with respect to the 5G-DRIVE project refers to the 
ŎƻƴŎŜǇǘ ƻŦ άƭŜƎŀƭ ŜǉǳƛǾŀƭŜƴŎŜέΦ ¢ƘǊƻǳƎƘ this concept, the eIDAS Regulation set rules for the 
recognition and equivalence of eIDs services offered in third countries in order to equate them to 
ǘƘƻǎŜ ƻŦŦŜǊŜŘ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΦ Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ άƭŜƎŀƭ ŜǉǳƛǾŀƭŜƴŎŜέ ƛǎ ŎƻƴŎŜƛǾŜŘ ŀǎ ŀ 
ǇǊŜǊŜǉǳƛǎƛǘŜ ŦƻǊ ƎǊŀƴǘƛƴƎ ǎǇŜŎƛŦƛŎ ƭŜƎŀƭ ŜŦŦŜŎǘǎ ǘƻ ǘƘƛǊŘ ŎƻǳƴǘǊƛŜǎΩ ŜL5ǎΦ IƻǿŜǾŜǊΣ ƛǘ Ƙŀǎ ǘƻ ōŜ 
highlighted that the concept only applies to qualified trust services, excluding thus eID systems 
(Tsakalakis et al., 2017, p. 40). The eID!{ wŜƎǳƭŀǘƛƻƴ ŜǎǘŀōƭƛǎƘŜǎ ǘƘǊŜŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ άƭŜƎŀƭ 
ŜǉǳƛǾŀƭŜƴŎŜέΥ ŀύ ǘƘŜǊŜ ǎƘŀƭƭ ōŜ ŀƴ ŀƎǊŜŜƳŜƴǘ ōŜǘǿŜŜƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ ŀƴŘ ǘƘŜ ǘƘƛǊŘ ŎƻǳƴǘǊȅ ƻǊ 
international organization; b) the Trust Service Providers in the third country need to meet the 
requirements applicable to qualified Trust Services in the European Union, and c) the third country 
needs to recognize qualified trust services provided in the European Union as legally equivalent to 
trust services in the third country. Qualified trust service providers shall be audited. When there are 
indications that personal data has been violated, the supervisory body shall inform the data 
protection authorities of the results of its audits (Article 20). 
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In the context of the 5G-DRIVE project, the eIDAS regulation establishes a noteworthy legal 
framework. Mutual recognition of electronic identification and authentication is the key to successful 
data transfer. Considering that 5G cars will be in-movement connected devices, they will be 
interacting with many other connected subjects (V2V, V2I, V2U). These interactions with the 
surrounding environment require vehicular networks to enable safe and secure identification of 
vehicles in accordance with the rules established in the eIDAS Regulation and in compliance with 
data protection obligations. 

2.2.2.7 Directive (EU) 2018/1972 of the European Parliament and of the Council establishing the 
European Electronic Communications Code 

The EU Directive 2018/1972, establishing the European Electronic Communications Code, lays down 
rules for regulating the electronic communications networks, telecommunications services and 
related facilities and services, while also establishing a set of procedures to ensure harmonization of 
the regulatory framework across the EU (European Parliament, 2018).  

The European Electronic Communications Code (EECC), which entered into force in December 2018, 
is one of the main pillars of the EU Single Digital Market with the purpose to adapt EU legislation to 
current developments of communications. The EECC strengthens consumer rights and choice, for 
example, by ensuring clearer contracts, quality services and competitive markets. The code also 
ensures higher standards for communication services, including more efficient and accessible 
emergency communications. In addition, it enables operators to benefit from rules that provide 
incentives for investment in very high-capacity networks, as well as enhanced regulatory 
predictability, resulting in more innovative digital services and infrastructure (European Parliament, 
2018). 

The EECC is a key legislation to ensure the full participation of all EU citizens in the digital economy 
and in the European Gigabit Society. In order to assist the Member States in transposing the Directive 
into national law, the Commission has provided extensive guidance and assistance. In addition, the 
Body of European Regulators for Electronic Communications (BEREC) has developed and published 
guidelines aimed at the successful implementation of the new rules. BEREC assists the European 
Commission and the national regulatory authorities (NRAs) in ensuring the consistent 
implementation of the EU legislation by the Member States so that the EU has an effective internal 
market in the telecoms sector. In addition, the Commission, the BEREC and the authorities concerned 
shall ensure compliance of their processing of personal data with Union data protection rules (Article 
1). In respect of the information exchanged, Union data protection rules shall apply (Article 11). The 
directive states that encryption should be mandatory in accordance with the principles of security 
and privacy by default and by design (European Parliament, 2018). 

Of particular interest is recital 16 of the Directive in relation to the GDPR regarding electronic 
communications services which are provided to the end-user in exchange for the provision of 
personal data. As mentioned in the recital, in order to fall within the scope of the definition of 
electronic communications services, a service needs to be provided normally for a fee. In the digital 
economy, market participants increasingly believe that user information is of monetary value. 
Electronic communications services are often provided to the end-user for not only monetary 
consideration but more and more often for the provision of personal data or other data. The concept 
of remuneration should therefore cover situations where the service provider requests and the end-
user knowingly provides personal data within the meaning of Regulation (EU) 2016/679 or other data 
directly or indirectly to the provider. It should also include situations in which the end-user allows 
access to information without actively providing it, such as personal data, including IP address or 
other automatically generated information, such as information collected and transmitted through 
cookies (European Parliament, 2018). Considering the aim of the 5G-DRIVE project, compliance with 
the European Electronic Communications Code is essential for a successful deployment of 5G 
vehicular networks, ensuring the protection of personal data, consumer rights and higher standards 
for communication services. 
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2.2.2.8  Regulation (EU) 2019/881 of the European Parliament and of the Council on ENISA and on 
information and communications technology cybersecurity certification and repealing 
Regulation (EU) No 526/2013 (Cybersecurity Act) 

The European Union set up a new institutional framework for cybersecurity, which not only 
strengthens the position of the EU Agency for Cybersecurity (ƘŜǊŜŀŦǘŜǊ Ψ9bL{!Ωύ ōǳǘ ŀƭǎƻ ǎŜǘǎ ǳǇ ŀ 
cybersecurity certification system for products and services. The Cybersecurity Act entered into force 
on 27 June 2019 is the first regulation of the European Union, which by increasing trust and security 
through specific cybersecurity criteria, will enable companies to have their ICT products, services and 
processes certified. The new certification system will make the recognition of these certificates 
possible in all Member States of the European Union (European Parliament, 2019).  

The cybersecurity certification framework incorporates security features in the early stages of 
technical design and development and allows users to certify the level of security and ensures 
independent verification of these security features. The aim of these rules is to help build public 
confidence in the devices which are used on a daily basis, as there is a possibility to choose between 
products, such as IoT devices which provide a high level of safety in the cyberspace. This 
cybersecurity certification system will evaluate products and services and certify them when they 
meet specific criteria and rules (European Parliament, 2019).   

The certification framework is a one-stop shop for the issuance of cybersecurity certifications. This 
will provide significant cost savings for businesses and especially for small and medium-sized 
enterprises, which would otherwise have to apply for various certifications in different countries.  

2.2.3 China 

2.2.3.1 ¢ƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ /ȅōŜǊǎŜŎǳǊƛǘȅ [ŀǿ όCSL) 

Implemented in 2017, the Cybersecurity Law (CSL) ƻŦ ǘƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ όtw/ύ ƛǎ the first 
regulation that addresses cybersecurity and protection of privacy on the national level. It reflects the 
tw/Ωǎ view on cybersecurity and reveals an intent for building a robust information system that is 
resistant to threats. With the new CSL, China embraced its longstanding assertion of sovereignty over 
cyberspace for protecting and strengthening national security, while simultaneously enhancing 
internet surveillance for monitoring information flow and controlling foreign technologies. For this 
purpose, domestic internet operators and critical information infrastructures are regulated with 
specific provisions contained in the Cybersecurity Law. An example of such infrastructural measures 
adopted by China is the so-ŎŀƭƭŜŘ άDǊŜŀǘ CƛǊŜǿŀƭƭέ that has effectively facilitated the implementation 
of the data localization requirement contained in the regulation (J.-A. Lee, 2018).  

The key legal issues regulated by the CSL refer to: obligations of networks operators, defense of 
critical infrastructures, data localization requirements, security inspection and protection of personal 
information (Lee, 2018, p. 70). Regarding network operators, the law defines them as networks 
owners, managers, and service providers. The definition is broad and allows the application of 
ƴŜǘǿƻǊƪ ƻǇŜǊŀǘƻǊǎΩ ƻōƭƛƎŀǘƛƻƴ ŎƻƴǘŀƛƴŜŘ ƛƴ ǘƘŜ ƭŀǿ ǘƻ ŀ ǿide range of actors. The main obligations of 
network operators are: άa) formulate internal security management systems and operating rules, 
determine personnel responsible for network security and implement network security protection 
responsibilities; b) adopt technological measures to prevent computer viruses, network attacks, 
network intrusions and other actions endangering network security; c) adopt technological measures 
for monitoring and recording network operational statuses and network security incidents and follow 
relevant provisions to store network logs for at least six months; d) adopt measures such as data 
classification, back-ups of important data, along with other obligations provided by law or 
administrative regulationsέ (Creemers et al., 2018, Art. 21; Lee, 2018, p. 71) Interestingly, the 
Cybersecurity Law requires network operators to develop emergency response plans to react to 
cybersecurity incidents and, should any incident occur, they must implement remediation measures 
and report the incident to the authorities. If the network operator fails to fulfil any of these 
obligations, the competent authorities can order corrections and warnings. Authorities can also issue 
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fines to network operators and management personnel directly responsible for the violation 
(Creemers et al., 2018). 

¢ƘŜ ǊŜƎǳƭŀǘƛƻƴ ǳǎŜǎ ǘƘŜ ǘŜǊƳ άŎǊƛǘƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎέ ǘƻ refer to the facilities, systems and networks 
that are socially and economically crucial to the functioning of a country. The social and economic 
ƛƳǇƻǊǘŀƴŎŜ ƛǎ ŘŜǘŜǊƳƛƴŜŘ ǳǇƻƴ ŎƻƴǎƛŘŜǊŀǘƛƻƴǎ ƻŦ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅΣ ŜŎƻƴƻƳƛŎ Ǿƛǘŀƭƛǘȅ ŀƴŘ ŎƛǘƛȊŜƴǎΩ 
health and safety. In this sense, the concept of critical infrastructures covers a wide variety of 
sectors, including transportation (Creemers et al., 2018; J.-A. Lee, 2018). According to the CSL, critical 
infrastructure is an infrastructure that might endanger national security, the welfare system, the 
ǇŜƻǇƭŜΩǎ ƭƛǾŜƭƛƘƻƻŘ ŀƴŘ the public interest if destroyed or rendered dysfunctional. In addition to this 
very broad definition, the State Council has the competence to define the scope of application and 
security measures of critical information infrastructures, leaving thus a great governmental discretion 
in this regard (Creemers et al., 2018).  

Probably the most characterizing feature of the Cybersecurity Law is the data localization 
requirement. Data localization typically refers to policies requiring companies to store data regarding 
their users in servers within their jurisdictional borders. Under the Cybersecurity Law, operators of 
critical information infrastructures have to comply with an additional obligation regarding data 
localization requirements (Creemers et al., 2018, Art. 37). It is required to store personal information 
ŀƴŘ άƻǘƘŜǊ ƛƳǇƻǊǘŀƴǘ Řŀǘŀέ and its transfer, especially abroad, is subject to prior security assessment 
and authorization. Noncompliance with this obligation can result in a warning, service shutdown, 
license revocation or fines (Creemers et al., 2018; J.-A. Lee, 2018). Nevertheless, it is not defined in 
the regulation what constituǘŜǎ άƛƳǇƻǊǘŀƴǘ ŘŀǘŀέΦ 

The Cybersecurity Law also provides for a regime for certification, inspection, and review of 
cyberspace security measures. It stipulates that critical network equipment and specialized network 
ǎŜŎǳǊƛǘȅ ǇǊƻŘǳŎǘǎ άshall follow the national standards and mandatory requirements with the security 
level certified by a qualified institute or confirmed by security inspectionέ (Creemers et al., 2018). In 
this regard, network products and services that might affect national security have to sustain a 
national security review by the government. 

¢ƘŜ /ȅōŜǊǎŜŎǳǊƛǘȅ [ŀǿ ŀƭǎƻ ƛƴŎƭǳŘŜǎ ŀ ǎŜŎǘƛƻƴ ƻƴ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ ¢ƘŜ ƭŀǿ ŘŜŦƛƴŜǎ άǇŜǊǎƻƴŀƭ 
ƛƴŦƻǊƳŀǘƛƻƴέ ŀǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ƛƴŘƛǾƛŘǳŀƭƭȅ ƻǊ Ƨƻƛƴǘƭȅ ǿƛǘƘ ƻǘƘŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ 
establish the identity of a natural person (J.-A. Lee, 2018). The definition covers, for example, a 
ǇŜǊǎƻƴΩǎ ƴŀƳŜΣ ōƛǊǘƘday, ID number, biological identification information, address, and telephone 
number. On the other hand, when the information is de-identified, it is no longer subject to the 
Cybersecurity Law. The regulation stipulates that the collection and use of personal information by 
networks operators must be legal, proper and necessary (Creemers et al., 2018, Art. 43). It is also 
required that network operators disclose the purpose, method, and scope of their data collection 
and obtain the consent of the person whose personal information is collected. The CSL also 
establishes a prohibition of disclosure of collected personal information to any third party except 
when the relevant person gives their consent or the information has been processed in a manner so 
that the particular individual is unidentifiable and no recognizable information can be recovered 
(Creemers et al., 2018, Art. 42). In addition, under the Cybersecurity Law, personal information 
cannot be disclosed, altered, or destroyed by network operators. The limits on the use of personal 
information do not apply to the government, which, on the contrary, retains the power to control 
and survey personal information (J.-A. Lee, 2018). In this sense, network operators must support and 
assist public security authorities and the state security authority to protect national security and the 
investigation of crimes. Lastly, the Cybersecurity Law maintained the obligation for network 
operators to require users to disclose their real names and personal information and to deny 
provision of their services to those users who refuse to provide personal information (Creemers et 
al., 2018; J.-A. Lee, 2018).  
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2.2.3.2  Cyberspace Administration of China (CAC) Measures on Cybersecurity Review (Trial 
Measures)  

Following Article 35 of the Cybersecurity Law, operators of critical information infrastructure must 
undergo a security review. /ƘƛƴŀΩǎ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ ƛǎ ƛƳǇŀŎǘŜŘ ōȅ ǘƘŜ ǇǊƻŎǳǊŜƳŜƴǘ ƻŦ ƴŜǘǿƻǊƪǎ 
products and services. In 2017, the Cyberspace Administration of China (CAC) released Measures on 
the Security Review of Network tǊƻŘǳŎǘǎ ŀƴŘ {ŜǊǾƛŎŜǎ ό¢Ǌƛŀƭύ όƘŜǊŜƛƴŀŦǘŜǊ Ψ¢Ǌƛŀƭ aŜŀǎǳǊŜǎΩύ ǘƻ 
implement the above-mentioned requirement. The Trial Measures established processes for the CAC 
to conduct cybersecurity reviews. In 2019, a draft version of the Measures was released to the 
public, seeking comments for updating the review process of the Trial Measures. The final version of 
the draft was released in April 2020, under the name Measures on Cybersecurity Review (Measures) 
and took effect in June 2020 (Luo, Yan & Zhijing, 2020). 

The Measures contains several obligations for operators of critical information infrastructure, 
including ǘƘŜ άǇǊŜŘƛŎǘƛƻƴέ ƻŦ ǇƻǘŜƴǘƛŀƭ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜƛǊ ǇǊƻŎǳǊŜŘ ǇǊƻŘǳŎǘǎ 
or services. If the operator identifies risk, it must apply for a cybersecurity review conducted by the 
Cybersecurity Review Office. Operators must also specify in their procurement agreements that 
providers of network products or services will assist such review. The Measures also defines the 
scope of network products and services that include the core network equipment, high-capability 
computers and servers, high-capacity data storage, large databases and applications, network 
security equipment, as well as cloud computing services. To oversee the various regulatory aspects 
contained, the Measures sets up a review body led by CAC and includes members of eleven 
governmental agencies, each of them assigned to a specific aspect (Luo, Yan & Zhijing, 2020). 

2.2.3.3  Cyberspace Administration of China (CAC) Draft Measures for Data Security Management 
(Draft Data Security Measures) 

In 2019, the Cyberspace Administration of China released the Measures for Data Security 
Management draft (Draft Data Security Measures) for public comments. Most requirements 
proposed by these Measures overlap with the Standardization Administraǘƛƻƴ ƻŦ /ƘƛƴŀΩǎ national 
standard on personal information protection (see Section 2.2.3.8) (Luo et al., 2019a). 

Summarizing the key provisions that overlap with the above-mentioned standard, the Draft Data 
Security Measures require network operators to publish privacy policies that include their rules for 
data collection and use (e.g., basic information of the network operator, purposes, types, volumes of 
data, security strategies implemented, etc.). Under the new Draft Measures, it is prohibited to force 
or mislead data subjects to consent to the collection of personal data through functions such as pre-
checked authorization or bundled functions. Regarding data retention, data cannot be kept longer 
than it is described in the privacy policy of the network operator. Regarding network operators using 
personalized recommendations or targeted marketing, they must identify such information as 
άǘŀǊƎŜǘŜŘ ǇǳǎƘέΣ ǇǊƻǾƛŘƛƴƎ ŀ ǳǎŜǊ-friendly opt-out mechanism. Before sharing personal information 
with third parties, network operators must assess the associated security risks and obtain consent. In 
case of a security incident, network operators must adopt remedial measures and notify their data 
subjects (Luo et al., 2019a). 

There are also new requirements proposed, including ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ƛƳǇƻǊǘŀƴǘ Řŀǘŀ ŀǎ άdata that, 
ƛŦ ƭŜŀƪŜŘΣ Ƴŀȅ ŘƛǊŜŎǘƭȅ ŀŦŦŜŎǘ /ƘƛƴŀΩǎ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅΣ ŜŎƻƴƻƳƛŎ ǎŜŎǳǊƛǘȅΣ ǎƻŎƛŀƭ ǎǘŀōƛƭƛǘȅΣ ƻǊ ǇǳōƭƛŎ 
health and securityέ (Luo et al., 2019a). If network operators collect important data, they must file 
their data collection practices with the CAC. However, the Draft Data Security Measures does not 
define the purpose and means of such a filing mechanism. Nonetheless, network operators must 
conduct a risk assessment of any handling of important data (e.g., publishing, sharing, cross-border 
transfer, etc.). Further concerning cross-border data transfers, they must obtain prior approval from 
their corresponding industry regulator or the CAC. Additionally, network operators must designate a 
person knowledgeable and experienced in data protection to oversee data protection efforts. 
Designated persons are responsible for coordinating the establishment and implementation of an 
internal data protection program, overseeing the completion of a DPIA, reporting on data protection 
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practices and incident responses, and the handling of data subject complaints. The draft further 
defines potential penalties for network operators who failed to comply with the requirements (Luo 
et al., 2019a). 

2.2.3.4  Cyberspace Administration of China (CAC) Draft Measures on Security Assessment of the 
Cross-border Transfer of Personal Information (Draft Security Assessment Measures) 

To further support the implementation of the Cybersecurity Law, the Cyberspace Administration of 
China released, along with the Draft Data Security Measures detailed above, the Measures for 
Security Assessment of Export of Personal Information draft for public consultation in 2019 
όƘŜǊŜŀŦǘŜǊ Ψ5ǊŀŦǘ {ŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘ aŜŀǎǳǊŜǎΩύΦ The main objective of the regulation is to put 
forward specific provisions related to the cross-border transfer or personal information. The Draft 
Security Assessment Measures extends the scope of the CSL, requiring all network operators to 
undergo a security assessment before handling personal information. Nevertheless, if other laws or 
regulations have already specified rules on cross-border data transfer of personal information, they 
must take precedence (Luo et al., 2019b). 

As mentioned above, network operators are required to undergo a security assessment prior to data 
collection and transfer one time for each data recipient. On an ad-hoc basis or at least every two 
years, network operators must update their security assessment. Following Article 6, security 
assessments focus on key factors such as the compliance of the transfer with the applicable laws and 
regulations, the ability of contractual terms to protect the rights of personal information subjects, 
whether there is a history of harming legal rights and interests of personal information subjects and 
whether the obtaining of personal information is legitimate and lawful. After the applicable 
Provincial CAC has conducted the assessment, it sends back a report of results to both the operator 
and the central CAC (Luo et al., 2019b).  

Furthermore, the Draft Security Assessment Measures also define the content of contracts between 
network operators and data recipients (Article 13), state the obligations of network operators (Article 
14) and data recipients (Article 15). Particularly important for 5G-DRIVE, the draft also sets 
requirements for companies with no operation in China (Article 20). If an entity collects personal 
information in China but does not have any operations there, it must fulfil the same obligations 
imposed on network operators (Luo et al., 2019b) 

2.2.3.5  Law of the PRC on the Protection of the Rights and Interests of Consumers (Consumer 
Protection Law) 

The Consumer Protection Law entered into force in China in 1994 and was subsequently amended 
twice, in 2009 and 2013. This regulation represents the main legal framework for the protection of 
consumeǊǎΩ ǊƛƎƘǘǎ ƛƴ /Ƙƛƴŀ, as it establishes that consumers have the right to safety, choice, truthful 
information, fair treatment, to form social organizations and fair compensation (Jiang, 2019). 

With the 2013 amendment, the regulation was updated to meet the increasing regulatory needs for 
the protection of consumers on the internet. The primary aim of the amendment was to extend to 
the digital market the safeguards already in place in the traditional economy. The law protects 
ŎƻƴǎǳƳŜǊǎΩ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǎŜǘ ǊǳƭŜǎ ŦƻǊ ōǳǎƛƴŜǎǎ ƻǇŜǊŀǘƻǊǎΦ Lǘ ǊŜǉǳƛǊŜǎ providing explicitly 
ǘƘŜ ǇǳǊǇƻǎŜΣ ƳŜǘƘƻŘΣ ǎŎƻǇŜ ŦƻǊ ŎƻƭƭŜŎǘƛƴƎ ƻǊ ǳǎƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŜƴǎǳǊƛƴƎ ŎƻƴǎǳƳŜǊǎΩ ŎƻƴǎŜƴǘΦ 
¦ƴŘŜǊ ǘƘŜ ǊŜƎǳƭŀǘƛƻƴΣ ŎƻƴǎǳƳŜǊǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ǎǘǊƛŎǘƭȅ ŎƻƴŦƛŘŜƴǘƛŀƭΣ ŀƴŘ ǘƘŜ ƭŀǿ ŦƻǊōƛŘǎ ōǳǎƛƴŜǎǎ 
operators to disclose, sell, or provide illegally such information without consent. Companies have an 
obligation to remedy data loss and violations can result in fines or license suspension or revocation 
(Jiang, 2019). 

Related to the Consumer Protection Law, brief mention must be given to the Advertising Law that 
defines internet advertising while establishing rules for publishers of online advertisements. The 
Advertising Law also defines the applicable controls and fines, dating back to 1994 (Advertising Law 
ƻŦ ǘƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ, 1994). 
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2.2.3.6 Draft of the Personal Information Protection Law (PIPL Draft) 

In October of 2020, China published a draft of the Personal Information Protection Law (PIPL Draft) 
with a month-long public comment period. ¢ƘŜ 5ǊŀŦǘΣ ƛŦ ǇŀǎǎŜŘΣ ǿƻǳƭŘ ōŜŎƻƳŜ /ƘƛƴŀΩǎ ŦƛǊǎǘ 
comprehensive law on personal data protection. Much like the GDPR, the PIPL Draft distinguishes the 
principles of transparency, accountability, fairness, purpose limitation, data minimization, data 
retention, and accuracy. It also provides management and security measures in the form of 
compliance audits, risk assessments or data breach reporting. The PIPL Draft ŘŜŦƛƴŜǎ Řŀǘŀ ǎǳōƧŜŎǘǎΩ 
rights, such as the right to information and explanation on data processing, access to the copy of 
personal data stored, right to correction, object processing, right to withdraw consent, or right to 
deletion (Creemers et al., 2020).  

Article 4 states that personal information refers to άall kinds of information recorded by electronic or 
other means related to identified or identifiable natural persons, not including information after 
anonymization handlingέ (Creemers et al., 2020). Activities such as collection, storage, use, 
processing of personal information fall into the meaning of the handling of personal information. 
Organizations and individuals that handle such activities are referred to as personal information 
handlers and, according to Article 9, are required to follow safeguards to secure the personal 
information they handle (Creemers et al., 2020). The organization or individual who controls and 
determines the usage of personal data is referred to as a άŘŀǘŀ ǇǊƻŎŜǎǎƻǊέΣ ǿƛǘƘƻǳǘ ŀƴȅ 
ŘƛŦŦŜǊŜƴǘƛŀǘƛƻƴ ŦǊƻƳ άŘŀǘŀ ŎƻƴǘǊƻƭƭŜǊέ ŀǎ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ D5twΦ  

The Draft states certain circumstances under which the handling of personal information is allowed 
without consent. Such circumstances include public interest, protection of life, health or property, 
and other emergency situations and circumstances. LƴŘƛǾƛŘǳŀƭΩǎ ŎƻƴǎŜƴǘ Ƴǳǎǘ ōŜ ƎƛǾŜƴ ǾƻƭǳƴǘŀǊƛƭȅ 
and explicitly, with the full knowledge on personal information handling (e.g., including information 
on the identity, use, purpose, storage period, etc.). If personal information is provided to a third 
party, handlers must bring this information to the knowledge of the data subject and should obtain 
separate consent. Similar provisions apply if personal information is provided outside of PRC 
(Creemers et al., 2020).  

In contrast to the Cybersecurity Law, which provides limited extraterritorial application, the PIPL 
Draft puts forward an overseas extraterritorial application to individuals and entities that handle 
personal information. Unlike in the GDPR, there are no provisions for adequacy determinations in 
third countries. While the GDPR promotes the free flow of data across borders providing for transfer 
mechanisms, the draft PIPL requires security assessments in case of abroad personal data transfer. 
Generally, the Draft provides for more expansive data localization requirements and states clearer 
rules on cross-border transfer of personal data (Creemers et al., 2020). This is an especially important 
piece to note for the 5G-DRIVE project for the harmonization and correct implementation of services. 

2.2.3.7 5ŀǘŀ {ŜŎǳǊƛǘȅ [ŀǿ ƻŦ ǘƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ 

In 2020, the Chinese government released a draft Data Security Law for public comment. Together 
with the Personal Information Protection Law, the Data Security Law is set to lay down new power 
and responsibilities for government bodies and private actors (Rafaelof et al., 2020).  

The Draft law is presented in seven chapters. Few of the particularly notable provisions include 
Article 2 that defines the scope of the law ōŜȅƻƴŘ ǘƘŜ ōƻǊŘŜǊǎ ƻŦ ǘƘŜ tw/Σ ǎǘŀǘƛƴƎ ǘƘŀǘ ά(w)here 
ƻǊƎŀƴƛȊŀǘƛƻƴǎ ƻǊ ƛƴŘƛǾƛŘǳŀƭǎ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ ƳŀƛƴƭŀƴŘ ǘŜǊǊƛǘƻǊȅ ƻŦ ǘƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ 
engage in data activities that harm the national security, the public interest, or the lawful interests of 
ŎƛǘƛȊŜƴǎ ƻǊ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ƻŦ ǘƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /ƘƛƴŀΣ ƭŜƎŀƭ ƭƛŀōƛƭƛǘȅ ǿƛƭƭ ōŜ ƛƴǾŜǎǘƛƎŀǘŜŘ ŀŎŎƻǊŘƛƴƎ 
to the lawέΦ Article 19 proposes a grading and classification system for differentiating the degree of 
impact on national security, public interest, the interest of citizens, etc. Furthermore, Article 25 calls 
for the establishment of a data security management system for those who conduct data activities. 
ArtƛŎƭŜ о ŘŜŦƛƴŜǎ Řŀǘŀ ŀŎǘƛǾƛǘƛŜǎ ŀǎ άdata collection, storage, processing, use, provision, transaction, 
publication, and other activitiesέ ǿƘƛƭŜ Řŀǘŀ ǎŜŎǳǊƛǘȅ ƛǎ ǳƴŘŜǊǎǘƻƻŘ ŀǎ άability to adopt necessary 
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measures to ensure data is effectively protected and lawfully used and remains continually secure in 
the stateέ (Rafaelof et al., 2020).  

2.2.3.8 Chinese Standard: Information Security Technology ς Personal Information Security 
Specification GB/T 35273-2017 (CPISS) 

The Chinese Standard: Information Security Technology ς Personal Information Security Specification 
(CPISS) is a legal document complementing and clarifying existing data protection laws. It was 
ŀŘƻǇǘŜŘ ƛƴ нлмт ōȅ /ƘƛƴŀΩǎ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ {ǘŀƴŘŀǊŘƛȊŀǘƛƻƴ ¢ŜŎƘƴƛŎŀƭ /ƻƳƳƛǘǘŜŜΦ ²ƛǘƘ ǘƘŜ 
introduction of this standard, China establishes a voluntary framework detailing the best practices 
ŦƻǊ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ /ƘƛƴŀΩǎ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ƭŀǿǎΦ Lƴ Ƴŀƴȅ ǊŜǎǇŜŎǘǎΣ ǘƘƛǎ ǎǘŀƴŘŀǊŘ ŎǊŜŀǘŜǎ ŀ ǎȅǎǘŜƳ 
that is aligned with the GDPR. In other words, this document is an instrument of soft law but, 
although not mandatory, it is highly regarded when Chinese authorities review the conduct of 
personal information controllers όtŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ DŜƴŜǊŀƭ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ vǳŀƭƛǘȅ 
Supervision, Inspection and Quarantine, China National Standardization Administration, 2017). 

The CPISS applies to personal information controllers, including any private or public organization 
ǘƘŀǘ Ƙŀǎ άthe power to decide the purpose and methodέ ƻŦ ǇǊƻŎŜǎǎƛƴƎ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ όtŜƻǇƭŜΩǎ 
Republic of China General Administration of Quality Supervision, Inspection and Quarantine, China 
National Standardization Administration, 2017). ¢ƘŜ ǎǘŀƴŘŀǊŘ ǳǎŜǎ ǘƘŜ ǘŜǊƳ άǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴέ 
to define the information that can be used to identify a specific natural person ŀƴŘ ƴƻǘ άǇŜǊǎƻƴŀƭ 
Řŀǘŀέ ŀǎ ǘƘŜ D5tw ŘƻŜǎ. The CPISS also provides rules for processing sensitive personal information. 
IƻǿŜǾŜǊΣ ǘƘŜ ǎǘŀƴŘŀǊŘΩǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǎŜƴǎƛǘƛǾŜ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǘŀƪŜǎ a different approach than 
the GDPR, for instance. The sǘŀƴŘŀǊŘ ƭƛƴƪǎ ǘƘŜ άǎŜƴǎƛǘƛǾƛǘȅέ ƻŦ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ǘƘŜ ŎƻƴǎŜǉǳŜƴŎŜǎΣ 
damages, and harm that a person might suffer if the information is lost, misused, or if it is capable of 
endangering persons, properties, or health, or if it may result in discriminatory treatment. For 
example, according to the context of the data processing activities, national identification card 
numbers, login credentials, GPS locations can amount to sensitive personal information όtŜƻǇƭŜΩǎ 
Republic of China General Administration of Quality Supervision, Inspection and Quarantine, China 
National Standardization Administration, 2017). 

The CPISS adopts general principles that can be found in most data protection laws. The purpose for 
processing personal information must be clear, determined, and fair. Collection and processing of 
personal information should be proportionate, secure, based on a risk assessment approach and in 
compliance with the rights of individuals to control processing operation in relation to their personal 
information. Processing of personal information must be based on consent or on a limited set of 
exceptions that mirror the exception contained in the GDPR with some distinctions. According to the 
CPISS, consent to collect and process personal information is not necessary when:  

¶ the personal information is directly related to national security and national defense, or 
directly related with public security, public health or major public interests;  

¶ personal information is directly related to a criminal investigation, prosecution, trial, 
judgement, or enforcement;  

¶ the purpose for processing is to defend material legal rights of personal information subject 
or other individuals;  

¶ the personal information collected is disclosed by the personal information subject to the 
public; the personal information is collected from lawfully disclosed information;  

¶ required for the execution or performance of a contract;  

¶ the personal information is required to maintain the safe and stable operation of the product 
or service provided;  

¶ the controller of the personal information is a news agency;  

¶ the controller of the personal information is an academic research institution, and collection 
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and use are necessary for statistic or academic research for the public interest;  

¶ in the presence of other circumstances stipulated by laws and regulations όtŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ 
of China General Administration of Quality Supervision, Inspection and Quarantine, China 
National Standardization Administration, 2017, para. 5.4).  

NotŀōƭȅΣ ǘƘŜ ǎǘŀƴŘŀǊŘ ŘƻŜǎ ƴƻǘ ƳŜƴǘƛƻƴ άƴŜŎŜǎǎƛǘȅ ŦƻǊ ǘƘŜ ƭŜƎƛǘƛƳŀǘŜ ƛƴǘŜǊŜǎǘ ƻŦ ǘƘŜ ŎƻƴǘǊƻƭƭŜǊ ƻǊ ŀ 
ǘƘƛǊŘ ǇŀǊǘȅέ ŀǎ ŀƴ ŜȄŎŜǇǘƛƻƴ ǘƻ ƭŀǿŦǳƭ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎ ŀōǎŜƴǘ ŎƻƴǎŜƴǘΦ IƻǿŜǾŜǊΣ ǎƛƴŎŜ ǘƘŜ ǎǘŀƴŘŀǊŘ 
includes several exceptions to consent, it is possible to suggest that the legitimate interests of 
controllers can be considered mostly covered within these additional exceptions. 

In principle, personal information has to be deidentified upon collection and the information 
necessary to re-identify anonymized personal information must be kept separated. To this end, the 
standards mandate that personal information controllers have in place adequate organizational 
measures to achieve this purpose όtŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ DŜƴŜǊŀƭ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ vǳŀƭƛǘȅ 
Supervision, Inspection and Quarantine, China National Standardization Administration, 2017, para. 
6.2). 

Like the GDPR, the CPISS includes a purpose limitation requirement. Secondary use of collected 
information must relate to the original purpose for collecting the personal information. Additionally, 
the standard vests personal information subjects with several rights that mainly match the rights 
conferred to data subjects by the GDPR όtŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ DŜƴŜǊŀƭ !ŘƳinistration of Quality 
Supervision, Inspection and Quarantine, China National Standardization Administration, 2017, para. 
7). Personal information subjects benefit from a strengthened right to erasure since the standard 
does not conceive exceptions to it ŀƴŘ ƛƴŎƭǳŘŜǎ ǘƘŜ ŎƻƴǘǊƻƭƭŜǊǎΩ ƻōƭƛƎŀǘƛƻƴ ǘƻ ƴƻǘƛŦȅ ǘƘƛǊŘ ǇŀǊǘƛŜǎ ƻŦ 
the erasure. On the other hand, this right can be invoked only when such processing operations are 
in breach of any law or prior agreement with the personal information subject. Personal information 
subjects also have the right to have their accounts cancelled immediately if they so request. In 
ƎŜƴŜǊŀƭΣ ǘƘŜ ǘƛƳŜ ƭƛƳƛǘ ǘƻ ŎƻƳǇƭȅ ǿƛǘƘ ǘƘŜ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳōƧŜŎǘΩǎ ǊŜǉǳŜǎǘ ƛǎ ол ŘŀȅǎΦ ¢ƘŜ ǊƛƎƘǘ 
to data portability is limited to a certain type of personal information such as health, education and 
occupational information όtŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ DŜƴŜǊŀƭ !ŘƳƛƴistration of Quality Supervision, 
Inspection and Quarantine, China National Standardization Administration, 2017). 

When a personal information controller intends to rely on a data processor, the CPISS requires the 
performance of a risk assessment to ensure adequate security of the process. Data processors always 
remain under the supervision of personal information controllers through audits and compliance 
assessments. When a data processor desires to contract a sub-processor, it may do so only with the 
datŀ ŎƻƴǘǊƻƭƭŜǊΩǎ ǇŜǊƳƛǎǎƛƻƴΦ tǊƻŎŜǎǎƻǊǎ ǎƘŀǊŜ ǿƛǘƘ ǘƘŜ ŎƻƴǘǊƻƭƭŜǊ ǘƘŜ ƻōƭƛƎŀǘƛƻƴ ǘƻ ŎƻƳǇƭȅ ǿƛǘƘ Řŀǘŀ 
ǎǳōƧŜŎǘǎΩ ǊŜǉǳŜǎǘǎ ŀƴŘ Ƴǳǎǘ ƴƻǘƛŦȅ ǘƘŜ Řŀǘŀ ŎƻƴǘǊƻƭƭŜǊ ƛƴ ŎŀǎŜ ƻŦ ǎŜŎǳǊƛǘȅ ƛƴŎƛŘŜƴǘǎΦ Lƴ ŀŘŘƛǘƛƻƴΣ 
processors are required to notify controllers when they cannot offer an adequate security level to 
personal information or when they need to process personal information outside the agreement 
with the controller όtŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ DŜƴŜǊŀƭ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ vǳŀƭƛǘȅ {ǳǇŜǊǾƛǎƛƻƴΣ 
Inspection and Quarantine, China National Standardization Administration, 2017). 

In accordance with the Cybersecurity Law, prior notice and consent from personal information 
subjects are necessary when non-de-identified personal data must be shared or transferred. The 
CPISS also suggests that in this circumstance, the transfer or sharing of personal information undergo 
a prior risk assessment and mitigation exercise. The standard also sets out specific records-keeping 
obligations regarding the sharing or transfer of personal information and an obligation on controllers 
to bear responsibility for any damage caused to individuals by the transfer or sharing of their 
personal information. In addition to the requirements set by the CPISS, share or transfer data also 
have to comply with the security assessment measures established by the Cyberspace Administration 
of China όtŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ DŜƴŜǊŀƭ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ vǳŀƭƛǘȅ {ǳǇŜǊǾƛǎƛƻƴΣ LƴǎǇŜŎǘƛƻƴ ŀƴŘ 
Quarantine, China National Standardization Administration, 2017).  

In terms of organizational measures, the standard requires controllers to:  

¶ have internal procedures to grant access to personal information and authorize operations;  
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¶ keep records of data processing;  

¶ put in place procedures for deidentification of data subject upon collection of personal 
information;  

¶ appoint Chief Information Security Officer and designated personnel with responsibility for 
information security;  

¶ conduct periodic staff training;  

¶ conduct security training before the release of products or services;  

¶ ŀƴŘ ƘŀǾŜ ŀ ŘŜŘƛŎŀǘŜŘ ǎŜŎǳǊƛǘȅ ǘŜŀƳ ƛŦ ǘƘŜ ŎƻƴǘǊƻƭƭŜǊΩǎ organization meets a size threshold or 
process personal information of more than 500.000 personal information subjects.  

Personnel with access to sensitive personal information must be subjected to background checks 
όtŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ DŜƴŜǊŀƭ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ vǳŀƭƛǘȅ {ǳǇŜǊǾƛǎƛƻƴΣ LƴǎǇŜŎǘƛƻƴ ŀƴŘ 
Quarantine, China National Standardization Administration, 2017). 
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2.2.4 Regulations - Summary matrix 

UN Regulations Key points Application and relation to other laws 

UN Regulation on 
Cybersecurity and Cyber 
Security Management 
Systems 

¶ It applies to the automotive sector for vehicles 
that permit software updates.  

¶ Provides a framework for setting up a 
Cybersecurity Management System. 

¶ Defines rules for manufactures to follow before 
releasing their vehicle to the market.  Most recent UN-level Regulations defining a framework for 

cybersecurity and software updates in the automotive sector. 

UN Regulation on 
Software Updates and 
Software Updates 
Management Systems 

¶ It applies to the automotive sector for vehicles 
with an automated driving system equipped.  

¶ Provides a framework for setting up a Software 
Update Management System. 

¶ Defines rules for manufactures to follow before 
releasing their vehicle to the market. 

Table 1: UN regulation summary matrix 

EU Regulations Key points Application and relation to other laws 

The General Data 
Protection Regulation 
(GDPR) 

It sets: 

¶ rules for free movement of data. 

¶ requirements for consent and the rights of data 
subjects. 

¶ obligations of data controllers, Data Protection by 
Design and by Default approach, DPIA etc. 

¶ a voluntary data protection certification (art. 42). 
system to demonstrate compliance 

The main European Union regulatory framework in the field of 
personal data protection. Intrinsically related to the ePrivacy 
Regulation. 
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EU Regulations Key points Application and relation to other laws 

The Directive on Privacy 
and Electronic 
Communication (ePrivacy 
Directive) and the 
European Union 
Regulation on Privacy of 
Electronic Communication 
(ePrivacy Regulation) 

It provides for: 

¶ requirements for security and confidentiality of 
communication, protection of traffic and location 
data and protection of the end-user terminal 
equipment. 

¶ fundamental rights and freedoms, as the respect 
for private life in the electronic communications 
sector. 

With respect to the GDPR, the ePrivacy Regulation will be 
considered lex specialis. 

Addresses further aspects of electronic communications networks 
that may affect the rights and freedoms of data subjects. 

It does not include any specific provisions for data retention. 

Directive on Security of 
Network and Information 
Systems (NIS Directive) 

¶ It is a legislation on cybersecurity, measures to 
guarantee the ǎŜŎǳǊƛǘȅ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ 
cyberspace. 

Digital service providers are covered by the NIS Directive regime 
ǳǇƻƴ ǘƘŜ ǎƻƭŜ ǘǊŀƴǎǇƻǎƛǘƛƻƴ ƻŦ ǘƘŜ ŘƛǊŜŎǘƛǾŜ ƛƴǘƻ aŜƳōŜǊ {ǘŀǘŜǎΩ 
national law. 
Essential services are only covered by the scope of the NIS Directive 
upon designation as such by the respective Member State. 

Revised Directive on 
Security of Network and 
Information Systems (NIS 
2 Directive) 

¶ It strengthens Europe's collective resilience to 
cyber threats. 

¶ It ensures that all citizens and businesses can 
take full advantage of reliable services and 
reliable digital tools. 

¶ It aims to address existing and future cyber and 
non-cyber threats. 

The revised NIS presents a new EU cybersecurity strategy for 
shaping Europe's digital future. 

The EU Cybersecurity Act has equipped Europe with a framework 
for cybersecurity certification of products, services and processes 
and strengthened the mandate of the EU Agency for Cybersecurity 
(ENISA). 

Regulation on Electronic 
Identification and Trust 
Services for Electronic 
Transactions in the 
Internal Market (eIDAS 
Regulation) 

¶ It provides for mutual recognition and 
interoperation of cross-border eID management, 
trust services and certificates. 

¶ Its ǇǊƛƳŀǊȅ ƻōƧŜŎǘƛǾŜ ƛǎ ǘƘŜ ΨǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴΩ 
of a person. 

¶ It defines predetermined Level of Assurance. 

¶ It ŎƭŀǊƛŦƛŜǎ ǘƘŀǘ ǳƴŀƴƛƳƻǳǎ ǇŜǊǎƻƴǎΩ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ 

Since the GDPR repealed Directive 95/46/EC, all provisions of the 
eIDAS Regulation have to be interpreted and applied in accordance 
with the GDPR. 
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EU Regulations Key points Application and relation to other laws 

takes place by transmitting a minimum dataset 
which should include a Persistent Unique 
Identifier. 

¶ It sets requirements for considering electronic 
identification systems compliant. 

Directive (EU) 2018/1972 
of the European 
Parliament and of the 
Council establishing the 
European Electronic 
Communications Code 

¶ It rules for the regulation of electronic 
communications networks, telecommunications 
services and related facilities and services. 

It is without prejudice to measures taken at the Union or national 
level, in accordance with Union law, relating to the protection of 
personal data and privacy. 

In respect of the information exchanged, Union data protection 
rules shall apply (Article 11). 

Encryption should be mandatory in accordance with the principles 
of security and privacy by default and by design. 

Regulation (EU) 2019/881 
of the European 
Parliament and of the 
Council on ENISA 
(Cybersecurity Act) 

¶ It introduces a European cybersecurity 
certification system. 

¶ The system ensures that certified products, 
processes and services meet specific 
cybersecurity criteria. 

The first EU Regulation to meet the security challenges of 
connected products, Internet of Things (IoT) devices and critical 
infrastructure through such certificates. 

Table 2: EU regulation summary matrix 

Chinese Regulations Key points Application and relation to other laws 

¢ƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ 
China Cybersecurity law 
(Cybersecurity Law) 

 

¶ Cybersecurity and protection of privacy. 

¶ Internet surveillance for national security 
purposes.  

¶ Obligations of networks operators, defense of 
critical infrastructures, data localization 
requirements, security inspection and protection 
of personal information. 

These provisions have been implemented by the Cyberspace 
Administration of China. 
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EU Regulations Key points Application and relation to other laws 

Cyberspace Administration 
of China Measures on 
Cybersecurity Review 

¶ Contains the obligations of operators of critical 
information infrastructure. 

¶ Defines the scope of network products and 
services that include the core network 
equipment, high-capability computers and 
servers, high-capacity data storage, large 
databases and applications, network security 
equipment, as well as cloud computing services. 

¶ Sets up a review body with the lead of the CAC. 

Following Article 35 of the Cybersecurity Law, operators of critical 
ƛƴŦƻǊƳŀǘƛƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ Ƴǳǎǘ ǳƴŘŜǊƎƻ ŀ ǎŜŎǳǊƛǘȅ ǊŜǾƛŜǿ /ƘƛƴŀΩǎ 
national security is impacted by the procurement of networks 
products and services; the Measures on Cybersecurity Review 
intends to further define the means of doing so. 

Cyberspace Administration 
of China Draft Measures 
for Data Security 
Management 

¶ Provisions in relation to data collection, retention 
and consent. 

¶ Defines important data and sets specific 
obligations in relation to its collection. 

The Draft Measures provide detailed guidelines on how the security 
assessments should be operated and is intended to complement 
the Cybersecurity Law of China.  Cyberspace Administration 

of China Draft Measures 
on Security Assessment of 
the Cross-border Transfer 
of Personal Information  

¶ Procedure to export personal information outside 
/ƘƛƴŀΩǎ ŎȅōŜǊ-jurisdiction. 

¶ The contract between the network operator 
exporting personal information and the foreign 
data recipient can be compared to a data transfer 
agreement or to the binding corporate rules of 
the GDPR. 

Law of the PRC on the 
Protection of the Rights 
and Interests of 
Consumers (Consumer 
Protection Law) 

 

¶ Consumers have the right to safety, choice, 
truthful information, fair treatment, to form 
social organizations and fair compensation. 

¶ tǊƻǘŜŎǘǎ ŎƻƴǎǳƳŜǊǎΩ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ 
sets rules for business operators. 

¶ Requires providing explicitly the purpose, 
method, scope for collecting or using information 

The Advertising Law is another legislation that is related to the 
Consumer Protection Law. The definitions of advertisement and 
advertisement publishers are very broad and cover almost any sort 
of product or service promotion. 
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EU Regulations Key points Application and relation to other laws 

ŀƴŘ ŜƴǎǳǊƛƴƎ ŎƻƴǎǳƳŜǊǎΩ ŎƻƴǎŜƴǘ. 

Draft of the Personal 
Information Protection 
Law (PIPL Draft) 

 

¶ CƘƛƴŀΩǎ ŦƛǊǎǘ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ƭŀǿ ƻƴ ǇŜǊǎƻƴŀƭ Řŀǘŀ 
protection. 

¶ Transparency, accountability, fairness, purpose 
limitation, data minimization, data retention and 
accuracy, principles provided by the draft PIPL 
(similar to GDPR principles). 

¶ Management and security measures (through 
compliance audits, risk assessments, data breach 
reporting and more) as in GDPR. 

 

It is broader than GDPR, as personal information also refers to 
financial account information and the location of the individual.  
Narrower than GDPR, as it leaves out of the scope of the definition 
of personal information the trade union membership, political 
opinions, genetic and biometric data and information related to 
sexual life. 
In contrast to PRC Cyber Security Law, it puts forward an overseas 
extraterritorial application to individuals and entities. 
Unlike the GDPR, there are no provisions for adequacy 
determinations in third countries. 
In contrast to GDPR, it requires security assessments in case of 
abroad personal data transfer. 
More expansive data localization requirements and clearer rules on 
cross-border transfer of personal data. 

Data Security Law of the 
tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ 
(Draft) 

¶ Required steps to ensure data security is reached. 
New power and responsibilities for government bodies and private 
actors, together with the Personal Information Protection Law.  

Chinese Standard: 
Information Security 
Technology ς Personal 
Information Security 
Specification GB/T 35273-
2017 (CPISS) 

 

¶ A voluntary framework detailing the best 
practices for comǇƭƛŀƴŎŜ ǿƛǘƘ /ƘƛƴŀΩǎ Řŀǘŀ 
protection laws. 

 

It creates a voluntary system that is aligned with the GDPR. It 
adopts general principles that can be found in most data protection 
laws. Establishes several rights to match the rights conferred to 
data subjects by the GDPR and includes a purpose limitation 
requirement. 
In accordance with the Cybersecurity Law, prior notice and consent 
from personal information subjects is necessary when non-de-
identified personal data must be shared or transferred. 
Key reference when considering potential applicability of 
certification solutions for international data transfers. 

Table 3: Chinese regulation summary matrix 
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2.2.5 EU-Chinese perspective comparison 

The following table will provide a brief comparison of both the EU and Chinese perspectives, 
leveraging on the GDPR, the CSL and the CPISS. Although started the implementation of personal 
data protection measures later than the EU, both the Chinese Cybersecurity Law and the Chinese 
Standard show convergence with the EU law. 

The EU General Data Protection Regulation 

¢ƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ /ȅōŜǊǎŜŎǳǊƛǘȅ ƭŀǿ 
& Chinese Standard: Information Security 

Technology ς Personal Information Security 
Specification 

¶ Uses the definition of personal data and 
data subjects 

¶ Prior notice and consent (different legal 
bases for the processing of personal data) 

¶ Emphasis on data controllers and data 
processors 

¶ Data breach notification requirement to 
the supervisory authority and/or data 
subject 

¶ Independent Supervisory Authorities 

¶ Limiting further processing 

¶ Strong data minimization requirement 

¶ Specific requirements for sensitive data 
(e.g. biometric data, religious beliefs, 
genetic data, ethnicity, etc.) 

¶ Right to be forgotten is strongly enforced 

¶ Right to data portability 

¶ Personal data protection given human right 
level 

¶ High level of requirements for international 
data transfers 

¶ Voluntary certification system 

¶ Used the definition personal information and 
personal information subjects 

¶ Prior notice and consent (lighter rules and 
does not require implicit consent) 

¶ 9ƳǇƘŀǎƛǎ ƻƴ ƴŜǘǿƻǊƪ ƻǇŜǊŀǘƻǊǎΩ obligations 

¶ Data breach notification requirement to 
authorities and data subjects but does not 
specify the timeframe or information 

¶ There are no specific supervisory authorities 
set up, however, the Cyberspace 
Administration of China handles enforcement 
efforts regionally 

¶ Limiting further processing 

¶ Softer data minimization requirement 

¶ Specific requirements for sensitive data but 
different definition (broader, risk-based 
definition) 

¶ Right to be forgotten is limited to specific 
cases 

¶ Right to data portability 

¶ No privacy-related restrictions for the 
generation of solutions 

¶ Conceptualized as national security 

¶ Voluntary certification system 

Table 4: EU-Chinese perspective comparison 

2.2.6 International Standards and Recommendations 

2.2.6.1 IEEE 1609 Wireless Access in Vehicular Environment (WAVE) Working Group Standards 
Family 

¢ƘŜ LƴǎǘƛǘǳǘŜ ƻŦ 9ƭŜŎǘǊƛŎŀƭ ŀƴŘ 9ƭŜŎǘǊƻƴƛŎǎ 9ƴƎƛƴŜŜǊǎ όL999ύ ƛǎ ǘƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ ŀǎǎƻŎƛŀǘƛƻƴ ƻŦ 
technical professionals for electronic and electrical engineering (About IEEE, n.d.). Its IEEE P1609 
Working Group is responsible for defining the 1609 Family of Standards for Wireless Access in 
Vehicular Environment (WAVE), standardizing not only the architecture but the set of services and 
interfaces enabling secure wireless communications in vehicular environment (Ahmed et al., 2013). 
As of today, the IEEE 1609 family includes the following standards: 
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IEEE 1609.0-2019 

This standard is used within architectures, describing the necessary architecture and service for 
multi-channel WAVE devices communicating in a vehicular environment όάL999 DǳƛŘŜ ŦƻǊ ²ƛǊŜƭŜǎǎ 
Access in Vehicular Environments (WAVE) ArchitectuǊŜΣέ нлмфύ.  

IEEE 1609.2-2016 (1609.2a-2017 and 1609.2b-2018) 

This standard is used in security services for the applications and management messages, covering 
the methods for formatting secure management and application messages όάL999 {ǘŀƴŘŀǊŘ ŦƻǊ 
Wireless Access in Vehicular EnvironmentsςSecurity Services for Applications and Management 
aŜǎǎŀƎŜǎΣέ нлмсύ.  

IEEE P1609.2.1-2020 

This standard is used for end entities (e.g., entities who use digital certificates for the authorization 
of application activities) and includes certificate management protocols supporting the provisioning 
and management of digital certificates (IEEE 1609.2.1-2020 - IEEE Standard for Wireless Access in 
Vehicular Environments (WAVE)--Certificate Management Interfaces for End Entities, n.d.). 

IEEE 1609.3-2020 

This standard is used for networking services and describes those standard messages necessary for 
the support of higher layer communication stacks (IEEE 1609.3-2020 - IEEE Standard for Wireless 
Access in Vehicular Environments (WAVE)--Networking, n.d.). 

IEEE 1609.4-2016 

This standard is used for supporting multi-channel wireless operations by describing standard 
message formats [medium access control (MAC) layer] for interoperable and remote management of 
WAVE (IEEE 1609.4-2016 - IEEE Standard for Wireless Access in Vehicular Environments (WAVE) -- 
Multi-Channel Operation, n.d.).  

IEEE 1609.11-2010 

This standard is used for over-the-air electronic payment data exchange protocol, defining a basic 
level of technical interoperability for electronic payment equipment (e.g., onboard unit or roadside 
unit) by using Dedicated Short Range Communication (DSRC) όάL999 {ǘŀƴŘŀǊŘ ŦƻǊ ²ƛǊŜƭŜǎǎ !ŎŎŜǎǎ ƛƴ 
Vehicular Environments (WAVE)ς Over-the-Air Electronic Payment Data Exchange Protocol for 
Intelligent Transportation {ȅǎǘŜƳǎ όL¢{ύΣέ нлммύ.  

IEEE 1609.12-2019 

This standard is used for identifier allocations for WAVE (IEEE 1609.12-2019 - IEEE Standard for 
Wireless Access in Vehicular Environments (WAVE)--Identifiers, n.d.).  

The IEEE 1609 family of standards is particularly relevant for 5G-DRIVE as they concern the safety, 
security, and privacy of connected vehicles. For the successful deployment of devices, appropriate 
safeguards must be ensured by the application of such standards, securing communication in 
vehicular networks against threats. 

2.2.6.2 ITU-T SG 17 Recommendations 

The International Telecommunication Union (ITU) launched Study Group 17 (SG17) to promote and 
produce standardization recommendations on communication technology. ITS standardization 
research started in 2014 and is still ongoing. Currently, there are several ITU working groups 
developing recommendations on security aspects for ITS (S.-W. Lee et al., 2017; Schmittner & 
Macher, 2019). The following recommendations were identified as relevant for 5G-DRIVE: 

X.1371 ς Security threats to connected vehicles 

This recommendation, published in 2020, lists security threats to connected vehicles and the vehicle 
ecosystem. The recommendation lists threats to be used for future standards as a reference, 
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including threats related to backend servers, communication channels, update procedures, 
unintended human actions, and external connectivity. X.1371 also includes crucial information based 
on what can be a potential reason behind an attack, listing potential vulnerabilities (X.1371: Security 
Threats to Connected Vehicles, 2020). This recommendation is particularly useful as a baseline 
document for identifying threats and vulnerabilities, providing a great starting point for 5G-DRIVE in 
the identification of solutions.    

X.1372 ς Security guidelines for vehicle-to-everything (V2X) communication 

This recommendation, published in early 2020, consists of guidelines for establishing safeguards in 
V2X communication systems. In the document, threats and security requirements for V2X 
communication systems are thoroughly analyzed. To this end, a basic model and use cases are 
presented in the standard. Then, an overview of the performance of a Technology Area Review 
Assessment (TARA) is presented together with the identification of necessary security requirements. 
Overall, the security requirements presented in X.1372 are based on the analysis of detected threats. 
In this sense, the recommendation defines several attacks relating to several aspects of V2X 
communication such as vehicle and RSU authentication, integrity and confidentiality of messages, 
privacy, and suspicious behavior of the onboard unit (X.1372: Security Guidelines for Vehicle-to-
Everything (V2X) Communication, 2020).  

X.1373 - Secure software update capability for intelligent transportation system communication 
devices   

This recommendation, published in 2017, focuses on secure software updates for ITS communication 
devices. The main objective of this recommendation is the prevention of threats, providing guidance 
against several risks that may affect communication devices on vehicles. This recommendation 
contains a basic model of software updates, introducing a method to analyze threats and risks for 
software updates and provides security requirements accordingly. In addition, it specifies modules 
for software update through an abstract data format (X.1373 : Secure Software Update Capability for 
Intelligent Transportation System Communication Devices, 2017). 

X.1374 - Security requirements for external interfaces and devices with vehicle access capability   

The main goal of this recommendation, published in late 2020, is to identify security issues when 
external devices, either with or without a telecommunication interface, are connected to the On-
Board Diagnostic Port and defines suitable security requirements to protect this external interface. 
The recommendation specifies requirements for external interfaces and devices with vehicle access 
capability in telecommunication network environments, addressing identified threats 
(X.1374 : Security Requirements for External Interfaces and Devices with Vehicle Access Capability, 
2020). 

X.1375 - Guidelines for an intrusion detection system for in-vehicle networks   

The main purpose of this recommendation, published in late 2020, is to provide comprehensive 
guidance on the identification of intrusions in the system. In this document, the ITU SG17 classifies 
and analyses typical attacks on in-vehicles networks and systems. In particular, it focuses on in-
vehicle networks which general Intrusion Detection Systems (IDS) cannot support (e.g., CAN or CAN-
FD) (X.1375 : Guidelines for an Intrusion Detection System for in-Vehicle Networks, 2020).  

X.1376 - Security-related misbehaviour detection mechanism using big data for connected vehicles 

This recommendation, published earlier this year, describes a misbehavior detection mechanism for 
connected vehicles in two steps: 1) data capture that specifies the types of data captured from 
different sources to detect misbehavior; 2) detection that analyzes captured data (X.1376 : Security-
Related Misbehaviour Detection Mechanism Using Big Data for Connected Vehicles, 2021). 

As mentioned above, the recommendations of ITU-T on connected vehicles provide guidelines for 
not only identifying threats to connected vehicular networks but introduce effective measures on 
tackling such threats and risks. 
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2.2.6.3  ISO/IEC 27000:2018 ς Information Security Management System (ISMS) family of 
standards 

Management system models standards by the International Organization for Standardization (ISO) 
and the International Electrotechnical Commission (IEC) provide a setting for operating management 
systems. The Information Security Management System (ISMS) family of standards provides a 
framework for organizations to manage the security of their assets, information, or intellectual 
property under over 19 standards (ISO/IEC 27000:2018(En), Information Technology τ Security 
Techniques τ Information Security Management Systems τ Overview and Vocabulary, n.d.). The 
following standards were identified as especially relevant for 5G-DRIVE to ensure the security of 
connected vehicular networks: 

ISO/IEC 27001:2013 Information Security Management (ISO 27001) 

ISO/IEC 27001:2013 is an international standard designed to establish an information security 
management system within an organization. Overall, the standard requires monitoring the risks to 
information security in an organization and examine possible threats and vulnerabilities. In case of 
identification of any risk, the standard calls for the implementation of an appropriate form of risk 
treatment to reduce the risk to an acceptable risk. The standard also requires that the management 
of information security follows a process that ensures that the ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ information security 
needs are met on an ongoing basis. ISO 27001 has been construed to be technology-neutral and to 
follow a top-down risk-based approach. The document defines a process divided into different parts: 
define a security policy; define the scope of the information security management system; conduct a 
risk assessment; manage identified risks; identify control objectives and controls to implement; 
prepare a statement of applicability (International Organization for Standardization, 2013a). 

The standard requires that all sections and branches of the organization cooperate in implementing 
and respecting the standard. Among the specifications provided, ISO 27001 includes details for 
documentation, management responsibility, internal audits, continual improvement and corrective 
and preventive actions (International Organization for Standardization, 2013a).  

It is necessary to note that ISO 27001 does not require the use of specific information security 
controls but provides a checklist of controls that should be considered in the accompanying code of 
practice. In the code of practice, it is described a set of objectives and good practice to achieve 
control of the information security management system that is efficient and effective. 

ISO/IEC 27002:2013 Information Technology ς Security Techniques ς Code of Practice for 
Information Security Controls (ISO 27002) 

ISO/IEC 27002:2013 intends to guide the adoption of information management security standards 
and information security management practices. The scope of this technical report includes 
selection, implementation and management of controls suitable to establish an information security 
system. In guiding the user through the adoption of the most suitable measures, the standard 
considers the risks arising from the environment in which the organization operates (International 
Organization for Standardization, 2013b). 

The standard is directed to organizations ǘƘŀǘΥ άselect controls within the process of implementing an 
Information Security Management System based on ISO/IEC 27001; implement commonly accepted 
information security controls; develop their own information security management guidelinesέ 
(International Organization for Standardization, 2013, para. 1). 

ISO/IEC 27005:2018 Information Technology - Security Techniques - Information Security Risk 
Management (ISO 27005) 

ISO/IEC 27005:2018 is an international standard based on a risk management approach. ISO 27005 
describes the process of information security risk management. This process is composed of different 
activities: establishment of the risk management context; assessment of the relevant information 
risks; handling of the risks; information to the stakeholders; as well as monitoring and review of the 
risks. This is a continuous process that should be done regularly. The appendices of the ISO 27005 
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standard provide examples of how to implement the risk management approach described in the 
body of the standard (ISO/IEC 27005:2018(En), Information Technology τ Security Techniques τ 
Information Security Risk Management, 2018).  

ISO/IEC 27701:2019 Extension to ISO/IEC 27001 and ISO/IEC 27002 for Privacy Information 
Management ς Requirements and Guidelines (ISO 27701) 

ISO/IEC 27701:2019 is an international standard aiming to provide specifications and requirements to 
create a privacy information management system within an organization. Although its design and 
structure resemble closely ISO 27001, the two standards cover different subjects. While ISO 27001 
relates to the way an organization keeps data accurate, available and accessible to approved 
employees only, ISO 27701 focuses on the way an organization collects personal and prevents 
unauthorized use or disclosure of personal data (International Standardization Organization, 2019). 
In other words, ISO 27701 is a privacy extension to the international information security 
management standard. In fact, like the standard for information security management systems, ISO 
27701 adopts a risk-based so to allow organizations to identify specific risks to privacy and achieve 
compliance with applicable data protection regulation through the implementation of suitable 
measures. 

2.2.6.4 Other relevant ISO standards 

ISO/IEC 29190:2015 Information Technology - Security Techniques - Privacy Capability Assessment 
Model (ISO 29190) 

ISO/IEC 29190:2015 presents the guidance on how to assess the capability of a given organization to 
manage processes related to privacy. The standard describes the different steps necessary to access 
the capability of an organization in the context of privacy. ISO 29190 specifies the different levels for 
the privacy capability assessment. At the same time, clear guidance is given in the standard on the 
main process areas to assess by the responsible members of the organization and finally, on the 
integration of the privacy capability assessment into the usual operations of the organization 
(International Standardization Organization, 2015a). 

ISO/TR 12859:2009 Intelligent Transport System ς System Architecture ς Privacy Aspects in ITS 
Standards and Systems (ISO/TR 12869) 

L{hκ¢w мнурф Ŏƻƴǘŀƛƴǎ ƎŜƴŜǊŀƭ ƎǳƛŘŜƭƛƴŜǎ άto developers of intelligent transport systems (ITS) 
standards and systems on data privacy aspects and associated legislative requirements for the 
development and revision of ITS standards and systemsέ (International Standardization Organization, 
2009 para. 1.). In more detail, this report guides the development of the architecture and design of 
all ITS standards, systems and their implementation and serve as a roadmap to developers of ITS 
devices on general data privacy and protection aspects. 

ITS involve extensive movement and exchange of data. Some data exchanged are anonymous, while 
others can reveal personal information. Nowadays, information cannot always be kept anonymous. 
Therefore, privacy is protected around the world by data privacy and data protection regulations. 
ISO/TR 12859 acknowledges that underlying principles of privacy and data protection are common 
across the globe, while each legislation adopts its own interpretation of those principles. In this 
sense, ISO/TR 12859 introduces a general framework to harmonize privacy and data protection 
approach in the development of ITS standards and systems. In fact, it is undisputable that ITS 
technologies will provide many opportunities to improve mobility and reduce its costs. On the other 
hand, designing ITS systems and standards shall give the highest consideration to legal and moral 
requirements for privacy and protection of data. This means taking into consideration the potential 
use and misuse of data in a system in order to achieve a desirable level of protection (International 
Standardization Organization, 2009). For this purpose, ISO/TR 12859 can be considered a valuable 
starting point to develop a common framework for privacy and data protection in ITS systems among 
members of the 5G-5wL±9 ǇǊƻƧŜŎǘΩǎ ŎƻƴǎƻǊǘƛǳƳΦ 

ISO 24100:2010 Intelligent Transport Systems ς Basic Principles for Personal Data Protection in 
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Probe Vehicle Information Services (ISO/TR 24100) 

This standard addresses the requirements for designing probe vehicle systems in compliance with 
data protection rules and policies. In general, it is expected that probe data collection systems will 
use suitable technical measures to minimize the collection of personal data and protect their use. 
However, if it is not possible to foresee in advance any possible threat, this report aims to provide 
clarifications on the best approach to ensure that probe vehicle systems are designed and deployed 
in accordance with data protection regulations. This standard is necessary because these systems 
collect and can reveal a great amount of sensitive personal information. This protection is particularly 
important because it is difficult to completely eliminate any possibility of probe data being linked to a 
specific individual or vehicle (International Standardization Organization, 2010).  

The main objective of ISO/TR 24100 is the promotion of safe deployment and sound expansion of 
probe vehicle information services. This standard addresses the following issues: 

άa) If the providers of probe vehicle information services are not consistent in their handling of the 
privacy aspect of personal data, it could give rise to confusion in the marketplace and generate public 
mistrust of the services themselves. The development of this International Standard will facilitate the 
development of standard procedures common to all probe vehicle information service providers. 

b) Increasing the transparency of probe vehicle information services will enable drivers to know better 
in advance how probe data are to be collected and used, which will help dispel their anxieties about 
the possible misuse of their personal data. 

c) Having an International Standard will allow more efficient research and development work on 
probe vehicle information systems and enhance the universality, commonality and interoperability of 
these services, thereby facilitating their smooth expansionέ (International Standardization 
Organization, 2010, Introduction). 

ISO 16461:2018 Intelligent Transport System ς Criteria for Privacy and Integrity protection in probe 
vehicle information (ISO 16461) 

ISO 16461 provides basic rules on probe vehicle information services. This is intended to be a tool for 
service providers to achieve compliance with their obligations and respect the privacy of their users. 
This document focuses on probe vehicle systems intended as systems collecting probe data from 
private vehicles for processing to produce useful information that can be provided to various end-
users. In the context of ISO standards, this document is a further specification of ISO 24100. In 
particular, it clarifies the rights and interests of probe data subjects and aims at ensuring the 
protection of their privacy. This standard acknowledges that probe vehicle systems are subject to 
data protection regulations and, therefore, it intends to suggest protective measures and policies for 
implementation in these devices. The objective of this standard is to create a general framework for 
protecting the integrity of personal data and privacy of information gathered by probe vehicle 
systems. For this purpose, it identifies possible solutions for the protection of anonymity and 
integrity of probe data (International Standardization Organization, 2018). 

With this aim in mind, ISO 16461 covers the: definition of security and privacy requirements for 
probe vehicle systems (PVS); specification of a common interface ensuring privacy and integrity in 
probe vehicle information acquisition; definition of a scheme for protecting probe vehicle systems in 
terms of integrity and privacy. In addition, the scope of this document also includes: the architecture 
of the PVS in support of appropriate protection of data integrity and anonymity in the PVS; security 
criteria and requirements for the PVS, specifically requirements for data integrity protection and 
privacy; requirements for correct and anonymous generation and handling of probe data 
(International Standardization Organization, 2018). 

ISO/TR 17427-7:2015 Intelligent Transport Systems ς Cooperative ITS ς Part 7: Privacy Aspects 
(ISO/TR 17427-7) 

ISO/TR 17427-7 is a document issued by ISO to increase awareness on possible privacy issues arising 
from the development, deployment and implementation of Cooperative Intelligent Transport System 



D5.3: Final Report of Security and Data Protection in Future 5G Vehicular Networks 

© 2018 - 2021 5G-DRIVE Consortium Parties  Page 41 of 156 

(C-ITS). From this point of view, this report does not provide specifications for solutions to these 
issues. In general, C-ITS consists of multiple ITS technologies which communicate and cooperate to 
gather and produce enhanced information than those they would create absent communication and 
ŎƻƻǇŜǊŀǘƛƻƴΦ ¢ƘŜǎŜ ǎȅǎǘŜƳǎ άŀƭƭƻǿ ǾŜƘƛŎƭŜǎ ǘƻ ΨǘŀƭƪΩ ǘƻ ŜŀŎƘ ƻǘƘŜǊ ώƻǊϐ ǘƻ ǘƘŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ώŀƴŘϐ ƘŀǾŜ 
significant potential to improve the transport networkέ (International Standardization Organization, 
2015b, Introduction). 

C-ITS are capable of presenting threats to privacy. In order to avoid these risks, it is necessary that C-
ITS are subjected to control and regulations to prevent any abuse. In this sense, the document 
describes C-ITS devices and highlights privacy issues related to them. Through this identification 
process, the standard then suggests solutions to control and mitigate them, as well as ways to limit 
liability due to privacy violations (International Standardization Organization, 2015b). 

2.2.6.5 Relevant ETSI standards 

The European Telecommunication Standards Institute (ETSI) is an organization dedicated to the 
development of standards for the telecommunication industry. In the context of ITS, this institution 
has produced several guidelines for standardization purposes (ETSI - Standards, Mission, Vision, 
Direct Member Participation, n.d.). 

ETSI TS 102 940 v1.3.1 (2018-04) Intelligent Transport Systems (ITS); Security; ITS communications 
security architecture and security management (ETSI 102 940) 

The ETSI 102 940 report provides identification of the functional entities necessary to support 
security in an ITS environment. To this end, the purpose and location of several security services are 
identified concerning the protection of transferred information and the management of the 
parameters necessary for security. The standard takes a holistic approach. It focuses on ITS 
architectures and possible security issues affecting them. Then the report highlights each of their 
threats that might jeopardize security, privacy and confidentiality. Using this approach, the standard 
guides several safety aspects in ITS, such as security requirements for ITS application groups, static 
local hazard warnings and advertised services. Lastly, it also provides a detailed overview of ITS 
communications security architecture (European Telecommunications Standards Institute, 2018). 

ETSI TS 102 941 v1.3.1 (2019-02) Intelligent Transport Systems (ITS); Security; Trust and Privacy 
Management (ETSI 102 941) 

This ETSI standard aims to provide specifications to manage efficiently trust and privacy issues in ITS. 
!ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ǊŜǇƻǊǘΣ 9¢{L млн фпм άidentifies the trust establishment and privacy management 
required to support security in an ITS environment and the relationships that exist between the 
entities themselves and the elements of the ITS architectureέ (European Telecommunications 
Standards Institute, 2019, para. 1). The standard recognizes that trust and privacy management 
require secure distribution and maintenance of trust relationships. This relationship can be achieved 
through specific security parameters that embed enrolment credentials which are provided by third-
party credentials of proof of identity or other attributes, such as pseudonym certificates (European 
Telecommunications Standards Institute, 2019, para. 4). 

ETSI 102 941 promotes four key attributes in relation to privacy: anonymity, pseudonymity, 
unlinkability, and unobservability. Among these four features, the standard highlights that the most 
suitable solutions to achieve appropriate privacy protection are pseudonymity and unlinkability of 
personal information.  According to the standard, the management of trust and privacy must cover 
the whole ITS lifecycle. This includes addressing trust and privacy in different stages: initial ITS 
configuration during manufacture; enrolment; authorization; operation and maintenance; end of life. 
The standard also highlights public key infrastructure that is essential to secure effective protection 
of trust and privacy in ITS (European Telecommunications Standards Institute, 2019).  
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2.2.7 Standards and recommendations - summary matrix 

Standards Key points 

IEEE 1609 Family of 
standards 

¶ Guidance on secure transmission of messages in Wireless Access in 
Vehicular Environments. 

¶ Standardize not only the architecture but the set of services and 
interfaces enabling wireless communications in vehicular 
environments. 

¶ Includes: IEEE 1609.0-2019, IEEE 1609.2-2016, IEEE P1609.2.1, IEEE 
1609.3-2020, IEEE 1509.4-2016, IEEE 1609.11-2010, IEEE 1609.12-2019 

ITU-T SG 17 
Recommendations 

¶ Promotion and production of standardization recommendations on 
communication technology. 

¶ Identifies security threats to connected vehicles and include security 
guidelines on effective prevention of attacks 

¶ Includes: X.1371, X.1372, X.1373, X.1374, X.1375, X.1376  

ISO/IEC 27000 (ISMS) 
family of standards 

¶ Establishes an information security management system within an 
organization. 

¶ Provides a framework for organizations to manage the security of their 
assets, information, or intellectual property. 

¶ Requires monitoring the risks to information security in an organization 
and examining possible threats and vulnerabilities. 

¶ Includes: ISO/IEC 27000:2018, ISO/IEC 27001:2013, ISO/IEC 
27002:2013, ISO/IEC 27005:2018, ISO/IEC 27701:2019 

ISO/IEC 29190:2015 
¶ Different steps necessary to access the capability of an organization in 

the context of privacy. 

ISO/TR 12859:2009 
Intelligent Transport 
System 

¶ Development of the architecture and design of all ITS standards, 
systems and their implementation. 

¶ A roadmap to developers of ITS devices on general data privacy and 
protection aspects. 

ISO 24100:2010 
¶ Promotion of safe deployment and expansion of probe vehicle 

information services. 

ISO 16461:2018 

¶ It is a further specification of ISO 24100. 

¶ Integrity of personal data and privacy of information gathered by 
probe vehicle systems. 

¶ Possible solutions for the protection of anonymity and integrity of 
probe data. 

ISO/TR 17427-7:2015 

¶ Awareness on possible privacy issues arising from the development, 
deployment and implementation of Cooperative Intelligent Transport 
System (C-ITS).  

¶ No specifications for solutions of these issues. 

ETSI TS 102 940 v1.3.1 
(2018-04) 

¶ Identification of the functional entities necessary to support security in 
an ITS environment using a holistic approach.  

¶ Purpose and location of several security services in relation to the 
protection of transferred information and the management of the 
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Standards Key points 

parameters necessary to security. 

ETSI TS 102 941 v1.3.1 
(2019-02) 

¶ Trust establishment and privacy management to support security in an 
ITS environment. 

Table 5: Standards and recommendations summary matrix 
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3 Requirement identification and potential solutions 

This section will identify key requirements and introduce a set of innovative mechanisms that could 
be of relevance when addressing the main issues identified in section 2 towards the development of 
the future 5G vehicular networks. The mechanisms will be organized in two broad types: technical 
and organizational based on the business area which is most likely to be involved when 
implementing them, however they are not exclusive categories given the necessary interaction 
between the two. 

3.1 Requirement identification 

This section will consider the diverse sources showcased in Sections 1 and 2 to synthetize the 
normative dispositions identified in the previous section and identify a set of high-level 
requirements5 for the three main areas of relevance to the 5G-DRIVE project: Connected vehicle 
Personal Data Protection compliance, V2X Security, and 5G privacy and security to be addressed by 
5G-5wL±9Ωǎ technical and organizational solutions (of special relevance in Section 3.2 and 3.3 below). 

3.1.1 Connected vehicle PDP compliance 

3.1.1.1  Enable Privacy Safeguards by Default 

The introduction of a requirement to enable safeguards by design and by default as a core principle 
of personal data protection is a defining characteristic of the GDPR and other recent data protection 
regulations and has been integrated into several of the examined normative sources and standards. 

!ǊǘƛŎƭŜ нр ƻŦ ǘƘŜ D5tw ǊŜǉǳƛǊŜǎ ǘƘŀǘ άThe controller shall implement appropriate technical and 
organizational measures for ensuring that, by default, only personal data which are necessary for 
each specific purpose of the processing are processed. That obligation applies to the amount of 
personal data collected, the extent of their processing, the period of their storage, and their 
accessibility. In particular, such measures shall ensure that by default personal data are not made 
accessible without thŜ ƛƴŘƛǾƛŘǳŀƭΩǎ ƛƴǘŜǊǾŜƴǘƛƻƴ ǘƻ ŀƴ ƛƴŘŜŦƛƴƛǘŜ ƴǳƳōŜǊ ƻŦ ƴŀǘǳǊŀƭ 
personsέ(Regulation (EU) 2016/679 on the Protection of Natural Persons with Regard to the 
Processing of Personal Data and on the Free Movement of Such Data, and Repealing Directive 
95/46/EC (General Data Protection Regulation), 2016). 

Lƴ ǘƘŜ ±н· ŎƻƴǘŜȄǘΣ ǘƘŜ 95t. Ƙŀǎ ƴƻǘŜŘ ǘƘŀǘ ŎƻƴǎƛŘŜǊƛƴƎ άthe volume and diversity of personal data 
ǇǊƻŘǳŎŜŘ ōȅ ŎƻƴƴŜŎǘŜŘ ǾŜƘƛŎƭŜǎΣ όΧύ Řŀǘŀ ŎƻƴǘǊƻƭƭŜǊǎ are required to ensure that technologies 
deployed in the context of connected vehicles are configured to respect the privacy of individuals by 
applying the obligations of data protection by design and by default as required by art. 25 GDPR. 
Technologies should be designed to minimize the collection of personal data, provide privacy-
protective default settings and ensure that data subjects are well informed and have the option to 
easily modify configurations associated with their personal data.έ (EDPB, 2020) 

3.1.1.2  Identification of data categories 

Most of the legal sources identified agree on the existence of diverse categories of data, which are 
subject to different levels of normative protection. Both in the Chinese and European contexts, 

                                                      

 

5
 Each requirement will be complemented with the relevant guidance from the European Data Protection Board, whenever 

possible. 
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sensitive or special categories of personal data are recognized and granted additional protection6, 
likewise, non-personal or anonymized data is not subject to protection and can be transferred as 
necessary. 

Lƴ ǘƘŜ ŎŀǎŜ ƻŦ ±н· ŜƴŀōƭŜŘ ǾŜƘƛŎƭŜǎΣ ǘƘŜ 95t. Ƙŀǎ ƴƻǘŜŘ ǘƘŀǘ άMost data associated with connected 
vehicles will be considered personal data to the extent that it is possible to link it to one or more 
ƛŘŜƴǘƛŦƛŀōƭŜ ƛƴŘƛǾƛŘǳŀƭǎΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ǘŜŎƘƴƛŎŀƭ Řŀǘŀ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ǾŜƘƛŎƭŜΩǎ ƳƻǾŜƳŜƴǘǎ όŜΦƎΦΣ ǎǇŜŜŘΣ 
ŘƛǎǘŀƴŎŜ ǘǊŀǾŜƭƭŜŘύ ŀǎ ǿŜƭƭ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ǾŜƘƛŎƭŜΩǎ ŎƻƴŘƛtion (e.g., engine coolant temperature, 
engine RPM, tire pressure). Certain data generated by connected vehicles may also warrant special 
attention given their sensitivity and/or potential impact on the rights and interests of data subjects. 
At present, the EDPB has identified three categories of personal data warranting special attention, by 
vehicle and equipment manufacturers, service providers and other data controllers: location data, 
biometric data (and any special category of data as defined in art. 9 GDPR) and data that could reveal 
offences or traffic violations7έ(EDPB, 2020, p. 12) 

In order to collect sensitive data (and particularly geolocation data), the EDPB has required 
ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƛƴŎƛǇƭŜǎΥ άConfiguration of the frequency and detail of the data 
collection, Accurate information to the data subject on the collected data, Valid consent mechanisms, 
Collection and processing of sensitive data only as required by user-requested functionalities (disabled 
by default); User-information of ongoing collection; Possibility to disallow collection at any time; 
Definition of a limited storage periodέ (EDPB, 2020, p. 12) 

3.1.1.3  Protection of traffic data 

¢ǊŀŦŦƛŎ Řŀǘŀ ƛǎ ŘŜŦƛƴŜŘ ōȅ ǘƘŜ ŜtǊƛǾŀŎȅ 5ƛǊŜŎǘƛǾŜ ŀǎ άany data processed for the purpose of the 
conveyance of a communication on an electronic communications network or for the billing in respect 
of that communication and includes data relating to the routing, duration or time of a 
communicationέ (European Parliament, 2002, Art. 2(b)). In the context of a 5G enabled IoV 
deployment or a 5G V2X deployment, traffic data and metadata constitute personal data which can 
be used to identify the data subjects and, in some circumstances (when intertwined with other data 
sources, for example), reveal special categories of personal data. 

The ePrivacy Directive explicitly limits the conditions in which traffic data may be processed, with the 
upcoming entry into force of the ePrivacy Regulation, it is highly likely that the protection granted to 
traffic data will be enhanced. For this reason, both connected vehicles and V2X entities alike should 
carefully prevent the disclosure of this information to non-authorized parties. 

3.1.1.4  Protection of location data 

In a similar manner as the preceding point, location data can easily contain or indicate special 
categories of personal data, and must, for this reason, be granted protection by V2X entities. On this 
ǇƻƛƴǘΣ ǘƘŜ 95t. ŀŘŘǎ ǘƘŀǘ άWhen collecting personal data, vehicle and equipment manufacturers, 
service providers and other data controllers should keep in mind that geolocation data are 

                                                      

 

6
 άDƛǾŜƴ ǘƘŜ ǎŎŀƭŜ ŀƴŘ ǎŜƴǎƛǘƛǾƛǘȅ ƻŦ ǘƘŜ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǘƘŀǘ Ŏan be generated via connected vehicles; it is likely that 

processing ς particularly in situations where personal data are processed outside of the vehicle - will often result in a high 
risk to the rights and freedoms of individuals. Where this is the case, industry participants will be required to perform a data 
protection impact assessment (DPIA) to identify and mitigate the risks as detailed in the art. 35 and 36 GDPR. Even in the 
cases where a DPIA is not required, it is a best practice to conduct one as early as possible in the design process. This will 
allow industry participants to factor the results of this analysis into their design choices prior to the roll-out of new 
ǘŜŎƘƴƻƭƻƎƛŜǎέ ό95t.Σ нлнлΣ ǇΦ мтύΦ 

7
 This type of data has been deemed particularly sensitive by the EDPB, and for this reason the Guidelines recommend their 

local processing of data, prohibiting external processing of data revealing criminal offenses or other infractions. (EDPB, 
2020, p. 13) 
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particularly revealing of the life habits of data subjects. The journeys carried out are very 
ŎƘŀǊŀŎǘŜǊƛǎǘƛŎ ƛƴ ǘƘŀǘ ǘƘŜȅ ŜƴŀōƭŜ ƻƴŜ ǘƻ ƛƴŦŜǊ ǘƘŜ ǇƭŀŎŜ ƻŦ ǿƻǊƪ ŀƴŘ ƻŦ ǊŜǎƛŘŜƴŎŜΣ ŀǎ ǿŜƭƭ ŀǎ ŀ ŘǊƛǾŜǊΩǎ 
centers of interest (leisure), and may possibly reveal sensitive information such as religion through the 
place of worship, or sexual orientation through the places visited. Accordingly, the vehicle and 
equipment manufacturer, service provider and other data controller shall be particularly vigilant not 
to collect location data except if doing so is absolutely necessary for the purpose of processingΦέ 
(EDPB, 2020, p. 12) 

3.1.1.5  Data management / Data subject right compliance 

Both the GDPR, the Chinese standard GB/T 35273τ2017 and standards like ISO 27701 recognize 
several rights to data subjects, including rights of access, rectification, opposition, and deletion of 
personal data. This requirement aims to fulfil these, with the consideration of some additional 
particularities: 

a) The data subjects are to be informed as soon as possible after a breach to their personal data 
has taken place. 

b) The system upon which rights of access are exercised must be available as soon as possible 
after facing a data breach to ensure that the data subject remains in control of their personal 
data. 

c) All necessary measures should be incorporated to ensure that if the data subject requests 
the deletion of its data, any controllers or processors who possess copies of the information 
must be informed and asked to comply with the request. 

¢Ƙƛǎ Ǉƻƛƴǘ ƛǎ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ 95t.Σ ǿƘƛŎƘ ƳŜƴǘƛƻƴǎ ǘƘŀǘΥ άVehicle and equipment manufacturers, 
ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎ ŀƴŘ ƻǘƘŜǊ Řŀǘŀ ŎƻƴǘǊƻƭƭŜǊǎ ǎƘƻǳƭŘ ŦŀŎƛƭƛǘŀǘŜ Řŀǘŀ ǎǳōƧŜŎǘǎΩ ŎƻƴǘǊƻƭ ƻǾŜǊ ǘƘŜƛǊ Řŀǘŀ 
during the entire processing period, through the implementation of specific tools providing an 
effective way to exercise their rights, in particular their right of access, rectification, erasure, their 
right to restrict the processing and, depending on the legal basis of the processing, their right to data 
portability and their right to objectέ (EDPB, 2020, p. 19).   

¢ƘŜ 95t. ƴƻǘŜǎ ŀǎ ǿŜƭƭ ǘƘŀǘ άPrior to the processing of personal data, the data subject shall be 
informed of the identity of the data controller (e.g., the vehicle and equipment manufacturer or 
service provider), the purpose of processing, the data recipients, the period for which data will be 
ǎǘƻǊŜŘΣ ŀƴŘ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘΩǎ ǊƛƎƘǘǎ ǳƴŘŜǊ ǘƘŜ D5twέ (EDPB, 2020, p. 17). While these elements are 
implementable in the context of connected vehicles (particularly those containing an infotainment 
system where the information can be displayed), they are quite challenging to implement in the 
context of a distributed deployment of V2X entities, as the data subject will not be easily informed 
about the complete range of entities, devices, organizations and service providers that have 
effectively obtained or processed his/her personal data. 

Finally, the EDPB has recommended the implementation of an in-vehicle profile management system 
capable of facilitating settings modifƛŎŀǘƛƻƴǎ άin order to store the preferences of known drivers and 
help them to change easily their privacy settings anytime. The profile management system in a 
vehicle should centralize every data settings for each data processing, especially to facilitate the 
access, deletion and removal of personal data from vehicle systems at the request of the data 
subjectέ (EDPB, 2020, p. 17). 

3.1.1.6  Data Retention Compliance 

The examined standards and legislation (both in the Chinese and European contexts) recognize the 
need to establish rational data retention periods for the storage of personal data. Furthermore, they 
all recognize that upon its expiration, data should be erased or de-identified. Unnecessary personal 
data should be erased by the system without undue delays. All entities, service providers and data 
controllers related to future V2X deployments should utilize reasonable or non-extensive data 
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retention periods and integrate necessary technical measures to ensure thatunnecessary personal 
data are neither requested nor registered (principles of storage limitation and data minimization). 
Furthermore, technical methods should be implemented to ensure that data is effectively deleted, 
and the process followed should be transparent towards end-users. 

On this point, the EDPB ǊŜŎƻƳƳŜƴŘǎ ǘƘŀǘ άDrivers should be enabled to stop the collection of certain 
types of data, temporarily or permanently, at any moment, except if a specific legislation provides 
otherwise or if the data are essential to the critical functions of the vehicle. The sale of a connected 
vehicle and the ensuing change of ownership should also trigger the deletion of any personal data, 
which is no longer needed for the previous specified purposesέ (EDPB, 2020, p. 19). 

3.1.1.7  Anonymization and Pseudonymization 

As previously specified, the dispositions of the Personal Data Protection regulations and standards 
examined do not apply to anonymized data as long as the controller is able to demonstrate that they 
are not able to identify the data subjects (non-identifiability)8. To this ŜƴŘΣ ƛǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƘŀǘ άIf 
data must leave the vehicle, consideration should be given to anonymize them before being 
transmitted. The EDPB recalls that the principles of data protection do not apply to anonymous 
information, namely information which does not relate to an identified or identifiable natural person 
or to personal data rendered anonymous in such a manner that the data subject is not or no longer 
identifiable. Once a dataset is truly anonymized and individuals are no longer identifiable, European 
data protection law no longer applies. As a consequence, anonymization, where relevant, may be a 
good strategy to keep the benefits and to mitigate the risks in relation to connected vehiclesέ (EDPB, 
2020, p. 16) 

²ƘŜƴŜǾŜǊ ŀƴƻƴȅƳƛȊŀǘƛƻƴ ƛǎ ƴƻǘ ǇƻǎǎƛōƭŜΣ άOther techniques such as pseudonymization9 can help 
minimize the risks generated by the data processing, taking into account that in most cases, directly 
ƛŘŜƴǘƛŦƛŀōƭŜ Řŀǘŀ ŀǊŜ ƴƻǘ ƴŜŎŜǎǎŀǊȅ ǘƻ ŀŎƘƛŜǾŜ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ όΧύ Pseudonymization, if 
reinforced by security safeguards, improves the protection of personal data by reducing the risks of 
misuse. Pseudonymization is reversible, unlike anonymization, and is considered as personal data 

subject to the GDPRέ (EDPB, 2020, pp. 16ς17). 

There are many implications to be considered when applying these two requirements in the context 
of connected vehicles, the 5GAA has particularly clarified that both Conditional Anonymity (individual 
vehicles should be anonymous within a set of potential participants) and Unlinkability (no entity 
should be able to link the different pseudonyms of a specific vehicle with each other) are key 
technical means to be considered when implementing privacy by design in V2X (5GAA, 2020, p. 10). 
As such, beyond their application in technical solutions detailed in Section 3.4, a potential 
certification scheme extension should take these elements into account (Section 3.5). 

3.1.1.8  Records of processing activities and disclosures 

In order to ensure compliance with the security requirement of non-refutability and accountability, 
and to guarantee compliance with the relevant data protection dispositions, the EDPB recommends 
ǘƘŜ ƎŜƴŜǊŀǘƛƻƴ ŀƴŘ ƳŀƛƴǘŜƴŀƴŎŜ ƻŦ ƘƛǎǘƻǊȅ ƭƻƎǎ ƻŦ άŀƴȅ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǾŜƘƛŎƭŜΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳΣ 
e.g. going back six months as a maximum period, in order to enable the origin of any potential attack 
to be understood and periodically carry out a review of the logged information to detect possible 

ŀƴƻƳŀƭƛŜǎΦέ (EDPB, 2020, pp. 19ς20). These logs should be protected by strong security 

                                                      

 

8
 De-identification is a άDŜƴŜǊŀƭ ǘŜǊƳ ŦƻǊ ŀny process of removing the association between a set of identifying data and the 
Řŀǘŀ ǎǳōƧŜŎǘέ(International Organization for Standardization, 2008, p. 3). 

9
 Pseudonymisation consists of replacing directly identifying personal data by a non-signifying pseudonym. This can be done 

by, for example, using a secret-key hash algorithm. (EDPB, 2020, pp. 16ς17). 
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mechanisms (such as encryption, physical safeguards and redundancies) and, in the context of the 
future 5G vehicular networks envisioned by this project, should be generated not only by vehicles, 
but also by other stakeholders in the V2X chain of custody of personal information. 

3.1.1.9 Data breach information 

Based on the principles of transparency and accountability of the GDPR and most other data 
protection regulations, the V2X entities, organizations and service providers should keep track and 
inform data controllers of breaches to personal data leading to the accidental or unlawful 
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, 
stored or otherwise processed, thus enabling data controllers to take breach mitigation measures, 
and if required by law, inform the competent Data Protection Authorities and concerned data 
subjects of the situation. 

3.1.1.10 Encryption of personal data by default 

All personal data should be encrypted whenever it is stored or transferred. A strong encryption 
mechanism10 should be selected to fulfil this requirement, including the adoption of state-of-the-art 
encryption algorithms and encryption key management, renewal and protection (at a per-vehicle 
basis); device authentication, integrity verification (e.g., by hashing) and usage of reliable user 
authentication techniques. 

3.1.1.11 Update and review of privacy measures 

According to this requirement, stakeholders involved in future 5G enabled vehicular networks should 
introduce technical and organizational measures guaranteeing that all V2X entities update and 
review their privacy measures, policies and mechanisms to ensure their effectiveness. This 
requirement is closely associated with the need to generate records of processing activities, data 
breaches and other events to enable their audit and cross-verification. 

3.1.1.12 Security of processing (prevention of unauthorized access, alteration, disclosure and 
destruction of personal data) 

In the context of 5G-DRIVE, Deliverable 4.3 identified the following list of security requirements for 
V2X communications: Authenticity, Integrity, Availability, Confidentiality, Access Control, and Privacy. 
These items will be further detailed in the following subsection. When addressing these topics, 
however, it is necessary to remember that security and personal data protection are intrinsically 
connected and while they have different specific objectives, their coordination is fundamental for the 
achievement of a reduced level of risk for both the organizations and the data subjects. 

In the context of connected vehicles, the EDPB has provided some security recommendations that 
should be adopted by vehicle manufacturers. The EDPB recommends implementing technical 
measures that enable vehicle manufacturers to rapidly patch security vulnerabilities during the entire 
ƭƛŦŜǎǇŀƴ ƻŦ ǘƘŜ ǾŜƘƛŎƭŜΤ ŀǎ ǿŜƭƭ ŀǎ άǇŀǊǘƛǘƛƻƴƛƴƎ ǘƘŜ ǾŜƘƛŎƭŜΩǎ Ǿƛǘŀƭ ŦǳƴŎǘƛƻƴǎ ŦǊƻƳ ǘƘƻǎŜ ŀƭǿŀȅǎ ǊŜƭȅƛƴƎ 
ƻƴ ǘŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴ ŎŀǇŀŎƛǘƛŜǎ όŜΦƎΦΣ άƛƴŦƻǘŀƛƴƳŜƴǘέύΤ  ŦƻǊ ǘƘŜ ǾŜƘƛŎƭŜΩǎ Ǿƛǘŀƭ ŦǳƴŎǘƛƻƴǎΣ ƎƛǾŜ ǇǊƛƻǊƛǘȅ 
as much as possible to using secure frequencies that are specifically dedicated to transportation; and 
ǎŜǘǘƛƴƎ ǳǇ ŀƴ ŀƭŀǊƳ ǎȅǎǘŜƳ ƛƴ ŎŀǎŜ ƻŦ ŀǘǘŀŎƪ ƻƴ ǘƘŜ ǾŜƘƛŎƭŜΩǎ ǎȅǎǘŜƳǎΣ ǿƛǘƘ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ƻŦ ƻǇŜǊŀǘƛƴƎ 

in downgraded modeέ (EDPB, 2020, pp. 19ς20). 

In addition to this, the 5GAA has particularly noted that Minimum disclosure (the minimization of 
information disclosed to a user to that which is required for the normal operation of a system); 
                                                      

 

10
 Cryptographic protocols: TLS, IPsec, Kerberos, PPP with ECP, ZRTP, etc. 
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access control (as part of conditional anonymity mentioned before, understood in the sense that 
ǿƘŜƴŜǾŜǊ ŀ ǾŜƘƛŎƭŜ ŘŜǾƛŀǘŜǎ ŦǊƻƳ ǎȅǎǘŜƳ ǇƻƭƛŎƛŜǎ ƛǘΩǎ ŀŎŎŜǎǎ ǊƛƎƘǘǎ ŀƴŘ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ǎƘƻǳƭŘ ōŜ 
retrievable and/or revocable); and forward and backward privacy (the revocation or vulnerating of a 
credential should not affect the unlinkability and privacy of other messages signed by the same 
sender)  are fundamental privacy requirements for a V2X communications system (5GAA, 2020, p. 
10). 

3.1.2 V2X Security 

V2X communications should be protected against security attacks to ensure trust in received data in 
terms of data integrity and sender authenticity. In addition, given the high mobility of moving 
vehicles and intermittent connectivity, the wireless channel is vulnerable to radio jamming attacks 
and consequently, it is not considered reliable. In the following, we briefly outline the different 
security threats of V2X communications. ETSI has highlighted in its report on threat, vulnerability and 
risk analysis (ETSI, 2017) that the most critical attacks are the denial of transmission and reception of 
data, modification and deletion of transmitted information, masquerade of a station, and acquisition 
of personal information. Moreover, data integrity, sender authentication and authorization, replay 
protection, and availability are mandatory security features that should be guaranteed in all V2X use 
cases. 

3.1.2.1  Identification, Authenticity, and Integrity (IAI) 

Basic safety messages (BSMs) or other messages that vehicle exchange are related to information 
about vehicle speeds, directions, etc.  BSMs are regularly broadcast, usually at a rate of 10 Hz. If a 
vehicle transmits false information, other vehicles receiving it may trigger actions, which may 
generate accidents and casualties. Since these messages are transmitted over the air and received by 
many, source and message authenticity mechanisms need to be enforced. Hence, there is the need 
to ensure identification, the authenticity of the vehicles and integrity of the transmitted messages 
(Marojevic, 2018). By identification and authenticity, we express the ability to enable authorized 
access to services or information and authorized provisioning of services. The integrity of messages 
means the information is accurate and can be trusted. The integrity can be ensured by creating a 
digital signature over the message payload and packet routing information (Alnasser et al., 2019). 

3.1.2.2  Availability (A) 

The availability of vehicular applications and services should not be prevented by malicious activities. 
Therefore, increasing the capacity of V2X wireless communications to overcome the physically 
limited and shared resources is crucial. Indeed, if the wireless channel is congested, the availability of 
needed information is drastically reduced (Marojevic, 2018).  

3.1.2.3  Confidentiality and Privacy (C&P) 

The confidentiality ensures that the intended receiver only knows the transmitted information. To 
this end, it is usually assumed that the message is encrypted with the public key of the transmitter, 
where it only can be decrypted by the private key of the intended receiver (Alnasser et al., 2019). 

On the other hand, different attributes of the vehicle, such as position, actions, and trajectory, need 
to be confidential to mitigate tracking and traceability of the vehicle.  

3.1.2.4  Non-Repudiation and Accountability (NR&A) 

Non-repudiation aims to identify the identity of the node which has performed a specific action. It 
ensures the message transmission between entities via digital signatures and/or encryption (Alnasser 
et al., 2019). For instance, connected vehicles rely mostly on GPS or other global navigation satellite 
system (GNSS) as the synchronization source but can use RSUs, base stations, or other vehicles.  If no 
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external source exists, frequency and timing drifts will occur that add up over time. This situation can 
result in system malfunctioning and harmful interferences. Urgent actions should be taken to 
recognize the vehicle causing this high level of interferences.  

The table below outlines the different security threats and their impacts on the key security 
requirements of V2X communications. 

 Fake 
nConfide 

nodes 

False 
information 

Fake 
certificates 

RF 
congestion 

Jamming RF 
replay 

Malfunctioning 
vehicles 

IAI X x x     

A   x X x   

C&P X     x  

NP&A       X 

Table 6: C-V2X Security threats and their impact on the key security requirements 

3.2 5G-DRIVE High-Level Data Protection Assessment 

Based on the identified requirements, the following section will introduce a high-level assessment of 
the actions undertaken in the 5G-DRIVE project, focusing particularly on compliance with personal 
data protection requirements. This assessment examines both eMBB and V2X trials with the main 
goal of showcasing the overall project compliance with data minimization and privacy by design 
requirements. 

The goal of this exercise is to identify any potential issues of relevance for the project which should 
be considered by any of the project partners in case the eventual exploitation of the project results is 
sought. Furthermore, it serves to inform the technical and organizational solutions proposed in 
Sections 3.4 and 3.5. The presented information aggregates the results of continuous due-diligence 
actions undertaken throughout the project by all project partners as mentioned in other project 
deliverables. 

 

Required information: Overall Assessment Topic relevance for trials 

5GIC Espoo JRC Orange 

1)     Context: Assessment performed as a result of continuous 
compliance actions undertaken for the 5G-DRIVE H2020 
project. 

    

a.      tǊƻƧŜŎǘΩǎ 
objectives 

The 5G-DRIVE project is part of the H2020 ICT-22-2018 Call 
όά9¦ /Ƙƛƴŀ рD /ƻƭƭŀōƻǊŀǘƛƻƴέύΦ ¢Ƙƛǎ Ŏŀƭƭ ŀƛƳǎ ŀǘ ǇŜǊŦƻǊƳƛƴƎ 
a close collaboration between the EU and China to 
synchronise 5G technologies and spectrum issues before 
the final roll-out of 5G. The main scope is to conduct 5G 
trials addressing two specific scenarios: 

¶ Enhanced Mobile Broadband (eMBB) on the 3.5 GHz 
band, which is a priority band in the two regions for 
early introduction of very high data rate services 

¶ Internet of Vehicles (IoV) based on LTE-V2X using the 
5.9 GHz band for Vehicle-to-Vehicle (V2V) and Vehicle-
to-Infrastructure (V2I) services, as well as the 3.5 GHz 
band for Vehicle-to-Network (V2N) communications 
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Required information: Overall Assessment Topic relevance for trials 

b.      Types of 
processing 
involved 

¶ Non-personal data processing: Research data & test 
data generated by trials. 

¶ Personal data processing: No personal data from 
public sources11 (see below); all undertaken tests 
carried out using non-personal data and/or research 
datasets. 

(the eMBB trial at Surrey12 carried out three Augmented 
Reality demonstration events that could be classified as 
the processing of personal data. These activities were not 
publicly available and involved only a limited number of 
participants from the research teams) 

 
 

 

 
 

 

 
 

 

 
 

 

2)     Nature of the 
processing: 

Non-personal data (See D3.3 and 4.4):  N/A N/A N/A N/A 

a.      Collection No personal data from public sources was collected by any 
of the trials 
(Vedia C-V2X pilot13 identified potential for collection or 
aggregation of data, however no such action was carried 
out in the trial and further practical testing with 
commercial vehicles would be required to prevent 
unauthorized collection in eventual exploitation of the 
solution.) 

  
  

b.      Use: No personal data from public sources was used by any of 
the trials 
(AR Demo used some personal data from the research 
team. Use was limited to call duration) 

 
   

c.      Storage No personal data from public sources was stored by any of 
the trials 
 

    

d.      Deletion of 
data 

N/A: No personal datasets were maintained by any of the 
trials. 
(AR Demo call data was not stored) 

N/A N/A N/A N/A 

e.      Source of 
data 

No personal data was obtained from public sources 
(AR Demo data: research team members) 

 
   

f.       Use of 
processors 

No personal data processors were used by any of the trials 
    

3)     Scope of the 
processing: 

1. eMBB: Test and validate the use of eMBB in the 3.5 
GHz band through the use of typical mobile broadband 
services as well as Virtual and Augmented Reality (VR, 
AR). 

 
 
 

 
 

 

 
 

 

 
 

 

                                                      

 

11
 9ŘƛǘƻǊΩǎ ƴƻǘŜΥ ¢ƘŜ ǎǘŀǘŜƳŜƴǘǎ άƴƻ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŦǊƻƳ ǇǳōƭƛŎ ǎƻǳǊŎŜǎέ ŀƴŘ άƴƻ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǎƻǳǊŎŜŘ ŦǊƻƳ ǘƘŜ ǇǳōƭƛŎέ ŀǊŜ 

used to convey that effectively no personal data was effectively collected, processed, or stored by any of the 5G-Drive 
project trials, as noted in the assessment, minor processing activities involving personal data did take place throughout the 
project, notably for the three AR demo calls. As showcased in the table, these exceptions did not involve personal data from 
data subjects not-related to the 5G-Drive project (as data subjects were project researchers and the project coordinator).  

12
 See D3.3 Section 2.1.1 

13
 See D4.4 Section 4.1.3.1. 
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Required information: Overall Assessment Topic relevance for trials 

2. V2X: Optimisation of the band usage in multiple 
scenarios with different coverages & validation of the 
geographic interoperability of the 3.5 and 5.9 GHz 
bands for these use cases. 

 
 

 

 

 

 

 

 

 

 

a.      Nature of 
the data 

Non-personal data 
(AR Demo calls briefly used the image and voice of demo 
participants, obtained through a Microsoft Kinect 3d 
camera) 

 
   

b.      Use of 
special 
categories of 
personal data 

No special categories of personal data were used by any of 
the trials     

c.      Amount of 
personal data 
processed 

No personal data from non-researcher data subjects were 
processed by any of the trials. 
(A small amount of personal data processing was involved 
as part of the AR demos) 

 
   

d.      Frequency 
of data 
processing 

Not Applicable, no personal data was used by any of the 
trials 
(AR Demo: data processing was not repetitive) 

N/A N/A N/A N/A 

e.      Retention 
period 

Not Applicable, no personal data was used by any of the 
trials 
(no data was stored in the AR Demos) 

N/A N/A N/A N/A 

f.       Number of 
affected 
individuals 

None 
(AR Demo: two researchers and project coordinator) 

 
   

g.      Covered 
geographical 
area 

Relevant jurisdictions: 
 

Personal Data usage: Geographic area of test does not 
reflect geographic-based personal data collection or 
processing activities 

 

U.K. 
 
 

 

Finland 
 
 

 

Italy 
 
 

 

Poland 
 
 

 

4)     Context of the 
processing: 

5G-Drive H2020 Project N/A N/A N/A N/A 

a.      Relationship 
with the 
individuals 

Not Applicable, no personal data from public sources was 
used by any of the trials 

N/A N/A N/A N/A 

b.      Data subject 
control over 
data 

Not Applicable, no personal data from public sources was 
used by any of the trials 

N/A N/A N/A N/A 

c.      Inclusion of 
data from 
children or 
vulnerable 
groups 

Not Applicable, no personal data from public sources was 
used by any of the trials 

N/A N/A N/A N/A 

d.      Existence of 
prior concerns 
over this type of 
personal data 
processing or 

Not Applicable, no personal data from public sources was 
used by any of the trials. 

N/A N/A N/A N/A 
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Required information: Overall Assessment Topic relevance for trials 

security flaws 

e.      Novel 
personal data 
processing 
activities 

While the research performed as part of 5G-DRIVE involves 
intrinsically novel processing activities, this item is not 
Applicable, as no personal data from public sources was 
used by any of the trials. 

N/A N/A N/A N/A 

5)     Purposes of the 
processing: 

No personal data processing activities were undertaken as 
part of the 5G-DRIVE project trials. 

    

a.      Goals 1. eMBB activities focused on the Performance 
measurement and analysis of radio access 
technologies, 5g network technologies and Ensuring 
the interoperability between Chinese and European 
eMBB technologies. 

2. V2X activities focused on the demonstration of 5G-
based IoV scenarios; ensuring the interoperability 
between Chinese and European IoV technologies; 
testing 5G network capabilities to deliver Ultra Reliable 
Low Latency Communication (URLLC) for self-driving 
scenarios; validating 5G KPIs in terms of bandwidth, 
latency and communication ranges in different 
scenarios and pilot sites; and Evaluating V2V and V2N 
communications resilience against cyber/RF attacks 
and interference under real-life conditions. 

N/A N/A N/A N/A 

b.      Intended 
effect on 
individuals 

None, no personal data from non-project related data 
subjects was used by any of the trials     

c.      Expected 
benefits of the 
personal data 
processing for 
data subjects 

None, no personal data from non-project related data 
subjects was used by any of the trials      

6)     Consultation 
process: 

Not applicable, no data subject information processed 
given research focus. 

N/A N/A N/A N/A 

a.      Consultation 
ƻŦ ƛƴŘƛǾƛŘǳŀƭΩǎ 
views14 

Consultation not required given lack of personal data 
processing.     

7)     Assessment of 
necessity and 
proportionality: 

Not necessary, no personal data sourced from the public 
was used by any of the trials  

N/A N/A N/A N/A 

a.      Lawful basis 
for processing 

No lawful basis necessary for processing non-personal data 
in a research project. 
(AR Demo: Lawful basis: Consent) 

 
N/A N/A N/A 

                                                      

 

14
 Article 35(9) of the GDPR and relevant EDPB guidelines recommend the performance of consultation processes whenever 

carrying out high-risk personal data processing activities in order to obtain the views of affected data subjects. 
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Required information: Overall Assessment Topic relevance for trials 

b.      Data quality 
and data 
minimization 
measures 

Despite overall lack of personal data processing activities, 
data quality and data minimization measures were 
introduced by all trials to prevent capturing or use of 
personal data. 

    

c.      Data subject 
information 

Not applicable, no personal data sourced from the public 
was used by any of the trials. 
 

N/A N/A N/A N/A 

d.      Data subject 
right support  

Not applicable, no personal data sourced from the public 
was used by any of the trials 

N/A N/A N/A N/A 

e.      Use of 
processors 

Not necessary due to lack of personal data processing by 
trials and lack of personal data processors     

f.       International 
data transfers 

While none of the project trials performs any personal 
data processing activities as part of their core activities, 
the eMBB trial at Surrey carried out three AR-based 
demonstration events that could be classified as 
international transfers of personal data. 
Further details can be found below: 
During the joint kick-off meeting with China Mobile in 
November 2018, a first joint Augmented Reality (AR) demo 
was setup between China Mobile in Beijing, China and 
University of Surrey in Surrey, UK. During November and 
December 2019, the second joint AR demo was tested 
again between Surrey site and China Mobile site, several 
times. However, due to the updated network firewall 
security issues in China, the network performance (i.e., 
data rate and E2E latency) could not meet the 
requirements that were expected for this type of service. 
To overcome this practical situation, another joint AR 
demo was then set up between the Surrey trial site and 
Espoo trial site in December 2019.  

EU partners from the 5G DRIVE project and partners from 
the Chinese twin project participated in this demo at the 
Surrey site. Realtime video was captured through a Kinect 
sensor. The video was then transmitted through the 5G 
core network of Surrey trial network to the VTT trial site. 

  
  

Table 7: 5G-DRIVE high level data protection assessment 

3.3 Contextual overview of key issues 

The previous sections provided a detailed overview of the most relevant legislative and 
standardization frameworks which have been considered throughout the research performed in 5G-
DRIVE and which have inspired the range of possible solutions examined to tackle security and 
personal data protection risks. However, numerous issues still surround 5G connected vehicles: from 
(cyber)attacƪǎ ǘƘŀǘ ǘƘǊŜŀǘŜƴ ƴƻǘ ƻƴƭȅ ǘƘŜ ŘǊƛǾŜǊΩǎ όŀƴŘ ǘƘŜƛǊ ǇŀǎǎŜƴƎŜǊǎΩύ ǎŀŦŜǘȅ ōǳǘ ƻǘƘŜǊǎ ƻƴ ǘƘŜ 
road; to additional concerns related to the privacy and security of the drivers as data subjects. As 
previously noted, governments, institutions, and organizations (both regional and global), have 
analyzed the potential and innovation capacity of 5G vehicular networks towards a safer, cleaner, 
and more efficient digital transformation.  A common denominator in their state-of-the-art research 
points out the importance and relevance of focusing on issues such as cybersecurity, liability, or 
privacy to maximize their viability. 
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For instance, the European Commission, by recognizing the innovative capacity of 5G connectivity, 
not only develops policies, legislation, and standards at the European level but supports actions 
beyond (/ƻƴƴŜŎǘŜŘ ŀƴŘ !ǳǘƻƳŀǘŜŘ aƻōƛƭƛǘȅ μ {ƘŀǇƛƴƎ 9ǳǊƻǇŜΩǎ 5ƛƎƛǘŀƭ CǳǘǳǊŜ, 2021). Such actions 
include the designation of 5G cross-border corridors (5G Cross Border Corridors | Shaping EuroǇŜΩǎ 
Digital Future, 2021), the setup of 5G trials involving over 1000km of highway system (Connected and 
Automated Mobility: Three 5G Corridor Trial Projects to Be Launched at ICT 2018 Event | Shaping 
9ǳǊƻǇŜΩǎ 5ƛƎƛǘŀƭ CǳǘǳǊŜ, 2018), the harmonization of C-ITS activities across Europe (About: C-Roads, 
n.d.), or the launching of the GEAR 2030 High Level Group for ensuring coherent policies within the 
EU (European Commission, 2016). Additionally, as 5G network security is crucial for the European 
Digital Single Market, the European Commission also endorsed a toolbox (Cybersecurity of 5G 
Networks - 9¦ ¢ƻƻƭōƻȄ ƻŦ wƛǎƪ aƛǘƛƎŀǘƛƴƎ aŜŀǎǳǊŜǎ μ {ƘŀǇƛƴƎ 9ǳǊƻǇŜΩǎ 5ƛƎƛǘŀƭ Cuture, 2020) of 
mitigating measures for addressing security risks related to the rollout of 5G networks. This toolbox 
will enable the strengthening of security requirements while systematically assessing risk profiles and 
applying relevant restrictions (Commission Endorses EU Toolbox to Secure 5G Networks, 2020).  

ENISA, the European Union Agency for Cybersecurity, also took the initiative in guiding stakeholders 
in the domain of the connected vehicle by analyzing the number of cybersecurity threats faced by 
such systems. Previously, it has already investigated the issue of smart cars (European Union Agency 
for Cybersecurity, 2019) and automated driving (European Union Agency for Cybersecurity, 2021b), 
producing synthetic reports for enhancing user experience while maintaining safety. Following the 
issue regarding the application of UNECE Regulations and the sometimes-limited scope of ISO 
ǎǘŀƴŘŀǊŘǎΣ 9bL{! ŘŜǾŜƭƻǇŜŘ ŀ ǊŜǇƻǊǘ ǘƛǘƭŜŘ άRecommendations for the security of CAMέΣ ŀƛƳƛƴƎ ǘƻ 
identify gaps that existing standards fail to cover while providing solutions for cybersecurity-related 
challenges of connected and automated vehicles (European Union Agency for Cybersecurity, 2021a).  

The EDPB also published a Guideline on connected vehicles for facilitating the compliance of 
processing of personal data. Here, the Board pointed out how the application of IoT in vehicular 
networks is especially sensitive in its context as it affects not only road safety, but its intrusive nature 
put strains on the possibility of full anonymization. The Guideline stresses the importance of 
stakeholder awareness for implementing appropriate safeguards that prevent the misuse of data. 
Furthermore, the Guideline provides general recommendations for stakeholders for using and 
establishing vehicular networks in the context of personal data protection, distinguishing the 
categories of data and their purpose (European Data Protection Board, 2021).  

Many organizations view standardization activities as key to identifying threats and effectively 
tackling them beyond jurisdictions. To support their standardization activities, ETSI has designated an 
Intelligent Transport System committee (TC ITS) for addressing topics such as communication 
architecture, management, access layer protocols, etc. (ETSI, 2013a). Additionally, ISO is currently 
working on its next standard, ISO/SAE FDIS 21434, on cybersecurity-by-design approach for the initial 
phases of designing vehicles (International Standardization Organization, n.d.-b). Moreover, ISO/CD 
24089 is also in progress that aims to regulate software updates in vehicles (International 
Standardization Organization, n.d.-a).  

Apart from specific standards and related activities, these organizations often see added value in 
public discussions through conferences. For example, the IEEE recognizing their game-changing 
potential held their 8th conference on connected vehicles in 2019 and has been preparing for the 
next one to be held soon. The Conference promotes interaction between academia and the industry 
(IEEE, n.d.). IEEE has been also sharing a number of researches to further raise awareness in the 
topic, focusing on identifying the type of threats (IEEE Innovation at Work, 2020; IEEE Spectrum, 
2020). Since 2005, the Symposium on the Future Networked Cars of the ITU has been bringing 
together experts of the industry to discuss the future of connected vehicles and the future of 
automated driving while strengthening public trust. The ITU does so by influencing key stakeholders 
of the industry from the technological and business point of view (Automated Driving in Focus at 
2021 Symposium on the Future Networked Car, 2021; How Automated Driving Can Pave the Way for 
Safe Mobility, 2021; Setting the Standards for Autonomous Driving, 2021).  
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Other stakeholders have also analyzed the issues related to the use of 5G connected vehicles from 
the privacy perspective. In its latest report on connected vehicles, IBM stressed the role of 
cybersecurity as the users of smart cars become more aware of the risks related to their personal 
data. Addressing growing requirements from both legislative aƴŘ Řŀǘŀ ǎǳōƧŜŎǘǎΩ ǇŜǊǎǇŜŎǘƛǾŜ ǊŜǉǳƛǊŜǎ 
stakeholders of the connected car ecosystem (e.g., manufactures, suppliers, retailers, etc.) to adopt a 
privacy-by-design and privacy-by-default approach (IBM, 2019). The latest White Paper published by 
Booz Allen Hamilton on connected vehicles also provides a high-level overview of privacy issues. The 
²ƘƛǘŜ tŀǇŜǊ ƛŘŜƴǘƛŦƛŜŘ ǎƛȄ ƪŜȅ ǇǊƛǾŀŎȅ ǇǊƛƴŎƛǇƭŜǎ ǘƘŀǘ ŀǊŜ ŜǎǎŜƴǘƛŀƭ ŦƻǊ ǎŀŦŜƎǳŀǊŘƛƴƎ Řŀǘŀ ǎǳōƧŜŎǘǎΩ 
rights, including (1) transparency; (2) choice; (3) respect for context; (4) data minimization, de-
identification, and retention; (5) data security, integrity, and access; and (6) accountability. This 
report is again aimed towards stakeholders for implementing privacy protection measures (Booz 
Allen Hamilton, 2019). Privacy International, a London-based charity organization for the protection 
of privacy, warns about potential flaws in the designing of IoT devices which increases the chance of 
attacks. They paint a less idealistic picture when stating άόΧύ ǿŜ ƴŜŜŘ ǘƻ ƳŀƪŜ ŎƭŜŀǊ ǘƘŀǘ рD ƳƛƎƘǘ 
not be able to fulfill the promise for more connectivityέ (Privacy International, 2019). 

Considering this complex context, some of the solutions identified in this deliverable (particularly 
those found in Section 3.4) will address the intrinsic difficulties found in meeting the connectivity and 
efficiency goals of V2X and 5G technologies while complying with privacy by design principles, 
minimizing the disclosure of data and ensuring unlinkability and trust through advanced 
pseudonymization mechanisms. This being said, given the wide range of identified issues, 
requirements, and relevant frameworks involved, any such technical solutions should be 
complimented with solutions that may address end-user trust-generation and compliance validation 
from an organizational perspective. 

One such issue of particular relevance to 5G-DRIVE relates to the identified divide between the 
requirements found in European and Chinese legislative frameworks, as well as the standards, 
recommendations and reports produced by institutions and organizations within and beyond the EU, 
it is clear that there is a strong focus on the identification, regulation and elimination of 
(cyber)threats. One of the main concerns is related to privacy and the protection of personal data but 
there is yet to be an efficient and harmonized solution on not only how to implement best practices 
but how to identify them. Regulations or standards focus on segments of the issue and there is no 
one-stop-shop policy framework surrounding these that is fully applicable. As such, in the context of 
5G-DRIVE, there is an apparent gap between the European and Chinese approaches towards 
personal data protection and privacy that cannot be simply solved through the application of either 
Regulation or other standards. For example, at the moment, a car manufacturer based in China 
cannot prove that they can comply with every national jurisdiction and specific requirements (e.g., 
trans-border data flows, data localization requirements, etc.) without pursuing a costly legal process 
in every jurisdiction it seeks to enter. This poses a challenge to the application of innovative 
technologies in a global environment. 

A potential solution can be found in the form of voluntary certification mechanisms, which are 
increasingly relevant in both European and Chinese contexts (as showcased in Section 2.2) and which 
have increasingly focused on homogenizing previously unaddressed areas such as personal data 
protection.  

¢ƘŜ D5tw ƳŜƴǘƛƻƴǎ ǘƘŜ ǘŜǊƳ άŎŜǊǘƛŦƛŎŀǘƛƻƴέ ƻǾŜǊ тл ǘƛƳŜǎ όŀƭǘƘƻǳƎƘ ƛǘ ŘƻŜǎ ƴƻǘ ŘŜŦƛƴŜ ƛǘύΦ ¢ǊǳǎǘŀōƭŜ 
certification solutions bridge the legal divides within existing jurisdictions while some even take into 
account other solutions, such as domain-specific requirements or standards (e.g., ISO or ITU-T). 
Therefore, they are key to the massification of 5G connected vehicles of 5G-DRIVE. The GDPR 
introduces certification mechanisms under Article 42 and 43 as a solution for data controllers to 
demonstrate their compliance. The voluntary certification system of the GDPR allows national 
supervisory authorities or accredited certification bodies to issue certifications based on 
demonstrated compliance independently from other existing certifications. It is important to note, 
however, that a certification does not reduce the responsibility of a data controller or a data 
processor to comply with the GDPR (Publications Office of the European Union, 2019). It is the task of 
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the EDPB to define common criteria applicable across the EU that may lead to a definition of the 
European Data Protection Seal. Since the GDPR came into force, the EDPB published a Guideline for 
identifying certification criteria in accordance with Article 42 and 43 that was approved in 2019. The 
Guideline defines the role of Supervisory Authorities and Certification Bodies, as well as details the 
development and approval procedure for certification criteria, including the criteria for the European 
Data Protection Seal (European Data Protection Board, 2019).  

Finding a certification scheme that is able to assess the compliance of diverse data processing 
activities effectively can be challenging. In this sense, we can argue that there are two main types of 
GDPR certification schemes, but not without disadvantages. Universal certification schemes are cost-
efficient; especially if we consider their accessibility to small to medium-sized enterprises (SMEs), 
which is one of the main objectives stated in the GDPR (Publications Office of the European Union, 
2019). Nevertheless, the main disadvantage of these schemes is that they are inherently limited in 
nature and do not allow the assessment of specific risks related to technology, for example. On the 
other hand, specialized certification schemes are able to certify specific categories of data 
processing, but this advantage makes them near-inaccessible and expensive to most businesses. 
Neither of the certification scheme solutions mentioned above is applicable to the complexity of data 
processing in connected vehicles, especially in the context of the 5G-DRIVE project, where we aim for 
building a bridge between the European and Chinese frameworks. Cost is an important factor in both 
certification solutions, as a GDPR certificate is valid only for three years and must be renewed based 
ƻƴ ǘƘŜ Ŏƻƴǘƛƴǳƻǳǎ ŘŜƳƻƴǎǘǊŀǘƛƻƴ ƻŦ ŎƻƳǇƭƛŀƴŎŜΦ ¢ƘŜǊŜŦƻǊŜΣ ŎƻƴǎƛŘŜǊŀǘƛƻƴ Ƴǳǎǘ ōŜ ƎƛǾŜƴ ǘƻ άƘȅōǊƛŘέ 
certification mechanisms that combine the advantages of universal certification schemes and their 
comprehensive lists of criteria together with the complementary national-, domain- and technology-
specific criteria, making hybrid certifications the most effective in terms of not only compliance but 
cost considerations. 

Currently, the only GDPR certification under the review of EDPB to be endorsed as a European Data 
Protection Seal is Europrivacyϰ/®. The Europrivacy Certification Scheme complies with all the 
necessary criteria (e.g., in terms of applicability and scope) identified by the 5G-DRIVE project and 
may very well be implemented successfully across jurisdictional borders to ensure vehicle and service 
providers overcome the identified difficulties associated with diverging protection standards granted 
by national and regional legal frameworks. Section 3.5.1 will further detail the benefits of the 
Certification Scheme as a solution that integrates both the technical and organizational approaches 
due to its focus on certification of individual data processing activities. 

3.3.1 Contextual overview of Privacy and Security issues related to Network Slicing 

Network slicing is defined in the context of 5G as a key feature allowing a clear separation of the 
resources into virtual networks. A slice is a virtual network having specific characteristics complying 
with requirements given for a specific use case. For example, a slice used for the transmissions of 
videos requires a large bandwidth and weak reliability. On the other hand, a slice used for IoT 
communications may have different requirements such as smaller bandwidth, increased reliability, 
very low latency, and increased coverage. This means that every slice generated using 5G network 
slicing for each use-case may have different properties. 

The usage of 5G network slicing implies the installation and the deployment of new components 
inside the 5G infrastructure. As consequences, new risks concerning data protection appear. This 
section will highlight these risks. 

3.3.1.1  Securing the IP layer 

As the 5G telecommunication network is built with all the components connected to each other on 
an IP architecture, the components are exposing their interfaces on the IP layer, including the Web- 
interfaces. So, the attack surface is becoming bigger and the possibilities to hack one or several 
components are naturally increased. At the same time, the distributed nature of the network slicing 
and the dependencies on cloud elements are also increasing the attack surface for the hackers. This 
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issue can also happen at the third-party level. Indeed, the developers of a third party building a new 
service or application related to 5G can eventually access the data on the 5G network, including the 
slices containing personal data, if the telecommunication operators open their 5G network slicing 
system to a third party. 

On the network slicing infrastructure, all the communications should be secured at the network layer 
as the first step; this involves the utilization of IPv6 and IPsec between all the interfaces of the 
different elements of the 5G network slicing system. Furthermore, interactions between sensitive 
nodes (vehicle/data server for example) should utilize IP sec tunnel mode. A second point to consider 
is the systematic usage of secured version of communication protocols like HTTPS between the 
interfaces at the application layer. This implies that the transport layer is composed of protocols 
providing the encryption mechanisms like TLS for HTTPS (HTTP over TLS). Of course, the access to the 
interfaces should be managed in a way to strictly limit the interactions between the components of 
the 5G network slicing to the authorized ones. This can be achieved by setting up and controlling all 
the access rights on the different layers of the OSI model. For example, on the network layer, the 
utilization of white lists will reduce the risks to be hacked by unauthorized virtual machines or other 
connected devices. On the application layer, the services offered by the different providers should 
implement user management to manage the access rights (authentication and authorization). 

3.3.1.2  Data localization 

In a classical server/client approach, there are two parties: the service provider running the server 
offering the service and the client consuming the service; in this case, data processing is performed 
server-side with the legal responsibility of the service provider, accordingly to the law where the 
service provider is located. Network slicing may then introduce new players (the network slicing 
service provider) which may act as data processors, carrying out data processing activities at the 
network slice infrastructure level. This introduces further complexity to the issues surrounding 
jurisdiction definition. 

In this context, it is important to ensure regulatory compliance by identifying all the actors involved 
in a 5G network slicing deployment and determine for each of them where the data is stored and 
processed. In this manner, the legal problems about the jurisdiction can be anticipated and the 
possible cross-border data transfers can be also detected. 

3.3.1.3 Trustable cross-border transfers 

A consequence of the virtualization of the network through Software Defined Networking (SDN)or 
Network Function Virtualization (NFV) technologies is the augmentation of possible transborder data 
transfer. In fact, Internet has no border, and an unwanted transborder data transfer can happen if 
the network slicing service provider is located outside the country or the European Union. In this 
context, the laws to respect data protection can vary from a country to another one and, 
consequently, change the manner to store or process the data in a cloud environment. The same 
measures enounced in the previous item can be used to identify the probable transborder data 
transfer.  It is essential to determine each data controller and data processor for each type of data 
encountered in the network slicing deployment. 

3.3.1.4  Data ownership determination 

The complexity brought by the SDN/NFV technologies is illustrated by the different kinds of 
components in the 5G infrastructure architecture. These components can be hosted in different 
locations in the different contexts defined in the global 5G architecture: cloud, edge. For instance, 
some components used for V2X communications can be hosted in the MEC (Multi-access Edge 
Computing) and others in the cloud. In each case, the storage and the processing of the data are 
done in function of the services provided to the end-user (who can be a driver of a connected car). 
Technically speaking, there are different types of data controllers or owners: the end-users/drivers, 
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the mobile telecommunications operators, the network slicing/cloud services providers and the 
application providers. All the actors must comply to the regulations and laws applied in their country 
and as already mentioned earlier, some differences can be observed between countries with 
unwanted side effects on the data ownership. 

The issue concerning the data ownership can be solved by the basic measures already mentioned 
above: the identification of all the involved actors and the data generated and consumed by each of 
the actors. This allows the correct determination of the borders for each actor and how the data will 
be shared among the services provided by the actors. From this starting point, the responsibilities 
and the legal compliance legislation to be used can be clearly defined and applied inside the 5G 
network slicing. 

3.3.1.5  Infrastructure control 

An important shift in the 5G paradigm compared to older telecommunication technologies is the fact 
that the telecommunication operators are giving a part of their control to new network slicing service 
providers. This means that the telecommunication operators have fewer responsibilities as they are 
are delegated to the network slicing/cloud service providers. So, some network management 
operations are now made on the network slicing or cloud service providers who can be less 
experimented or serious than the traditional and experimented telecommunication operators and 
the level of security could be decreased, augmenting the risks for the data protection in the 5G 
infrastructure. Network slicing may then become shared environments where the responsibilities to 
ensure data protection are diluted among the different service providers and other eventual actors 
(e.g. a German car within a slice operated by a German network may roam to a different operator 
whenever crossing borders, which may bring it outside of those jurisdictions directly covered by the 
D5twΩǎ ǘŜǊǊƛǘƻǊƛŀƭ ǎŎƻǇŜ). As such, each additional actor could potentially be a weak point in the 
chain of data transmission in a network slice. 

The loss of control is the most problematic for the telecommunication operators, as the quality of 
service (QoS) or other points mentioned in a service-level agreement (SLA) can be disturbed by an 
actor (typically a communication service provider or a network slicing service provider) who does not 
strictly follow the expectations defined in the SLA. The first step to mitigate the risks is to ensure that 
all the actors involved in the 5G network slicing deployment are legally bound to a common SLA 
which should define well all the parameters to consider during the interactions between the different 
actors. In the same manner, all the actors should obtain the same technical and organizational 
measures in their premises and infrastructure to be able to correctly handle all the aspects linked to 
the data protection. This can be achieved by the certification of each actor using the dedicated 
standards or specifications like ISO 27001 (information security management system) or ISO 27017 
(cloud security). If all the actors are certified, a common technical and organizational basis will be 
present and will ensure that all the involved actors have sufficient knowledge to implement all the 
requirements and to solve all the issues associated with the data protection in the context of the 5G 
network slicing. 

3.3.1.6  Security level standardization 

As the actors working in the different parts of the 5G infrastructure are heterogeneous and have 
different business objectives at the end, the application of the security and privacy recommendations 
or good practices can be slightly different from an actor to another one. These differences could 
create weak points in the complete chain of data transmissions among the components of the 5G 
infrastructure. In this context, there are also possibilities that the different kinds of service providers, 
like network slicing, cloud, and communication service providers, are concurrent and the fiery 
competition between them could impeach a good collaboration to ensure good security in the 5G 
infrastructure. In this context, the different actors would probably not share their security and 
privacy management policies, making it harder to evaluate the real level of security of a 5G network 
slicing deployment. 
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The level of security depends mainly on two factors already enounced above: the localization of the 
actor (the telecommunication operator or the communication service provider) and the technical 
and organizational competences of the actor. Indeed, the localization of the actor implies by itself 
which laws or regulations the actor must follow. The level of competences of an actor can be 
determined through well-known certification and audit processes. This should ensure at the end a 
particularly good level of security among the different actors existing in the 5G network slicing 
deployment. 

3.3.1.7  Data confidentiality assurance 

The 5G network slicing is intended to create end-to-end (E2E) communications in the global mobile 
network. The data is transferred between several components and eventually, services that are 
managed by different actors implementing different regulations and good practices. If the chain of 
data exchange is not well done in accordance with the European standards in terms of data 
protection, the data confidentiality could be compromised, and data leakage will happen. To ensure 
the confidentiality of the data in transit between elements of the 5G network slicing infrastructure, 
data encryption should be mandatory in all the path used by the data. So, all the involved actors 
must comply to this rule for personal and sensitive data using the 5G network slicing services. 

 

3.4 Technical solutions 

3.4.1 Situation-centric and dynamic pseudonym changing strategy for SDN-based 5G 
Vehicular Networks  

Location privacy is an important issue for future 5G vehicular networks. Indeed, the public 
acceptance of this technology can strongly be affected if the location privacy of users is not well 
protected. The standardized approach to ensure location privacy in vehicular networks is the 
frequent changing of pseudonyms. However, several studies have been demonstrated that this 
approach could not provide the required protection, without using an effective pseudonym changing 
strategy. Therefore, a synchronization of the pseudonyms changing schemes between vehicles is 
crucial to ensure a high level of location privacy protection. In this context, many pseudonym 
changing strategies have been proposed (Abdelwahab Boualouache et al., 2017). However, most of 
the proposed strategies are static, rigid and not adapted to the context i.e., once the security 
parameters of strategy are configured, they could not dynamically be changed according to the 
current situation or context of the vehicles. 

To overcome this limit, we propose a new SDN-based pseudonym changing strategy. This strategy 
uses SDN controllers as the strategy coordinators and relies on them to change the security 
parameters of pseudonym changing strategy. This proposed strategy supports both infrastructure 
and infrastructure-less vehicular zones.   

3.4.1.1  Vehicular System model and Assumptions 

We consider vehicular networks in a heterogeneous environment that comprises vehicular zones 
equipped with the 5G infrastructure and infrastructure-less vehicular zones. We also assume that 
vehicles are periodically forming and updating vehicular clusters using a clustering algorithm. The 
clustering helps to reduce interfaces and overhead and to provide better support for density and 
mobility. In addition, as the cluster head (CH) will play the role of a local SDN controller, the used 
clustering algorithm should ensure the maximum stability of the cluster head, which will help to 
minimize the frequency of changing of the cluster head, and thereby the SDN controller.  
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Figure 1: Reference Architecture 

We also adopt a hierarchical architecture of multi SDN controllers similar to the one proposed in 
(Alioua et al., 2017).  As illustrated in Figure 1, there are three SDN control levels in this architecture. 
The first one is a local SDN controller of each cluster SDN.  As previously mentioned, we assume that 
each elected cluster head (CH) will play the role of an SDN controller within its cluster, and thereby 
the coordinator of the pseudonym changing strategy. This local SDN controller is called Vehicular-
SDN Controller (VSDNC), and its cluster is called then the Vehicular-SDN controller domain. The 
second level of the control plane is the RSUs. Each RSU (eNodeB) holds an SDN controller and has its 
own control domain, which is larger than the first level of the control. The RSU-SDN Controller 
(RSDNC) can control several vehicular clusters according to the communication range of the RSU. 
Therefore, each RSU has a regional knowledge about its domain. Finally, the third level is the global 
SDN controller that has a global knowledge about the vehicular network. Besides these three levels 
of the SDN control plane, all the rest of the vehicles belong to the forwarding plane. 

Each vehicle is equipped with two interfaces: 802.11p interface to communicate with other vehicles 
and a 5G interface to communicate with RSUs (eNodeBs). An SDN controller and an SDN agent are 
also running on each vehicle. While the SDN agent should be always activated, the SDN controller is 
initially deactivated, and it will only be activated when the vehicle turns to a cluster head and 
deactivated again if the vehicle turns to a cluster member (CM). The internal clocks of vehicles are 
synchronized using GPS signals, for instance. 

Each RSU (eNodeB) is also equipped with two interfaces. A wired X2 link to connect with the 
neighbouring RSUs and a 5G interface to communicate with the global SDN controller. Each RSU is 
running an SDN controller. The global SDN controller is hosted in a distant location. The 
communication link between the local SDN controller (VSDNC) and the vehicles is secured. The 
communication links between the SDN controllers of the three level of control are secured as well. 

Each vehicle periodically broadcasts a safety message every t millisecond, where each message 
includes the current location and the velocity of the vehicle, the timestamp, and the content that the 
vehicle is carrying. Before joining the vehicular network, each vehicle registers with the CA 
όŎŜǊǘƛŬŎŀǘƛƻƴ ŀǳǘƘƻǊƛǘȅύΦ 5ǳǊƛƴƎ ǊŜƎƛǎǘǊŀǘƛƻƴΣ ŜŀŎƘ ǾŜƘƛŎƭŜ ±ƛ ƛǎ ǇǊŜ-loaded with a set of m 
pseudonyms Ki,k where k ɴ ϑмΣΦΦΦΣ Ƴ ϒΣ ǘƘŀǘ ŀǊŜΣ ǇǳōƭƛŎ ƪŜȅǎ ŎŜǊǘƛŬŜŘ ōȅ ǘƘŜ /!Φ CƻǊ ŜŀŎƘ ǇǎŜǳŘƻƴȅƳ 
YƛΣƪ ƻŦ ŀ ǾŜƘƛŎƭŜ ±ƛ Σ ǘƘŜ /! ǇǊƻǾƛŘŜǎ ŀ ŎŜǊǘƛŬŎŀǘŜ /ŜǊǘƛΣƪ όYƛΣƪύΦ ¢ƘŜ ǎŀŦŜǘȅ ƳŜǎǎŀƎŜǎ ŀǊŜ ǇǊƻǇŜǊƭȅ 
ǎƛƎƴŜŘ ōȅ ǇǊƛǾŀǘŜ ƪŜȅYҍмƛΣƪ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻ the pseudonym Ki,k to ensure the authentication. A 
ŎŜǊǘƛŬŎŀǘŜ ƛǎ ŀǘǘŀŎƘŜŘ ǘƻ ŜŀŎƘ ƳŜǎǎŀƎŜ ǘƻ ŜƴŀōƭŜ ƻǘƘŜǊ ǾŜƘƛŎƭŜǎ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ǎŜƴŘŜǊΩǎ ŀǳǘƘŜƴǘƛŎƛǘȅΦ 
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Adversary model 

We are interested in studying the location privacy protection against an external global passive 
adversary. This adversary aims to track the target vehicle by eavesdropping on all communications of 
any vehicle within a region of interest. 

Description of the proposed strategy 

In this section, we describe the proposed SDN-based pseudonym changing strategy. This strategy has 
three steps: (i) the installation of the security parameters of the pseudonym changing strategy (PCS), 
(ii) the local SDN monitoring and the pseudonym changing process, and finally (iii) the dynamic 
changing of the PCS security parameters and the update of the SDN controllers. 

PCS security parameters installation 

 

 

Figure 2: PCS security parameters installation 

As shown the Figure 2, after the creation of vehicular clusters, the global SDN controller sends the 
security parameters of the Pseudonyms Changing Strategy (PCS) to RSDNCs. Each RSDNC will install 
these security parameters as soon it receives them. Then, it will send back an acknowledgement to 
the global SDN controller and forwards these security parameters to each controlled VSDNC. 
However, in the case of the infrastructure-less scenario, the VSDNC may be outside the range of the 
RSDNC. For this reason, we assume that a set of default PCS security parameters are already installed 
at the VSDNC. These parameters will be updated as soon as the VSDNC is in the range of a RSDNC. 
Each VSDNC will then install the PCS security parameters and send back an acknowledgement to 
RSDNC. Then, it sends necessary PCS security parameters to each cluster member and starts 
monitoring them. It is worth noting here that VSDNC can reach out an all the cluster members as it is 
the cluster head. 

The following security parameters are considered by the pseudonym changing strategy: 

¶ ¢ƘŜ ǘƘǊŜǎƘƻƭŘ ƻŦ ǇǊƛǾŀŎȅ όʰύΥ is the threshold under which the vehicle should change its 
pseudonym 
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¶ ¢ƘŜ ŦǊŜǉǳŜƴŎȅ ƻŦ ŎƘŀƴƎƛƴƎ ƻŦ ǇǎŜǳŘƻƴȅƳǎ όʲύΥ defines the number of pseudonyms that will 
be used each hour. 

¶ ¢ƘŜ ƴǳƳōŜǊ ƻŦ ǊŜǉǳƛǊŜŘ ǾŜƘƛŎƭŜǎ όʴύΥ defines the number of candidate vehicles required to 
initiate the pseudonym changing process.  

¶ ¢ƘŜ ǎǘǊŀǘŜƎȅ ǘƛƳŜƻǳǘ όʵύΥ defines the duration above which the pseudonym changing 
process should be initiated. 

3.4.1.2  Monitoring and pseudonym changing 

Each SDN-agent periodically sends an update to its local SDN controller (VSDNC). These updates 
generally include the mobility parameters (position, speed, and acceleration) of vehicles and their 
current privacy level. These updates are used by VSDNCs to select the vehicles that can participate in 
the next process of changing pseudonyms. A vehicle is selected to participate in the next round of 
pseudonyms changing operation if it only meets a specific context. The context is defined by the PCS 
security parameters that are forwarded by the global SDN controller. It mainly includes the threshold 
of privacy, the number of required vehicles, and the strategy timeout. 

 

Figure 3: Decision to initiate the PCS process 

As shown in Figure 3, a vehicle vi is added to the list (L) of vehicles that will participate in the next 
process of changing pseudonyms; only its privacy level is below the privacy threshold parameter όʰύ.  
If the number of vehicles included in L equals the number of required vehicles όʴύ, the pseudonyms 
changing process could be initiated. In addition, if the number of vehicles included in L is less than ʴ 
and the strategy timeout is expired, the VSDNC will fill the list L by the vehicles that they have the 
slowest privacy levels and initiate the pseudonyms changing process. The strategy timeout όʴύ should 
also be initialized after the initiation of PCS process. 

When the PCS process is initiated, VSDNC sends a command to all its cluster members to initiate a 
simultaneous change of their pseudonyms at a given time (t). The whole PCS process is controlled by 
the VSDNC. The new privacy levels of vehicles participating in PCS process will be calculated by the 
VSDNC after the end of the process.   

3.4.1.3  Security parameters update 

The SDN controllers at the three levels of the SDN control plane exchange information between them 
in order to ensure an efficient and well-synchronized pseudonym changing strategy. Each VSDNC 
reports information to its regional domain controller (VRSUC) in order to keep track of the vehicles 
changing their clusters. In addition, the VSDNCs report the new created clusters information and the 
efficiency of the applied pseudonym changing strategy to the global SDN controller via RSDNCs.  The 
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purpose of this exchange is to tune the PCS security parameters according to the archived 
performances. The PCS security parameters can be tuned as follows: 

¢ƘŜ ŦǊŜǉǳŜƴŎȅ ƻŦ ŎƘŀƴƎƛƴƎ ƻŦ ǇǎŜǳŘƻƴȅƳǎ όʲύΥ high frequency value has a positive impact on 
location privacy. However, a higher frequency of changing could have negative impacts on the 
applications performances and will increase the number of used pseudonyms, and thereby a huge 
storage space could be needed to store them. Subsequently, this frequency should be carefully tuned 
by the global SDN controller according to adversary power.  

¢ƘŜ ǘƘǊŜǎƘƻƭŘ ƻŦ ǇǊƛǾŀŎȅ όʰύΥ this parameter could also be tuned by the global SDN controller 
according to preferred levels of privacy protection that are provided by users. For example, this 
parameter could regularly be calculated based on the average of the preferred levels of privacy 
protection.  

The number of required vehiclŜǎ όʴύΥ a high number of vehicles change their pseudonym together 
has a positive impact on location privacy protection. However, as long as the decision to initiate a 
PCS process depends on obtaining a required number of vehicles, the PCS may not perform well if 
this parameter is not well tuned. Indeed, this parameter directly depends on the number of cluster 
members and which of them have a privacy level under the threshold of privacy. This parameter is 
thus indirectly depending on the vehicular density and there should of privacy parameter. The global 
SDN controller should thus be tuned this parameter according to the information received from 
VSDNCs. 

¢ƘŜ ǎǘǊŀǘŜƎȅ ǘƛƳŜƻǳǘ όʵύΥ this parameter is closely related to the ɹ  parameter. It helps to execute the 
pseudonyms changing strategy when the number of required vehicles is not achieved. This 
parameter should be tuned to prevent executing unnecessary PCS process.  

3.4.1.4  Performance evaluation 

We simulate our SDN-PCS scheme using Veins, an inter-vehicular communication simulation 
framework based on two well established simulators OMNet++ (C. Sommer et al. 2011) and SUMO 
(Eclipse SUMO - Simulation of Urban MObility, n.d.). Table 8 summarizes the parameters considered 
in our simulations. 

 

Table 8: Simulation Parameters 

We consider the case of a highway. We simulate a two-lane straight road section of 1.5 Km. We focus 
on the impact of the proposed strategy on a given cluster. The privacy level values of vehicles are 
ƛƴƛǘƛŀƭƛȊŜŘ ǳǎƛƴƎ ŀ ƴƻǊƳŀƭ ŘƛǎǘǊƛōǳǘƛƻƴ b όҡΣˋύ ǿƛǘƘ ŀ ƳŜŀƴ Ŝǉǳŀƭ ǘƻ ҡ Ґ у ŀƴŘ ǿƛǘƘ ŀ ǎǘŀƴŘŀǊŘ 
deviation Ŝǉǳŀƭǎ ǘƻ ˋ Ґ рκоΦ Lƴ ŀŘŘƛǘƛƻƴΣ ŀǎ ǎƘƻǿƴ ƛƴ ¢ŀōƭŜ 2, fixed values are used to initialize some 
of the security parameters such as ǘƘŜ ǇǊƛǾŀŎȅ ǘƘǊŜǎƘƻƭŘ όʰύΣ ǘƘŜ ŦǊŜǉǳŜƴŎȅ ƻŦ ǇǎŜǳŘƻƴȅƳ ŎƘŀƴƎƛƴƎ 
όʲύΦ IƻǿŜǾŜǊΣ ƻǘƘŜǊ ǎŜŎǳǊƛǘȅ ǇŀǊŀƳŜǘŜǊǎ ǎǳŎƘ ŀǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜǉǳƛǊŜŘ ǾŜƘƛŎƭŜǎ όʴύ ŀƴŘ ǘƘŜ ǎǘǊŀǘŜƎȅ 
ǘƛƳŜƻǳǘ όʵύ ŀǊŜ ƛƴƛǘƛŀƭƛȊŜŘ ǿƛǘƘ ŘŜŦŀǳƭǘ ǾŀƭǳŜǎ ŀƴŘ ǳǇŘŀǘŜŘ ǿƛǘƘƛƴ ǎƛƳǳƭŀǘƛƻƴǎΦ ²Ŝ ŎƻƳǇŀǊŜ our 
proposed strategy to a Static PCS: a typical PCS that sums up all the existing PCSs where security 
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parameters are static such as mix-context (M. Gerlach and F. , 2007) and Rep (A. Wasef and X. Shen, 
2010). We also consider three levels of adversary powŜǊΥ ǎƛƳǇƭŜ ό˂Ґ лΦпǎ ҍ 1ύΣ ƳŜŘƛǳƳ ό˂ҐлΦрǎ ҍ1) and 
ŀŘǾŀƴŎŜŘ ό˂ҐлΦсǎ ҍ1). Table 3 shows the number of the performed PCPs for each adversary level using 
the static PCS and the SDN-PCS. PCPs can be classified according to their results into three cases: (i) 
Successful: in this case, the PCP runs after an optimal timeout and the number of vehicles that have 
ǇǊƛǾŀŎȅ ƭŜǾŜƭ ǳƴŘŜǊ ǘƘŜ ǘƘǊŜǎƘƻƭŘ ƻŦ ǇǊƛǾŀŎȅ ƛǎ Ŝǉǳŀƭ ǘƻ ʴΤ όƛƛύ ¦ƴǎǳŎŎŜǎǎŦǳƭΥ ²ƘƛƭŜ ǘƘŜ t/t ƛǎ 
performed, the number of vehicles that have a privacy level unŘŜǊ ǘƘŜ ǘƘǊŜǎƘƻƭŘ ƛǎ ƘƛƎƘŜǊ ǘƘŀƴ ʴΤ 
these vehicles will not be included in the PCP if the security parameters are not adequately adjusted; 
and finally (iii) Failed: in this case, the PCP is not preformed because the number of required vehicles 
that are undŜǊ ǘƘŜ ǘƘǊŜǎƘƻƭŘ ƛǎ ƭŜǎǎ ǘƘŀƴ ʴ ŀŦǘŜǊ ǘƘŜ ǘƛƳŜƻǳǘΦ Lƴ ǘƻǘŀƭΣ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǇŜǊŦƻǊƳŜŘ t/tǎ 
in the case of the static PCS is higher than the SDN-PCS. 

Our approach optimizes the number of PCPs to be executed i.e., the PCP is initiated only if necessary. 
The SDN-PCS achieves 100 % successful PCSs. Indeed, the SDN-PCS adjusts the security parameters 
dynamically according to the vehicle's context before each process. However, in the static PCS almost 
0% of PCPs are successfully executed. The rest PCPs are either are unsuccessful (between 64% and 
73%) or failed (between 8% and 36%). This is due to the fact that static PCS keep the security 
parameters unchanged, whatever the PCS process is. 

 

Table 9: SDN-PCS vs static PCS: Statistics on the pre-formed PCP with different adversary power levels 

CƛƎǳǊŜ пŀ ŀƴŘ CƛƎǳǊŜ пō ǎƘƻǿ ǊŜǎǇŜŎǘƛǾŜƭȅ ǘƘŜ ǾŀǊƛŀǘƛƻƴ ƻŦ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜǉǳƛǊŜŘ ǾŜƘƛŎƭŜǎ όʴύ ŀƴŘ 
ǘƘŜ ǎǘǊŀǘŜƎȅ ǘƛƳŜƻǳǘ όʵύ ƻǾŜǊ ǘƛƳŜ ƛƴ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ŀŘǾŜǊǎŀǊȅ ǇƻǿŜǊΦ Lƴ ŎƻƴǘǊŀǎǘ ǘƻ ǎǘŀǘƛŎ-PCS, PCS-
SDN automatically adjusts these security parameters before each PCP. For instance, SDN-PCS 
increases the number of required vehicles to perform the PCP when the adversary is powerful to 
increase his confusion. However, when the adversary is weaker, fewer vehicles are required to 
perform PCS and hence SDN-PCS decreases the strategy timeout to provide optimal response time. 
The strategy timeout results (Figure 4b) confirm the efficient tuning performed by SDN-PCS. Weaker 
is the adversary, longer is the PCP expiration time. Static-PCS keeps the same PCS parameters values 
despite the change of the vehicle context. These dynamic configurations of PCS security have positive 
impacts on the response time. This latter is defined by the delay between the triggering of the PCS 
and the time when the pseudonym is effectively changed. As illustrated in Figure 4c, the average of 
response time is improved by more than 38% when using SDN-PCS. In addition, we evaluate the 
evolution of the privacy levels of vehicles over time. To this end, we use the anonymity set size as the 
privacy metric. The anonymity set size is defined as the number of vehicles that have participated in 
ǘƘŜ t/t όʴύΦ ¢ƘŜ ǇǊƛǾŀŎȅ ƭŜǾŜƭ ƻŦ ŀ ǾŜƘƛŎƭŜ Ǿƛ ǿƛƭƭ ǘƘŜƴ ƛƴŎǊŜŀǎŜ ōȅ όʴύ ŜŀŎƘ ǘƛƳŜ ƛǘ ǇŀǊǘƛŎƛǇŀǘŜǎ ƛƴ ǘƘŜ 
PCP. Figure 5 plots the overall privacy level, which is calculated based on the average of all privacy 
levels of vehicles over time. For both Static PCS and SDN-PCS, the average levels of privacy remain 
above the threshold. It is worth mentioning that the overall average of privacy levels of vehicles using 
SDN-PCS is higher than one provided by static PCS. 
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Figure 4: Security parameters update and response time 

 

 

Figure 5: The average of privacy levels of vehicles over time 

We evaluate in Table 10 the overhead in terms of the number of messages needed to accomplish the 
PCS using SDN-PCS and Static PCS. It is obvious that our approach causes less overhead. Indeed, more 
than 54% of messages are saved. The reason for this that SDN-PCS sends pseudonym changing 
requests only if needed. 

 

Table 10: PCS overhead: SDN-PCS vs static-PCS 

3.4.2 Privacy-by-design approach for SDN-based 5G Vehicular Networks 

Making personal data anonymous is crucial to ensure the adoption of connected vehicles. One of the 
privacy-sensitive information is location, which once revealed can be used by adversaries to track 
drivers during their journey. Vehicular Location Privacy Zones (VLPZs) is a promising approach to 
ensure unlikability. These logical zones can be easily deployed over Roadside infrastructures (RIs) 
such as gas station or electric charging stations. However, the placement optimization problem of 
VLPZs is NP-hard and thus, an efficient allocation of VLPZs to these RIs is needed to avoid their 
overload, and the degradation of the QoS provided within these RIs. This work considers the optimal 
placement of the VLPZs and proposes a genetic-based algorithm in a software-defined vehicular 
network to ensure minimized trajectory cost of involved vehicles and hence less consumption of their 
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pseudonyms. The analytical evaluation shows that the proposed approach is cost-efficient and 
ensures a shorter response time. 

3.4.2.1 Background 

Vehicular Location Privacy Zone (VLPZ) is a logical zone that aims at protecting the location privacy of 
vehicular users. The internal design of VLPZ is seemingly similar to RIs such as gas stations and vehicle 
charging stations. Indeed, a basic VLPZ consists of one entry point called the router, one exit point 
called the aggregator and a limited number of lanes l where l>1. For this reason, VLPZs can easily be 
placed on RIs. In addition, VLPZs can be created as independent RIs in future vehicular networks 
given the urgent need of protecting the location privacy of road users. Figure 6 illustrates a two-way 
street where two VLPZs are installed: (i) VLPZ1: for vehicles coming from West to East, and (2) VLPZ2: 
for vehicles coming from East to West. 

 

Figure 6: Multiple VLPZs models 

Inside the VLPZ, vehicles can change their pseudonyms in a secure way as follows: vehicles arrive at a 
VLPZ, one after another, on a one-lane. When a vehicle reaches the router, it stops broadcasting 
safety messages and heŀŘǎ ŦƻǊ ŀƴ ŀǎǎƛƎƴŜŘ ±[t½Ωǎ ƭŀƴŜΦ ¢ƘŜ ŀǎǎƛƎƴŜŘ ƭŀƴŜ ƛǎ ǊŀƴŘƻƳƭȅ ŀƴŘ ǇǊƛǾŀǘŜƭȅ 
selected by the router. The vehicle can then reside inside a VLPZ for a random period of time, 
depending on the service time. A vehicle must change its pseudonym before leaving the VLPZ and all 
vehicles exit a VLPZ through the aggregator. This strategy provides the protection not only against 
both of the syntactic and the semantic linking of pseudonyms but also against the FIFO attacks. In 
addition, unlike the strategies that rely on the radio silence technique, safety implications are limited 
in this strategy since the speed of vehicles inside VLPZs is very low, which ensures a good tradeoff 
between privacy and road safety. 

3.4.2.2  System model and problem formulization  

In this section, we present the proposed software-defined vehicular network architecture and give 
the formalization of the optimal placement of the VLPZs problem. 

¶ Vehicular system model 
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Figure 7: Software-defined vehicular network architecture 

We consider a software-defined vehicular network architecture. As illustrated in Figure 7, this 
architecture has one level of SDN control consisting of the global SDN controller that has full 
knowledge about the vehicular network. The data forwarding plane consists of vehicles and Road 
Side Units (RSUs). Each vehicle is equipped with 802.11p interface to communicate with other 
vehicles and with RSUs. Each RSU is also equipped with two interfaces. A wired link to communicate 
with the neighboring RSUs and an LTE interface to communicate with the global SDN controller. An 
SDN agent is also run on each vehicle and RSU. The communication links between the global SDN 
controller and the data plane are secured. We also consider that the road area contains a set of RIs 
managed by trusted authorities. RIs periodically send updates including their current capacity to the 
global SDN controller. The internal architecture of the global SDN controller mainly consists of three 
modules: 

1) Roadside Infrastructure Module (RIM): it collects information and updates about the RIs. 

2) Mobility and Topology Module (MTM): it collects the mobility information of vehicles. 

3) VLPZ Placement Genetic Algorithm (VPGA): it selects periodically the best RIs to host the VLPZs 
based on the information provided by RIM and MTM. When a vehicle decides to enter a VLPZ, it 
sends a request to the global SDN controller. This latter uses the solution provided by the VPGA to 
assign each vehicle to the adequate VLPZ. Each vehicle periodically broadcasts a safety message 
every t millisecond, where each message includes a location, a time, a velocity and content. Before 
joining the vehicular network, each vehicle registers with the CA (certification authority). 

During registration, each vehicle V i is pre-loaded with a set of m pseudonyms K i,k where k ɴ  {1,..., 
m }, that are, public keys certified by the CA. For each pseudonym K i,k of a vehicle V i , the CA 
provides a certificate Cert i,k (K i,k ). The safety messages are properly signed by private key K ҍ м i,k 
corresponding to the pseudonym K i,k to ensure the authentication. A certificate is attached to each 
ƳŜǎǎŀƎŜ ǘƻ ŜƴŀōƭŜ ƻǘƘŜǊ ǾŜƘƛŎƭŜǎ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ǎŜƴŘŜǊΩǎ ŀǳǘƘŜƴǘƛŎƛǘȅΦ 

¶ Problem formalization 

Here we answer the following question: Given m RIs that exist in a road area, with m>= N max , what 
are the best RIs that should deploy VLPZs in order to reduce the trajectory cost of vehicles ? 
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To answer to this question, we formulate the problem as follows: Let i= { 1,...,n} the set of existing 
vehicles at time t. Let j={1,...,m} be the set of the candidate RIs to deploy the required VLPZs. Let c ij 
the trajectory cost of a vehicle vi to move to a RI j . Let y j a binary decision variable, which indicates 
that the RI is selected to host a VLPZ at time t. xij is a binary variable, which indicates that the vehicle 
vi is assigned to RI j or not. To select the best RIs that host the required number VLPZs, we should 
minimize the following objective function F, which aims to minimize the trajectory cost of vehicles 
when moving to the assigned VLPZ (Boualouache et al. on PRIVANET, 2019). 

 

 

Formula 1 

The transportation cost cij can be expressed as the time spent by a vehicle vi to reach a candidate RIj  
and quantified by the loss of pseudonyms during this time, which can be calculated using the 
following formula: 

 

Formula 2 

¶ dij : the distance between a vehicle i and a candidate RI j 

¶ v: the average speed of vehicles (meter/second). 

¶ ʹΥ ǘƘŜ ŦǊŜǉǳŜƴŎȅ ƻŦ ŎƘŀƴƎƛƴƎ ƻŦ ǇǎŜǳŘƻƴȅƳ όǇǎŜǳŘƻκǎŜŎƻƴŘύΦ 

²Ŝ ŀǎǎǳƳŜ ǘƘŀǘ Ǿ ŀƴŘ ʹ ŀǊŜ ŦƛȄŜŘ ǾŀƭǳŜǎΦ ¢ƘǳǎΣ ǘƘŜ ƻōƧŜŎǘƛǾŜ ŦǳƴŎǘƛƻƴ C Ŏŀƴ ōŜ ǊŜǿǊƛǘǘŜƴ ŀǎ ŦǳƴŎǘƛƻƴ 
of d ij as follows: 

 

Formula 3 

The feasibility of the solution depends on different constraints, which are represented by the 
following equations: 

 

Formula 4 

(4) ensures that each vehicle v i is only assigned to one RI; (5) ensures that the number of selected 
RIs is equal to the number of VLPZ that are needed at time t (N vlpz (t)). (6) guarantees that the 
number of vehicles that are assigned to each infrastructure does not exceed the capacity of the RI(K 
opt ); and finally, (7) and (8) are the integrity constraints. The description of variables is given in Table 
11. 






































































































































































