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Executive Summary

5GDRIVE is an innovagiVHorizon 202@roject focused orharmonizingresearch and trials between
the EU and Chinin the area of service evolution for 5G, and Vehiddeverything (V2XPeliverable
5.3reportsall results achieved from the research security and personal datprotection in future
5G vehicular networks.

As originally planned, Task 5.4 examined future security and personal data protection challenges in
Internet of Vehicles @IV) within the 5G ecosysta. To do this, a comprehensive study of the relevant
legal fameworks was performed, which showcased both the differences and similarities in the
European and Chinese contextBirthermore, an overview of the international standards and
recommendations was performed. Both these actions led to the identificatioredirements and
issuesof relevance in the connected vehicle ecosysterhich could be tackled through either
technical or organizational solutionA. highlevel data protection assessment of the -BRIVE trials

was also performed to further enrich the idéfied context leading tdhe identification of potential
solutions.

Proposed technical solutionsclude asituation-centricand dynamic pseudonym changing strategy; a
privacyby-design approach; aituationcentric and dynamic misbehavior detection gsf a SDN
Based privacy protection framework for 5G vehicular networks; a blockchain for cooperative location
privacy preservation and a blockcha#SDN based architecture fosGenabled vehicular fog
computing.Organizational solutions seek to address tieenaining gaps between legal frameworks
through an interoperableand voluntary personal data protection certification based on GDPR Atrt.
42, the proposal of a extension of its criteria focused particularly 6onnected Vehicles

2 seehttps://gdpr-info.eu/art-42-gdpr/
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DVB Digital Video Broadcast
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EDPB  European Data Protection Board
EECC  European Electronic Communications Code
eMBB  Enhanced Mobile Broadband
ENISA  European Unio Agency for Cybersecurity
ETSI European Telecommunication Standards Institute
GDPR  General Data Protection Regulation
GNSS Global Navigation Satellite System
GPS Global Positioning System
GRVA  Working Party on Connected Vehicles
HOA Higher Order Amisonics
IDS Intrusion Detection System
IEEE Institute of Electrical and Electronics Engineers
loV Internet of Vehicles
ISMS Information Security Management System
ITU International Telecommunications Union
ITS IntelligentTransportation Systems
LoA Level of Assurance
MAC Medium Access Control
NRA National Regulatory Authority
PCS Pseudonyms Changing Strategy
PDP Personal Data Protection
PIPL Draft of the Personal Information Protection Law
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SDN
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UNECE
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V2N
V2X
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t S2LJ SQ&a wSLlzotAO 2F [/ KAy
Persistent Uniquédentifier

Probe Vehicle System

RSUSDN Controller
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Software Defined Networking

Technology Area Review Assessment

United Nations Economic Commission for Europe
Ultra-reliable lowerlatency communicatin
Vehicleto-Network

Vehiculafto-Everything

Vehicular Location Privacy Zone

Vulnerable Road Users

VehicularSDN Controller

Wireless Access in Vehicular Environments
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1  Introduction and Methodology

Modern vehicles a a marvel of engineering. Long has passed the time where an automobile was
only a tool for transport, as the integration of the rapid technological developmenggtedually
converted them into mobile, interconnected computers capable not only of eritdrtg their
passengers but also of understanding them and sharing critical information with other vehicles and
things.

A 2 s oA

The European Data Protection Boaf#lDPBRS FA Yy S&a |/ 2 vy Ghide®quippedviith Of S
many electronic control units that aliaked together via an mrehicle network as well as connectivity
facilities allowing it to share information with other devices both inside and outside the ¢ehicle
(EDPB, 2020)Their integration and interactions are one of the domains of Cooperative Intelligent
Transport SystemgGITS) a key strategic element for Europat seeks the convergence of
investments and regulatory frameworks across the EU to enable fast deploymedT &fiG the near

future. Various researcbriented actions have proposed methods to ensutee high-speed
interconnection of vehicles. 50RIVEs one of such actions, seeking to demonstrate the Vehicle to
Everything (V2X) connectivity using 5G communications.

As vehicles become increasingly interconnected and aware of their passengers, the relevance of
strong curity and personal data protection safeguatziscome fundamental topics of discussion
towards the protection and mitigation of risks fboth end-users and data subjects. This document
focuses on the work performed during the BIRIVE project, particullgr with respect to the
research carried out regarding security and personal data protection in future 5G vehicular networks.

The methodology followed by this deliverable aims to mai main objectivesl) the identification

of relevant personal data prettion and security requirements in dissimilar legal frameworks (EU
China) andstandards (ISO, ETSI, ITU, ECCP, atd.2) the identification of innovative methods to
address these requirementsnd enable security and personal data protection orienteture 5G
Vehicular Networks.

To this end, an analysis dliie relevant legal frameworks was carried out and followed by an
identification of relevant standardand theidentification of the key personal data protection and
security requirementsThis action was focusedn the identification of viable, interoperable and
strong networklevel oriented technical and organizational requirements o tmain areas:
regulatory compliance (with a focusn the organizational actions that will be necessé&wy an
evertual deployment of a future 5G Vehicular NetwqrghdV2X {n close alignment with 5GRIVE
WP4) Afterwards a set of technical and organizational solutions were examined as potentially viable
for the development of secure and personal data protectioatdad 5G Vehicular Networks

As such, thiDeliverablewill begin byintrodudng some general considerationsurrounding5G
vehicular networks from multiple angles, including regulatagntext (mainly focusing on the
European Union and Chinas well agelated global standards on connected vehicles management
Section 3 is dedicated to identifying requirements and analyzing potential solutions. It considers
connected vehicles from the personal data protection point of view, providing aléigh data
protection assessmenof the actions undertaken in the SBRIVE projectAdditionally, Section 3
leverages orthe work done byinstitutions and global organizations dhe identification ofissues
and potential solutions related to vehicular networker identifying potential technical and
organizational solutions going beyond the stafiethe-art researchto further address the intrinsic
difficulties related to connectivity Section 3.4 proposes an innovati@DNbased pseudonym
changing strategyto support both infrastructure and infrastructuress vehicular zones, while
Section 3.5exploresthe use of personal data protection certifications address the lack of
harmonization betweervarious jurisdictions and standard requiremenésalyzing the valuadded
contribution of the Europrivacy* Certification SchemeAs Europrivacy is a hybrid scheme able to
certify the compliance of domaispecific technologiewith GDPRISO standardand other national
requirements the following subsection(Section 3.5.2) introduces the proposed criteridor
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extension in relation to 5G and connected vehicular netwoalksa solutionfor bridging the
harmonization gap mentioned above
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2 5G Vehicular Networks: General considerations, Stafethe-
Art and Keylssueldentification

2.1 General considerations

5GDRIVE is an innovatiyeoject focused on harmorng research and trials betwedhe EU and
Chinaon 5Gusagefor enhanced Mobile Broadband (eMBB) and VeHicl&verything (V2X). This
document focuses on the work performedtivrespect to the research carried out regarding security
and data protection in future 5G vehicular networks.

The objectives of 5GRIVE include developing 5G technologes servicesat pre-commercial
testbeds and then demonstrating Internet-Vehicle(loV) services using Vehigte-Network (V2N)
and Vehiclgo-Vehicle (V2V) communicatior8SG-DRIVE performed trial scenarios four main pilot
sites inthe EW, namely5GIC irthe UK Espoo in FinlandRC at Ispra in Italgnd the Orange test site
in Poland

In this context, 5@RIVE Deliverable D4.3 "Report on potential vulnerabilities of V2X
communications" identified potential security vulnerabilities and provided a detailed description of
tests (including penetration tests) that will be implementbyg the Project. It provided, amongst
other elements, a set of security requirements relevant to connected vehicles and a taxonomy of
security attacks, which were congphented with an outline of security standafder ITSG5 and €

V2X standards. Among tlsecurity requirements, the Deliverable identified the following items:

Gt NAGF Oy G(G(KS LINRGSOGAZ2Y 2F LINAGEOe Aa |y AYL
deployment of this V2X technology. Three classes of the privacy protection in \2Xnication

system can be distinguished: (i) the identifier privacy protection, (ii) the location privacy protection,
and (iii) the protection of the data exchanged. The exchanged private data in the V2X communication
system such as financial transactionsdatext chat conversations can easily be protected using
encryption mechanisms. For this reason, the protection of the identity and the location are often
considered as the primary concerns for a priiady | NS +H - 02 Y Y dzfUhi@isity bf2 y & &
Luxembourg, 2019, p. 17)

Given tte technical nature and focus dhe security of the aforementioned deliverable, the scope of
privacy protectiondn regard toV2X isunderstandably importantThis however, does not detract
from the fact that, in the European and Chinese contexts aligics like V2X and 5G are subject to
several types of regulatory requirements beyond those included in Deliverable 4.3, and for which
both technical and organizational activities must be intertwined to ensure compliance.

In Europe, the&General Data Proteittin Regulation@GDPIRhas generated an interesting landscape for

the integration of these two technologies in connected or smart vehicles. As stated further below,
the European legal framework hascluded specific personal data protection requirements i
extend to the use of innovative technologies such as V2X and 5G, and regulatory authorities and
oversight bodies have expressly generated both legal requiremguigelinesand best practices to
address the potential risks these technologies generasa-vis data subject right<On the other

hand the Chinese approachas relied mostly on the specification of legal requirements and the

3 For more details on the trials, see BIRIVE Deliverables 3.3, 4.3 and 4.4

Ya{GFyYRFENRAY {SOdNRAG& F2NJ LINBASNIIAY A LINR G Onge to tscRe véhenT S & N
implementing new services based on V2X communications. Thereby, several standardisation organisations (ISO, CEN, ETSI,
IEEE, etc.) all around the globe are working hard, in one hand, in solo standardising new research findings as part of
technological innovations and, in another hand, joining these efforts harmonising similar technologies in order to offer
transparent and interoperable solutions. These efforts led to the publication of valuable standards allowing the widespread
deployment2 ¥ £H- O2YYdzyAOlI A2y as @ihivesSityaf LuxediBourdzZ@RSE plAAD2 v & G NHzOG A 2
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generation of standards. These two perspectives, and the potential solutions to be recommended in
both contexts, wilbe considered by this Deliverable and summarized in the upcoming sections.

2.2 Personal Data Protectiom V2X Legal and Technic&8lackground
2.2.1 United Nations

Legal and redatory work for the realization of sustainable mobilignd the introduction of
autonomous vehicles is centralized United Nations Economic Commission for Europe (UNHBCE)
hosts multilateral agreements and conventions ruling the requirements related to the use of these
new technologies(e.g., safety measures, connectivity, cybersecyritesting methods and safe
integration) while liasing with relevant stakeholder3he UNECE also hosts the intergovernmental
platform of the World Forum for Harmonization of Vehicle Regulations that defines technical
requirements in the automotive seatoThe World Forum created a dedicated Working Party on
Connected Vehicles (GRVA) in 204Bere countries from all over the globe participate to mobilize
their expertiss(lUNECE, n.d.)

TheUNECE started its work in 204Ad successfully amended the 1968 Vienna Convention on Road
traffic to allow autonomous vehicles in traffic and removed the 10 km/h limitation for autonomous
systemsincluded in UN Regulation No. 7&NECE, n.d.)Jn June 2020, the UNECE published its
proposal fortwo new UN Regulatison cybersecurity and software updateier recognizing the
threatening nature of cyberattacks againgehicles.Both Reguldbns came into forcen January
2021(UNECE, 2020)

2.2.1.1 UN Regulation on Cybersecurity and Cyber Security Management Systems

This new Regulation provides a framewfwk the automotive sectorapplying to cars, vans or buses
that have an automated driving system epped. The UNCECE puts in place processes for identifying
cybersecurity risksyerifying that risks were properly managednonitoring and analyzing attacks
while assessing that the measurare effective to current threatsThese processes are monitored
and audited by national technical services or homologation authori#eklitionally, the Regulation
defines certain requirements for manufactures that they must demonstrate before releasing their
vehicle on the market. These inclutlee application of a Cydr Security Management Systemisk
assessment analysis, mitigation measures for reducing riséasures ofletection of and protection
against cybethreats, monitoring activities, and efficient reportifg NECE, 2020)

2.2.1.2 UN Regulation orSoftware Updates and Software Updates Management Systems

This Regulation provides another framework fbe automotive sector and applies to vehicles that
permit software update®f cars, vansor buses. The Regulation defines certain neaeg processes

to be put in place, including recording the hardware and software version relevant to the vehicle,
identifying relevant software, interdependencies, and vehicle targets, as well as assessing the
adequacy of software updateand their effecton safety. Vehicle owners must also ldormed

about any updates and there should be a documented proof of all the implemented acligsisas

with the Regulation on Cybersecurity and Cybersecurity Management Systems, the actions are
audited by nationatechnical services or homologation authorities. Furthermore, manufactures also
demonstrate that they put in place a Software Update Management System, protecting SU delivery
mechanism, ensuring integritgnd authenticity before releasing their vehicle dmetmarket. They

must also protect the software identificatiarumber and ensure that it is readable from the vehicle.

For OvefTheAir updates, manufacturers musixecute updates sufficientlyand safely, informing
users about each updatas well as rest@ the functions if the update faile@NECE, 2020)
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2.2.2 The European Union
2.2.2.1 The General Data Protection Regulation (GDPR)

Regulation 679/2016 of the European Fatk Sy & 6 KSNBI T i SNJ WDbetmas® 2 NJ
important regulatory frameworkof the European Union regardingersonal data protectionThe

main objectives of the Regulations aie prevent discrepancybetweenthe Member Statesof the

European Unionn terms of procedures and sanctions and to harmoriee regulation ofpersonal

data protectionacrossi KS 9 dzNR LISy || yA2y® [/ 2Yy&aARSNAYy3 pD @S
a huge amount of data in a short time span, this regulation shall be carside stronghold to
ensurethe5é wL +9 LINP 2SO0 Qa O2YLX Al yOS gAGK LISNE2YI

The GDPRimsto protect the processing of personal datd natural persongndthe free movement

of data (GDPR, 2016 Art. 2(1)Jhe scope of the GDPR also reaches beyond the jurisdiction of the
European Union. First of all,@pplies to data processing operatiowkich areperformed byeither a

data controller or processowho are established in the European Union asdcondlyto data
processing operations performed by a data controller or processor not established in the European
Union whensuchprocessing activitieelate to ore of the following actionséa) the offering of good

or services to data subjects in the European Union, irrespective of whether a payment of such data
ddzo2S0G A& NBIJdZANBRT 60 (GKS Y2yAG2NAy3 2F RIFGI
GAGKAY GKS 9dzNRPLISIY !'yAzyT OO0 LI 0O0S&a gKSNB 9 dzN
public international law (GDPR, 2016, Art..3)

The GDPRets outnine key data protectiorprinciples(hnamely, the principles of lawfulness, fairness,
transparency, purpose limitation, datminimization accuracy, storagdimitations, integrity and
accountability, which not only give a summary of thesestial requirements of the regulation but

also provide an indispensable base when it comes to compli@BBD&®R, 2016, Art..5he principles

of fairness, transparency, explainability and accountabilitgaih processingn the connected and
automated vehicles are also providedmong others; by the recommendations of the expert group

to the European Commission on the ethics of Connected andnfatexrl Vehicles, issued in 2020
(New Recommendations for a Safe and Ethical Transition towards Driverless Mabdily
Moreover, the GDPR calls for the adoption of pseudonymized processing operations whenever
L2aairoftS Ay 2NRSNI G2 ai NB geauiit S golledtdd informatiomdo 2 SOl a Q
According to the GDPR, conseleing the legal basis of data processing activitiesist be given by

the data subject. There are several requirements provided by the GDPR for consent to be valid, such
as freely givenspecific, informed and unambiguous. In addition, the GDPR further specifies the
consent requirements for data processing operations related to minors and to the processing of
special categories of dafdndrea Jellinek, 2019)

The GDPR provides a separate chapter on the rights of the individuals in order to give them more
control over their personal data. This chaptgpecifies the right to access, rectification, erasure,
restrict processing, data portability, object and last but not letist right to not to be subject to a
decision based solely on automated processing. On the other hand, thergpacific obligatios

given todata controllers and processots comply with the requirements, such & adopt data
protection by design and defaulapproach,to keep records of theidata processing activities and
alsoto perform a Data Protection Impact Assessments of ggesing operations entailing high risks

for the rights and freedom®f the data subjects. Restrictions are established for the transfer of
personal data outsidef the European Union and particularly to those countries which do not ensure
appropriate safegards for theprotection of personal datdGDPR, 201&hapter IlI, 1)V

2.2.2.2 The Directive on Privacy and Electronic Communication (ePrivacy Directng) the
European Union Regulation on Privacy of Electronic Communication (ePrivacy Regulation)

The ePrivacy Directive, soon to be replaced by the ePrivacy Regulation, is the reference legal
framework for electronic communicatienThe objectiveof the Directive wasto establish minimum
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requirements for security and confidentiality of communicatiom protect traffic and location data
and to enhanceahe fundamental rights and freedoms of individualspiavate life in the electronic
communications sectorThere was an urgency to turn the Directive into regulation due to the
technological evolutions and the entry into force of the GDPRese developments shoutdgger

the further harmonization of legal fraeworks across the European Union, allowing alignment of
protection standards in the electronic communications domain wpirsonal data protection
measures included in the GDPRhe proposal fothe ePrivacy Regulation aims fwotect not only

the privacy of data subjectsbut also their personal dataprocessed in relatiorto electronic
communications in accordance with Articles 7 and 8 of @arter ofFundamentalRghts of the
European UnionWith respect to the GDPR, the ePrivacy Regulation will be consitketespecialis
and t is expected to adass further aspects of electronic communications netwavkich have the
possibility toaffect the rights and freedoms of data subjeci8onsidering the rapid emergence of
new technologiesand their need for the better protection of theonfidentialty of communications

the ePrivacy Regulation should also provide for rufes instance,in machineto-machine (M2M)
communication,so thatdevices will not be allowed to transfer personal data without prior consent
or that it clarifiesthe limits of processig of massive amounts of metadata. Moreover, the ePrivacy
Regulation should also introduce stricter rules thie disproportionate use of cookies, such as the
possibility to set absolute restrictions for third parties to process coqesposal for Regulation on
Privacy and Electronic Communication, 2017; IONCZR)20

Nonetheless the proposal of theePrivacyRegulation does not include any specific provisions for
data retention which means thathe Member States are free tdave national data retention
frameworks that provide,nter alia for targeted retentionmeasures However, they must still
comply with Union lawbased onthe caselaw of the Court of Justice on the interpretation of the
ePrivacy Directive and theharter ofFfundamentalRights of the European UnigfONOS, 2020)

As pointed out byEDPBthe adoption of theePrivacyw S 3 dzt s inécésafy tdensure arqual
level playing fieldor every provider and to ensure the confidentiality of electronic communications
(Andrea Jellinek, 2019I is therefore crucial that future cooperation between Europe and China on
5G vehicular networks considers the necessity to comply with a @kdPRRamework for electronic
communication

2.2.2.3 Directive on Security of Netwdrand Information Systems (NIS Directive)

The NIS DirectivéDirective (EU) 2016/11483dopted by the European Parliament on 6 July 2016

and entered into force in August 2018 the European Uniof2 éain regulatory frameworkon
cybersecurity According @ the NIS Directive appropriate measureshould be adoptedby the

Member Statesn order to ensurghe 8 SOdzNRA G & 2F (G KS 9 dzNEheiSldsyfthey A 2 y ¢
NIS Directive covesectors in the economy and society, specifically th@hech relyon ICT systems.

In this regard, businessin these sectors that are identified ltlge Member States as operators of
essential services are required to take appropriate security measures and to cooperate with national
authorities for preserving the essentiarsice(European Parliament, 2016, Recital§)4

The purpose of the NIS Directive is gmovide measuresthat should be implemented so that
universallevel of security network and information systeraan be achievedvithin the Ewopean

Union. Security of network and information systems is defined as the ability to resist any action that
affects i K 8vailability, authenticity, integrity or confidentiality of stored or transmitted or processed
data or the related services offered,bor accessible via, those network and information systems
(European Parliament, 2016, Art. 4(2)he NIS Directive appliestioth digital service providers and
operators of essential services. Digital service providers areredugy the NIS Directivence the
Directive is implemented tehe national lawof the Member StatesOn the other hand, essential
services are only covered by the scope of the NIS Directive upon designation as such by the
respective Member State. In ord&y be considered essential, a service has to meet three cumulative
O NX (0 & bElng considered essential for the maintenance of critical societal and economic activities;
b) being dependent upon network and information systems; c¢) an incident wouldstgifcant
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disruptive effects on the provision of that sereiffuropean Parliament, 2016, Art. 5(2))

Concerning the transport sector, and particularly road transport, the list of sectors in Annex Il of the
NIS Directive, whictguides the identification of essential services, includes road authorities
responsible for traffic management control and operators of Intelligent Traffic Systems (ITS)
(European Parliament, 2016, Annex Il)

2.2.2.4 Revised Directive on Sedty of Network and Information Systems (NIS 2 Directive)

On 16 December 202@he EuropeanCommissiorpresented a new EU Cybersecurity Strategy and
adopted a proposal for a revised Directive on Security of Network and Information Systems (NIS 2
Directivg. The new cybersecurity strategyrengthensthe resilienceof Europe when it come®
cyber threats andilso ensureshat all citizens and businesskave the possibility tétake advantage

of digital toolsand services. In addition, &nables the EU tastrengthen its leading role in
international cyber rules and standarfly intensifyingcollaborationaround the world to promote a
global, open, stableand secure cyberspadeased on the rule of law, human rights, fundamental
freedoms and democratic vakes. Following thisthe NIS 2would cover medium and large entities
distinguished based on their criticality for the economy ocisty, respondingto the growing
number of threatsemerging from digitalization and interconnectednel$svould not only strexgthen
security requirements for companide.g., supply chain security or reporting obligatiobs) would
introduce stricter oversightand enforcementmeasuresfor national authorities withsanction
schemes all over the European Uni&@uropean Commission, 2020)

Given the scope and purpose of the 5GL +9 LINRB2SO0Gx O2YLX Al yOS o
obligationsis crucialfor the successful deployment of 5G vehicular netwoikse threat of cyber

attackson connected cars through other vehicletoud services, or road infrastructuan take

various patterndrom exploiting existing vulnerabilitie® malware deployment or the use af man
in-the-middle attack vie a mobile network/WiFi netwofkluqg et al., 2021)Following a harmonized

EU Directive on cybersecurity measures aims at tackling the threat and risk of such attacks further
ensures the adequate protection of personal data, as well as the general safety of the drivers.

2.2.2.5 European Union Directive on Intelliget Transport Systems (ITS Directive)

The ITS Directive (Directive 2010/40/EMhich was adopted toadvance the distributionof
innovative transportation technologies across Eurogins to establishITS servicewith the
possibility forMember Statedo freely decide on which systemtfiey wishto invest in.One of the
main objectivesof the ITS Directiveés to sponsor the necessary mechanisms to increase the
deployment and use of continuous ITS services across the European (Baoropean Commission,
2019) In geneal, the purpose of this initiative was tweate an enhanced way féine functioning of

the road transport system and reduce the negative external effects of road transport. More
specifically, the ITS Directive pursued interoperability and continuity pficgtions, systems and
services; coordination and monitoring mechanisms between all ITS stakeholders; and establish
solutions for liability issue@rticle 11)and for sharing dat¢hat support ITS services in respectlo#
legislation on privacy and daprotection(Article 10) However,based orthe 2019 Evaluation Report
released by the European Commission, the ITS Direxbiviel not fully achieve thesetobjective due

to the slow and fragmented deployment of ITS servigasropean Commission, 2019)

In March2019, the European Commission submitted a proposal for an ITS Regulation which was
rejected in July 2019 by the Council of Europe on behalf of the Member States. While it can be said
0KFG GKS ARSEF 2F KFE@Ay3 |y L¢{ ndd @idaiot possiBle/to NB Y |
foresee when further steps will be taken in this directi@uropean Commission, 20190his

Directive is of particular relevance to 5GDrive due to the use of applications and services provided by
ITS which include the processing afata such as road data, traffic data and travel datll
considered to be revealing relevant information about the data subjects.
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2.2.2.6 Regulation on Electronic Identification and Trust Services for Electronic Transactions in the
Internal Market (eIDAS Regulation)

¢KS aSL5!{¢ wS3dAFIdA2y ¢l & | R2 hlicB Rim &t& offér @S 9 dzN
comprehensive legal framework acrabe Member States for mutual recognition and interoperation

of crossborder elD management, trust services and certificg®sropean Council, 2014, Recital 2)

Since the GDPR repealed Directive 95/46/EC, all provisions of the eIDAS Regulation have to be
interpreted and applied in accordance with the GDRBgardindbG-DRIVEthe elIDAS Regulation is

an important normative frameworkfor providing secure and seamless electronic interactions
between users of 5G vehicles, 5G service providers and public authorities. The eIDAS Regulation
focuses on identification rather than authecation and specifies that its primary objective is the
ddzy Aljdz§8 ARSY (A T A(Takhlak’ et al., 217, Ip. 33P% NSFDAY Implementing
wS3dzAE F A2y HAMpPKMPAM OwW HAMpPpKMpAaMO Of FNAFASaE
transmitting a minimum dataset which should include a Persistent Unique Identifier (PUI). Mgreove

the eIDASRegulation defines predetermined Level of Assurance (LoA) thresholds to guarantee the
ARSyGAdGe 2F aSNBAOSaQ dza SNhet evidsnSeNdBidehtityds assubdS S |
to be valid (e.g. an account with a media service R&IND T a{ dzoddF yadAl & gKSN
gt ARIFIGSR o0S®ad aSNWBAOSE SyidlFAfAy3a 2yfAyS LI e
validation (e.g. services linked to the use of electronic (Dsgkalakis et al., 2017, p. 38)

Under the elDAS Regulation, it is possible to identify five groups of requirements for considering
electronicidentification systems compliant with the eIDAS Regulafisakalakis et al., 2017, p. 39)

1 Quality requirementsThis set of requirements drigg¢he operations necessary to conduct
identification and authentication processes. In this sense, ellfsyst Q LJdzZN1J2 aS A a
electronic identification possible, while the identification means of a natural or legal person
employed by an identification system should perform an authentication function.

I Governance requirement$his group details the conditis relating to the number and roles
of actors involved in the process of elD provision to-aedrs.

1 Administrative requirementsthis set of requirements refers to the internal administration
and management of elD providers. According to these prerégajselD services must
provide specific information on their functioning, suchtlas description of the identification
system, the liability regime and their rules of procedure.

1 Security requirementsn this group, the eIDAS Regulation establishes thmum technical
and organizational measures that elD providers have to implement to enlsergecurity of
their service. Notably, these measures must comply with international and European Union
standards.

1 Liability requirementsThe last group includegquirements referring to the identification of
the party liable in case of damage. This part covers the allocation of liability share in case of
multiple parties accountable for a violation, as well as the allocation of the burden of proof.

An importantaspect of the eIDAS Regulation with respect to theCBBVE project refers to the

O2y OSLJi 27F af S3AIt thS howew lthe SIPASSByuatiort seN@legTdt the
recognition and equivalence of elDs services offered in third countries in todeguate them to
GK24S 2FFSNBR Ay GKS 9dzNRLISIY ! yAz2yed Ly 20KS
LINENBljdzZA aAGS F2N) INFyaGAy3a ALISOAFTAO S STTS
highlighted thatthe conceptonly applies to qudied trust services, excluding thus elD systems
(Tsakalakis et al., 2017, p. 40jhe el { wS3AdzA FGA2y SaidlofAakKSa (KL
SldA @It SyO0S¢y 0o GKSNB aklft oS Fy 3aINBSYSyid o
international orgardation; b) the Trust Service Providers in the third country need to meet the
requirements applicable to qualified Trust Services in the European Uaiwhc) the third country

needs to recogize qualified trust services provided in the European Union as legally equivalent to
trust services in the third countnQualified trust service npviders shall be audited. When there are
indications that personal data has been violated, the supervisory body shall inform the data
protection authorities of the results of its audits (Article 20).
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In the context of the S5@RIVE project, the elDAS regidn establishes a noteworthy legal
framework. Mutual recognition of electronic identification and authentication is the key to successful
data transfer. Considering that 5G cars will bemiovement connected devices, they will be
interacting with many dter connected subjects (V2V, V2I, V2U). These interactions with the
surrounding environment require vehicular networks to enable safe and secure identification of
vehicles in accordance with the rules established in the eIDAS Regulation and in compltance w
data protection obligations.

2.2.2.7 Directive (BJ) 2018/1972 of the European Parliament and of the Council establishing the
European Electronic Communications Code

The EU Directive 2018/1972, establishing the European Electronic Communications Code, lays down
rules for regulating the electronic communications networks, telecommunications services and
related facilities and servicewhile also establishing set of procedures to ensure harmonization of

the regulatory framework across the EEuUropean Parliament, 2018)

The European Electronic Communications Code (E®GICh entered into force in December 2018

is one of the main pillars of the EU Single Digital Mawk#t the purpose to adapt EU legislation to
current developmentsof communications.The EECC strengthensnsumer rights and choice, for
example by ensuring clearer contracts, quality services and competitive markets. The code also
ensures higher standds for communication services, including more efficient and accessible
emergency communications. In addition, it enables operators to benefit from rules that provide
incentives for investment in very higtapacity networks, as well as enhanced regulatory
predictability, resulting in more innovative digital services and infrastruc{ixgopean Parliament,
2018)

The EECIS a key legislation to ensure the full paigiation of all EU citizens in the digital economy

and in the European Gigabit Society. In order to aiséskMember States in transposing the Directive

into national law, the Commission has provided extensive guidance and assistance. In addition, the
Body of European Regulators for Electronic Communications (BEREC) has developed and published
guidelines aimed at the successful implementation of the new rules. BE§#HXTs the European
Commission and the national regulatory authorities (NRAS) ensuring he consistent
implementation of the EU legislation by the Member States so that the Eldrha#ective internal
market in the telecoms sectoin addition, he Commissionthe BEREC and the authorities concerned
shall ensure compliance of their processofigersonal data with Union data protection rules (Article

1). In respect of the information exchanged, Union data protection rules shall apply (ArticlEhgl).
directive states thaencryption should be mandatory in accordance with the principles ofirfigc

and privacy by default and by desifuropean Parliament, 2018)

Of particular interest is recital 16 of the Directive in relation to the GP#farding eledronic
communications servicewhich are provided to the endiser in exchange for the provision of
personal data. As mentioned in the recital, in order to fall within the scope of the definition of
electronic communications services, a service needs tprbeided normally for a fee. In the digital
economy, market participants increasingly believe that user information is of monetary value.
Electronic communications services are often provided to the-eset for not only monetary
consideration but more anthore often for the provision of personal data or other data. The concept

of remuneration should therefore cover situations where the service provielgnestsand the end

user knowingly provides personal data within the meaning of Regulation (EU) 2016/6#8r data
directly or indirectly to the provider. It should also include situations in which theused allows
access to information without actively providing it, such as personal data, including IP address or
other automatically generated informiin, such as information collected and transmitted through
cookies(European Parliament, 2018yonsidering the aim of the 5BRIVE project, compliance with

the Euppean Electronic Communications Code is essential for a successful deployment of 5G
vehicular networks, ensuring the protection of personal da@gsumer rights and higher standards

for communication services.
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2.2.2.8 Regulation (EU) 2019/881 of the European kRament and of the Council on ENISA and on
information and communications technology cybersecurity certification and repealing
Regulation (EU) No 526/2013 (Cybersecurity Act)

The European Union set up a new institutional framework for cybersecurity, win¢thonly
strengthens the position of the EU Agency for Cybersecuit§ NE I TG SNJ WO9bL{! Q0 0
cybersecurity certification systefor products and services. The Cybersecurityeftered into force

on 27 June 2018 the first regulation of t European Union, which by increasing trust and security
through specific cybersecurity criteria, will enable companies to have their ICT products, services and
processes certified. The new certification system will make the recognition of these cegtficat
possible in all Member States of the European Urfieuropean Parliament, 2019)

The cybersecurity certification framework incorporates security features in the early stages of
technical design and development and allows users to certify the level of security and ensures
independent veriftation of these security features. The aim of these rules is to help build public
confidence in the devices which are used on a daily basis, as there is a possibility to choose between
products, such as loT devices which provide a high level of safetheincytberspace. This
cybersecurity certification system will evaluate products and services and certify them when they
meet specific criteria and rul¢&uropean Parliament, 2019)

The certification framework is a orstop shop for the issuance of cybersecurity certifications. This
will provide significant cost savings for businesses and especially for small and nszadn
enterprises, which would otherwise have to apply for various certifications in different countries.

2.2.3 China
2231 ¢KS tS2L) $Q& wSLlzf AOCRAF / KAYLlL [/ &0SNBSOdzNA

Implementd in 2017, the Cybersecurity L§&SL2 ¥ (G KS t S2 LS SQa wedngot A O
regulation that addresses cybersecurity and protection of privacy on the national level. It reflects the

t w/vied on cybersecurity and reveals an intent for 8y a robust information system that is
resistant to threatsWith the newCS|.China embraced its longstanding assertion of sovereignty over
cyberspacefor protecting and strengthening national securitwhile simultaneouslyenhancing

internet surveillawe for monitoring information flonand controlling foreign technologie&or this

purpose, domestic internet operators and critical information infrastructures are regulated with
specific provisions contained in the Cybersecurity Law. An example of $tadtrirctural measures

adopted by Chinaisthe €01 f f SR & D Nat-hés ef@atively fadilifated the implementation

of the data localization requirement contained in the regulat{drA. Lee, 2018)

The key legal issues regulated by tG&Lrefer to: obligations of networks operatorslefenseof

critical infrastructuresdata localization requirements, security inspection and protection of personal
information (Lee, 2018, p. 70Regardingnetwork operators, the law defines them as networks
owners, managex and service providers. The definition is broad and alldles application of
YySGg2N] 2LISNI G6§2NBQ 20 f A Jde tangd ¢f aches.yThelmaiy éiRyatiang of (i K S
network operators areva) formulate internal security management systems and operating rules,
determine personnel responsible for network security and implement network security protection
responsibilities; bladopt technological measures to prevent computer viruses, network attacks,
network intrusions and other actions endangering network security; c) adopt technological measures
for monitoring and recording network operational statuses and network securitiems and follow
relevant provisions to store network logs for at least six months; d) adopt measures such as data
classification, backips of important data, along with other obligations provided by law or
administrative regulations (Creemers et al., 2018, Art. 21; Lee, 2018, p. IAfgrestingly, the
Cybersecurity Law requiresetwork operators to develop emergency response plans to react to
cybersecurity incidents and, should any incident occur, they must implement remediation measures
and report the incident to the authorities. If the network operator fails to fulfil any ofsthe
obligations, the competent authorities can order corrections and warnings. Authorities can also issue
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fines to network operators and management personnel directly responsible for the violation
(Creemers et al., 2018)

¢KS NB3IdzA FGA2y dzaSa (KS refeqdthe fagilfideAsyisterdstand nétworkdNI &
that are socially and economically crucial to the functioning of a country. The social and economic
AYLRNIFYOS Aada RSUGUSNNAYSR dzll2y O2yaARSNI GA2Y A
health andsafety. In this sense, the concept of critical infrastructures covers a wide variety of
sectors, including transportatiofCreemers et al., 2018:A. Lee, 2018)According to theCS| critical
infrastructure is an infrastructure that might endanger national secuthyg, welfare system, the

LIS2 L) SQa f thePpdbiiciniers iRlestroyeR or rendered dysfunctional. In addition to this

very broad definition, the State Council has the competence to define the scope of application and
security measures of critical information infrastructures, leaving thus a great governmentatidiscr

in this regardCeemers et al., 2018)

Probably the mostcharacterizingfeature of the Cybersecurity Law is the data |azdion
requirement. Data locaation typically refers to policies requiring companies to store data regarding
their users in servers within theiuaiisdictional borders. Under the Cybersecurity Law, operators of
critical information infrastructures have to comply with an additional obligation regarding data
localizationrequirements(Creemers et al., 2018, Art. 3M)is required to storgersonal infornation
YR &2 0GKSNJI Aandlgrbidsfer, ydpeciRllialirdad is subjecto prior security assessment
and authorzation. Noncompliance with this obligatiotan result ina warning, service shutdown,
license revocation or fine@reemers et al., 2018;-A. Lee, 2018Nevertheless, it inot definedin

the regulationwhat constitii Sa G AYLER NIy d RIFEGF £ ®

The Cybersecurity Law also provides for a regime for certification, inspe@iuh review of
cyberspace security measurdsstipulates that critical network equipment and specialized network

& S OdzNA ( @ shdlDrBb®R teOniatinal standards and mandatory requirements with the security
level certified by a qualified institute or confirmed by security inspec{oreemers et al., 2018n

this regard, network products and services that might affect national security have to sustain a
national securily review by the government.

¢tKS /@0SNESOdNARGE [lg Ffaz AyOfdzRSa | asSo
AYF2NXIEGA2YE A AYyF2NXNIGAZ2Y GKFG OFy o6S dzaSR
establish the identity of a natural persdd-A. Lee, 2018)The definition covers, for example, a
LISNBE 2y Qa ddy, ™ 3$ambes, bidbldgikal identification informaticagdress,and telephone
number. On the other hand, when the information is-identified, it is no longer subject to the
Cybersecurity Law. The regulation stipulates that the collection and use ofnarisiormation by
networks operators must be legal, proper and necesg@mneemers et al., 2018, Art. 43} is also
required that network operators disclose the purpose, methadd scope of their data collection

and obtain the consent of the person whosergenal information is collected. Th€SLalso
establishes a prohibition of disclosure of collected personal information to any third party except
when the relevant person givébeir consent or the information has been processed in a manner so
that the paticular individual is unidentifiable and no recognizable information can be recovered
(Creemers et al.,, 2018, Art. 42n addition, under the Cybersecurity Lapersonal information
cannot be disclosed, altered, or destroyed by network operators. The limitheonse of personal
information do not apply to the governmenivhich, on the contrary, retains the power to control
and survey personal informatidaid-A. Lee, 2018)In this sense, network operators must support and
assist public security authorities and the state security authority to protect national security and the
investigdion of crimes. Lastly, the Cybersecurity Law maintained the obligation for network
operators to require users to disclose their real names and personal information and to deny
provision of their services to those users who refuse to provide personahiation (Creemers et

al., 2018; JA. Lee, 2018)
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2.2.3.2 Cyberspace Administration of Chan(CAC)Measures on Cybersecurity Reviewlr{al
Measures)

Following Article 35 of the Cybersecurity Laperators ofcritical information infrastructure must

undergo a security review KAyl Qa ylFGA2ylFf aSOdz2NAGE A& AYLI O
products and servicesn 2017, the Cyberspace Administration of China (CAC) reléédsaslures on

the Security Review of Network N2 RdzOiGa FyR {SNBAOSAa OC¢CNRFfO 6
implement the abovementioned requirement. The Trial Measurestablished processes for the CAC

to conduct cybersecurity reviewdn 2019, a draft version ahe Measures was release the

public, seeking comments for updating the review procesthefTrial Measures. The final version of

the draft was released inpil 2020, under the name Measures on Cybersecurity Review (Measures)

and took effect in June 202Quo, Yan & Zhijing, 2020)

The Measures contains several obligations for operators of critical information infcaste,

includingil KS A LINBRAOGAZ2YE 2F LRGSYOdAlLf ylLiaAazylt &S0«
or services. If the operator identifies risk, it magtply for a cybersecurity review conducted by the
Cybersecurity Review Office. Operatorsignalso specify in their procurement agreemetist

providers of network products or services will assist such revidve Measureslso defines the

scope ofnetwork products and services that include the core network equipment,-téggtability
computers and servers, higeapacity data storage, large databases and applications, network
security equipment, as well as cloud computing services. To ovénseearious regulatory aspects
contained, the Measures sets up a review body led by CAC and includebensenf eleven
governmental agenciegach of them assigned to a specific asgeab, Yan & Zhijing, 2020)

2.2.3.3 Cyberspace Administration of China (CAC) Draft Measures for Data Security Management
(Draft Data SecurityMeasures)

In 2019, the Cyberspace Administration of China releae®zl Measures for Data Security
Management draft (Draft Data Security Measurde)y public comments. Most requirements
proposed by these Measuresverlap with the Standardization Adminisirah 2 y 2 Tatién® A Yy I Q&
standard on personal information protectigeeeSection 2.2.3.8(Luo et al., 2019a)

Summarizing the key provisiottisat overlap with the abovenentioned standardthe Draft Data
Security Measures tplire network operators to publisprivacy policies that includéeir rules for
data collection and usée.g., basic information of the network operator, purposes, types, volumes of
data, security strategies implemented, etdJnder the new Draft Measusg it is prohibited tdforce

or mislead data subjects to consent to the collection of personal data through functions such as pre
checked authorization or bundled functionrRegarding data retention, data cannot be kept longer
thanit is described in the nivacy policy of the network operatoRegarding network operators using
personalized recommendations or targeted marketing, they midentify such information as
GidF NBSGSR Lldza K-frigndyLaltbud heeHanisth Bdfore ddiardhiypersonal infoation

with third parties, network operators must assess the associated securityanskebtain consent. In
case of a security incident, network operators madbpt remedial measures and notify their data
subjects(Luo et al. 2019a)

There are also newequirementsproposed, includingl KS RSTAYA(GA2Yy @ffthatY L2 NI
AT t£SF{1USRX YI@& RANBOGfR& IFFTFFSOU /KAYlFQa ylFraAz2yl
health and securit/(Luo et al., 2019a)f network operatorscollect important data, they musfile

their data collection practices with the CA@owever the Draft Data Security Measures does not
define the purpose and meanof sucha filing mechanismNonetheles, network operators must

conduct a risk assessment ofyahandling of important data (e.g., publishing, sharing, clamsler

transfer, etc.)Further concerning crodsorder data transfers,itey must obtain prior approval from

their corresponding indusyrregulatoror the CACAdditionally, network operators must designate a

person knowledgeableand experiencedin data protection tooversee data protectionefforts.
Designated persons are responsible for coordinating the establishment and implementataon of
internal data protection prograngverseeing the completion of a DRk&porting on data protection
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practices and incident responseand the handling of data subject complainihe draft further
defines potential penalties for network operators whailéd to comply with the requirementd_uo
et al., 2019a)

2.2.3.4 Cyberspace Administration of China (CA®aft Measureson Security Assessment dhe
Crossborder Transferof Personal Information (Draft Security Assessment Meas)re

To furthersupport the implementation of the Cybersecurity Lathe Cyberspace Administration of
Chinareleased along with the Draft Data Security Measures detailed abdwe, Measures for
Security Assessment of Export Bersonal Informationdraft for public consultation in2019

OKSNBFFOISNI W5NI Fi { S OdmeIndie objectiva 8fhe Ye§uation ia ® lpdt dzNJS 3

forward specific provisions related to the crebsrder transfer or personal information. The Draft
Security Assessment Measuregtends the scope of the CSL, requiring all network operators to
undergo a security assessment before handling persimfiatmation. Nevertheless, if other laws or
regulations have already specified rules on c#oggler data transfer of personal informatip they
must take precedencéLuo et al., 2019b)

As mentionedabove, network operators are required to undergo a security assessmenttritata
collection and transfepne time for each data recipient. On an-adc basis or at least every two
years, network operators must update their security assessmEbntlowng Article 6, security
assessments focus on key factors such as the compliance of the transfer with the applicable laws and
regulations,the ability of contractual terms to protect the rights of personal information subjects,
whether there is a history diiarming legal rights and interests of personal information subjaents
whether the obtaining of personal information is legitimate and lawf@fter the applicable
ProvincialCAC has conducted the assessment, it sends back a report of results to boihetiador

and the central CAQuo et al., 2019hb)

Furthermore the Draft Security Assessment Measures also define the content of contracts between
network operatorsand data recipients (Article 13), state the obligatiofi:ietwork operators (Article

14) and data recipients (Article 15)Particularly important for &DRIVE, the draft also sets
requirements for companies with no operation in China (Article HOan entity collects personal
information in China but does not have any operations theatrenust fulfil the same obligations
imposed on network operator@d.uo et al., 2019b)

2.2.3.5 Law of the PRC on the Protection of the Rig and Interests of Consumers (Consumer
Protection Law)

The Consumer Protection Law entered into force in China in 1994 and was subsequently amended
twice, in 2009 and 2013. This regulation represents the main legal framework for the protection of
consumdNBA Q N 3 Kas & esthliShegthiit/icohsumers have the right to safety, choice, truthful
information, fair treatment, to form sociarganizationsand fair compensatioJiang, 2019)

With the 2013 amendment, the regulation was updated to meet the increasing regulatory needs for
the protection d consumers on the internet. The primary aim of the amendment was to extend to
the digital market the safeguards already in place in the traditional economy. The law protects
O2y adzYSNBRQ LISNE2YIFf AYTF2NXIGAZ2Y | yRvidngdkplididizt S a
0KS LlzN1J22 &Sz YSUiK2RX a02LJS F2NJ 02ttt SOGAy3a 2NJ

(

' YRSNJ GKS NB3IdzZA F A2y O2yadzYSNAQ AYF2NXNIGAZ2Y A

operators to disclose, sell, or progidliegally such information without consent. Companies have an
obligation to remedy data loss and violations can result in fines or license suspension or revocation
(Jiang, 2019)

Related to the Consumer Protection Law, brief mention must be given to the Advertising Law that
defines internet advertisig while establishing rules for publishers of online advertisements. The
Advertising Law also defines the applicable controls and fidasng back to 1994Advertising Law

2F GKS tS2L) SQWAUWSLIz0t A0 2F | KAYL
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2.2.3.6 Draft of the Personal Information itection Law (PIPL Draft)

In October of 2020, China published a draft of the Personal Information ProtectionPlLRidD(aft)

with a monthlong public comment periodt KS 5N} FdX AF LI aaSRI ¢ 2 dz
comprehensive law on personal data peotion.Much like the GDPR, the PIPL Draft distinguishes the
principles of transparency, accountability, fairness, purpose limitation, data minimization, data
retention, and accuracy. It also provides management and security measurédse form of
compliance audits, risk assessments or data breach reparfliig PIPL DraRSTAy Sa RIFGF &
rights, such aghe right to information and explanation on data processigcess to the copy of
personal data stored, right to correction, object processinghtrito withdraw consentor right to
deletion(Creemers et al., 2020)

Article 4states that persoal information refers taxall kinds of information recorded by electronic or

other means related to identified or identifiable natural persons, not including information after
anonymization handling (Creemers et al., 2020)Activities such as collection, storage, use,
processing of personal information fall into the meaning of the handlingen§onal mformation.
Organizations and individuals that handle such activities are refereas personal information

handlers and, according to Article 9, are required to follow safeguards to secureetisonal
information they handle(Creemers et al., 2020Yhe orgarzation or individual who controls and
determines the usage of personal data is referreml as a ¢ Rl G LINRP OS&aaz2NEX
RAFFSNEBYGAFGA2Y FNBY GRIGEFE O2yGNREtSNE & LINRJJ

The Draft states certain circumstances under which the handling of personal information is allowed
without consent. Such circumstancexlude public interes protection of life, health or property

and other emergency situations and circumstandes/ RA @A Rdzl £ Q& 02y aSyd Ydz
and explicitly, with thefull knowledge on personal information handligg., including information

on the identity, use, purpose, storage period, etcl) personal information is provided to a third

party, handlers must bring this information to the knowledge of the data subject should obtain
separate consentSimilar provisions apply if personal information geovided outside of PRC
(Creemers et al., 2020)

In contrast tothe Cybesecurity Law, which provis limited extraterritorial application, th@IPL

Draft puts forward an overseas extraterritorial application to individuals and entities that handle
personal information Unlikein the GDPR, there are no provisions for adequacy determinations in
third countries. While the GDPR promotes the free flow of data across borders providing for transfer
mechanisms, the draft PIPL requires security assessments in case of abroad personal data transfer.
Generally, the Draft provides for more expansive data localizatiguirements and states clearer

rules on crosorder transfer of personal dat@reemers et al.,@0) This is an especially important

piece to note for the 5RIVE projedbr the harmonization and correct implementation of services.

22375k G {SOdNRGe [+é 2F G(KS tS2LX $0a wSLldzmt A0

In 202Q the Chinese government released a draft Data Secuaiy for public comment. Together
with the Personal Information Protection Law, the Data Security Law is set to lay down new power
and responsibilities for government bodies and private ac{Bafaelof et al., 2020)

The Draft lawis presented in seven chapterSew of the particularlynotable provisionsnclude

Article 2that defines the scope of the law S8 2y R (G KS 02NRSNE #wherdi KS t
2NBIFYATFGiA2ya 2N AYVRAOGARdDZ fa 2dziaiRS 2F GKS Y
engage in datactivities that harm the national security, the public interest, or the lawful interests of
OAGAT Sya 2NJ 2NHIFyAT IGA2ya 2F GKS tS2LX S$Qa wS Lidz
to the lané Mxticle 19proposesa gradingand classifiation system for differentiatinghe degree of

impact an national security, public interede interest of citizens, etd-urthermore,Article 25calls

for the establishment of a data security management system for those who conduct data activities.
AtA Ot S o RS T Ay S &dataReblléddtion, Istbrigk, ProdedsiBgd usd, providion, transaction,
publication, and other activitiéss KA f S RI G & S OdzNaAbilitp to Adapt rimess&WNE (i 2 2
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measures to ensure data is effectively protected amefully used and remains continually secure in
the statet (Rafaelof et al., 2020)

2.2.3.8 Chinese Standard: Information Security TechnologyPersonal Information Security
Specification GB/T 35273017 (CPISS)

TheChinese Standard: Information Security Technolpggrsomal Information Security Specification
(CPISKis a legal document complementing and clarifying existing data protectios. lawwvas

I R2LIGSR AY Hamt o0& [/ KAYlFIQ&a LYFTF2NXIGA2Y { SOdzNA
introduction of this standardChina establishes a voluntary framework detailing the best practices
F2N) O2YLAX AL yOS 6AGK [/ KAYlIQa RFEGF LINRBGSOGA2Y f I
that is aligned with the GDPR. In other words, this document is an instrument ofasofbut,

although not mandatory, it is highly regarded when Chinese authorities review the conduct of
personal information controller t S2 L SQ& wSLJzoft A0 2F [/ KAyl DSy
Supervision, Inspection and Quarantine, China National Standardization Administration, 2017)

The CPISS applies to personal information controllacdudingany private or publiorganization

0 K I { th&dowier ta decide the purpose and metbod 2 F LINP OS&aaAy I oLISRER $0A&
Republic of Cha General Administration of Quality Supervision, Inspection and Quarantine, China
National Standardization Administration, 2017)KS a il yRIF NR dzaSa G(KS G SNY
to define the information that can be used to identify a specific natusetsonl Y Ry 2 (i & LIS NE
RFEGFé I a (.RI% CPISSago pRoids rules for processing sensitive personal information.

| 26 SHGSNE GKS adl yRINRQa RSTAY A (aidi#fefentapproaahthghd A G A O
the GDPR, for instanc8he § I Y RF NR f Ayl1a (KS aaSyaradArAgriaes 27
damagesandharm that a person might suffer if the information is lost, misused, or if it is capable of
endangering persons, properties, or health, or if it may result in discrimipat@atment. For

example, according to the context of the data processing activities, national identification card
numbers, login credentials, GPS locations can amount to sensitive personal informatidh 2 L)X S Q&
Republic of China General Administration of Quality Supervision, Inspection and Quarantine, China
National Standardization Administration, 2017)

The CPISS adopts gealeprinciples that can be found in most data protection laws. The purpose for
processing personal information must be clear, determingad fair. Collection and processing of
personal information should be proportionate, secure, based on a risk assesap@ioach and in
compliance with the rights of individuals to control processing operation in relation to their personal
information. Processing of personal information must be based on consent or on a limited set of
exceptionsthat mirror the exception ontained in the GDPR with some distinctions. According to the
CPISS, consent to collect and process personal information is not necessary when:

1 the personal information is directly related to national security and natiatefense or
directly related wih public security, public health or major public interests;

1 personal information is directly related ta criminal investigation, prosecution, trial,
judgement, or enforcement;

1 the purpose for processing is to defend material legal rights of persormhiation subject
or other individuas;

1 the personal information collected is disclosed by the personal information subject to the
public; the personal information is collected from lawfully disclosed information;

required for the execution or performanad a contract;

the personal information is required to maintain the safe and stable operation of the product
or service provided;

the controller of the personal information is a news agency;

the controller of the personal information is an academiceagsh institution and collection
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and use are necessary for statistic or academic researchdqgublic interest;

f inthe presence of other circumstances stipulated by laws and regulationsS 2 LJf SQa wSL
of China General Administration of Quality Supervision, Inspection and Quarantine, China
National Standardization Administration, 2017, para. 5.4)

Noth 6f &> (GKS adrkryRFNR R2Sa y2i0 YSyiGaAzy aySOSaanai
GKANR LI NIéé¢ a Ly SEOSLIiAz2zYy G2 tFéFdZ RIFGI LN
includes several exceptions to consent, it is possibleuggsst that the legitimate interests of
controllers can be considered mostly covered within these additional exceptions.

In principle, personal information has to be deidentified upon collection and the information
necessary to rédentify anonymizedpersmal information must be kept separated. To this end, the
standards mandate that personal information controllers have in place adequate organizational
measures to achieve this purpoget S2 L) SQa wSLldzoftAO 2F [/ KAYyl DSy
Supervision, Inspection and Quarantine, China National Standardization Administration, 2017, para.
6.2)

Like the GPR, the CPISS includes a purpose limitation requirement. Secondary use of collected
information must relate to the original purpose for collecting the personal informat#atditionally,

the standard vests personal information subjects with several ritifgs mainly match the rights
conferred to data subjects by the GD&®R S 2 LS SQ& wS LJdzo f Ailstra?ich of/Qality I DS
Supervision, Inspection and Quarantine, China National Standardization Administration, 2017, para.

7). Personal information subjects benefibm a strengthened right to erasure since the standard

does not conceive exceptions tolity R Ay Of dzZRS& GKS O2y iNRfft SNBRQ 2¢
the erasure. On the other hand, this right can be invoked only when such processing operations are

in breach of any law or prior agreement with the personal information subject. Persdoahation

subjects also have the right to have their accounts cancelled immediately if they so request. In
ASYSNI > GKS GAYS fAYAG G2 O2YLX @ gA0K GKS LISNI
to data portability is limited taa certaintype of personal information such as health, education and
occupational informatiord t S2 L)X SQ& wSLJdzo f A Gstr&tidn off Qality SupedvBighS NJ-
Inspection and Quarantine, China National Standardization Administration,.2017)

When a personal information controller intends to rely on a data processor, the CPISS requires the
performance of a risk assessment to eresadequate security of the process. Data procesabwsays
remain under the supervision of personal information controllers through audits and compliance
assessments. When a data processor desires to contract-arsgkssor, it may do so only with the

datt O2y GNRffSNDa LISN¥YAaarAzyd t N2OSaaz2NB akKl NB
adzo2aS0iaqQ NBldsSaida FyR Ydzad y2a6AFe GKS RFEGLF
processors are required to notify controllers when theymat offer an adequate security level to
personal information or when they need to process personal information outside the agreement
with the controllerot S2 L SQ& wSLIzot A0 2F [/ KAYl DSYSNJIf
Inspection and Quarantine, China National Standardization Administration,.2017)

O

In accordance with the Cybersecurity Law, prior notice and consemt frersonal information
subjectsare necessary when noede-identified personal data must be shared or transferred. The
CPISS also suggests that in this circumstahedransfer or sharing of personal information undergo

a prior risk assessment and mitigat exercise. The standard also sets out specific redoedping
obligations regarding the sharing or transfer of personal information and an obligation on controllers

to bear responsibility for any damage caused to individuals by the transfer or sharitiggir

personal information. In addition to the requirements set by the CPISS, share or transfalstata

have to comply with the security assessment measures established by the Cyberspace Administration
of Chinaot S2 L) SQa wSLlzoftAO 2F / KAYyl DSYSNIft ! RYAYA
Quarantine, China National Standardization Administration, 2017)

In terms of organizational measures, the standard requires controllers to:

1 have internal procedures to grant access to personal informationaariclorizeoperations;
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1 keep records of data processing;

T put in place procedures for deidentification of data subjegton collection of personal
information;

1 appoint Chief Information Security Officer and designated personnel with responsibility for
information security;

conduct periodic staff training;

conduct security training before the release of products or sesyi

YR KIF@S | RSRAOI (SR a SrgadehdlonmizetsinSiveYhreahdldai KS O
process personal information of more than 500.000 personal information subjects.

Personnel with access to sensitive personal information must be subjaéctédckground checks
0t S2LX SQa wSLWzmtAO 2F [ KAYL DSy SNI f l RYAyAad
Quarantine, Cima National Standardization Administration, 2017)
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2.2.4 Regulations Summary matrix

UNRegulations Key points Application and relation to other laws

1 It applies to the automotive sector fovehicles

UN Regulation on that permit software updates.

Cybersecurity and Cyber | I Provides a frameworfor setting up a
Security Management Cybersecurity Management System.

Systems M Defines rules for manufactures to follow before

releasing their vehicle to the market. Most recent UNevel Regulations defining a framewouk f
cybersecurity and software updates in the automotive sector.

1 It applies to the automotive sector for vehicles

UN Regulation on with anautomated driving system equipped.
Software Updates and 1 Provides a frameworfor setting up aSoftware
Software Updates Update Management System

Management Systems 1 Defines rules for manufactures to follow before

releasing their vehicle to the market.

Tablel: UN regulation summary matrix

EU Regulations Key points Application and relation to othe laws

It sets:
9 rules for free movement of data

1 requirements for consent and the rights of data

The General Data subjects The main European Union regulatory framework in the field of

Protection Regulation personal data protectionintrinsically related to the ePrivacy
(GDPR) I obligations of data controllers, Data Protection | Regulation

Design and by Default approach, DPIA etc.

1 avolun@ry data protection certification (art. 42)
system to demonstrate compliance
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EU Regulations Key points Application and relation to othe laws
The Directive on Privacy | It Provides for:
and Electronic  requirements for security and confidentiality of [ \vith respect to the GDPR, the ePrivacy Regulation will be
Communication (ePrivacy communication, protection of traffic and locatio| consideredex specialis
Directive) and the data and potection of the enduser terminal . o

. . Addresses further geects of electronic communications networks

European Union equipment . .
Regulation on Privacy of § fundamental rights and freedoms, as the respe that may affecthe rights and freedoms of data subjects.

. N u I , . . .. .
Elec_tronlc Commu_mcatlon for private life in the electronic communications It does not include any specific provisions for data retention.
(ePrivacy Regulation) sectot

Digital service providers are covered by the NIS Directive regim
Directive on Security of f ltis alegislaton on cybersecurity, measuresto [dzLJ2y G KS a2t S (GNlIyalLlRairildAizy
Network and Information guaranteethed SOdzNRA G & 2 F { K S| national law.
Systems (NIS Directive) cyberspace Essential serviceme only covered by the scope of the NIS Direcf
upon designation as such by the respective Member State.
9 It strengthens Europe's collective resilience to ) ]
cyber threats The revised NIS presents a new EU cybersecurity strategy for
Revised Directive on . . shaping Hrope's digital future.
Security of Network and 9 It ensures that all citizens and businesses can The EU Cvb iy Act h ) dE ith a f

. take full advantage of reliable services and € y er_securlt_y_ Ct, as equipped Europe With a Tramewq
Information Systems (NIS reliable digital tools for cybersecurity certification of products, services and process
2 Directive) . o and strengthened the mandate of the EU Agency for Cybersecy

9 It aims to address existing and future cyber anc (ENISA).
non-cyber threats

_ _ 1 It provides formutual recognition and
Regu_lgtlo_n on Electronic interoperation of cros$order elD management,
g:xilzggt;gpgre]gtgﬁz trust services and certificates Since the GDPR repealed Directive 95/46/EC, all provisions of

= T UsLINA Y NBE 202SO&RSE i A A elDAS Regulation have to be interpreted and applied in accordz
Transactions in the of a person with the GDPR
Internal Market (eIDAS P ' '

Regulation) 1 It defines predetermined Level of Assurance
T tOf I NAFASA GKFG dzyl yaA
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5D

Key points

Application and relation to othe laws

EU Regulations

takes place by transmitting a minimum dataset

which should include a Persistent Unique
Identifier.

It setsrequirements for consiering electronic
identification systems compliant

Directive (EU) 2018/1972
of the European
Parliament andof the
Council establishing the
European Electronic
Communications Code

It rules for the regulation of electronic
communications networks, telecommunications
services and related facilities and services

It is without prejudice to measures takentae Union or national
level, in accordance with Union law, relating to the protection of
personal data and privacy.

In respect of the information exchanged, Union data protection
rules shall apply (Article 11).

Encryption should be mandatory in accordance with phinciples
of security and privacy by default and by design.

Regulation (EU) 2019/881
of the European
Parliament and of the
Council on ENISA
(Cybersecurity Act)

It introducesa European cybersecurity
certification system

Thesystem ensures that certifdd products,
processes and services meet specific
cybersecurity criteria

The first EU Regulation to meet the security challesmje
connected products, Internet of Things (loT) devices and critical
infrastructure through such certificates.

Chinese Regulations

Table2: EU regulation summary matrix

Key points

Application and relation to other laws

¢KS tS2LX SQa
China Cybersecurity law
(Cybersecurity Law)

Cybersecurity and protection of privacy

Internet surveillance for ational security
purposes

Obligations of networks operatordefenseof
critical infrastructures, data localization
requirements, security inspection and protectio
of personal information.

These provisions have been implemented by the Cyberspace
Adminigration of China
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Application and relation to othe laws

EU Regulations

Key points

Cyberspace Administratior
of China Measures on
Cybersecurity Review

Contains the obligations @fperators of critical
information infrastructure

Defines the scope of network products and
services that include the core network
equipment,high-capability computers and
servers, higkcapacity data storage, large
databases and applications, network security
equipment, as well as cloud computing service

Sets up a review body with the lead of the CAC

Following Article 35 of the Cybersecuiitgw, operators of critical
AYVF2NXYIFGA2Y AYFNF &0§ NHzOG dzNB Y
national security is impacted by the procurement of networks
products and services; the Measures on Cybersecurity Review
intends to further define the means of dw so.

Cyberspace Administratior
of China Draft Measures
for Data Security
Management

Provisions in relation tdata collection, retention
and consent

Defines important data and sets specific
obligations in relation to its collection

Cyberspace Administratior
of ChinaDraft Measures
on Security Assessment of
the Crossborder Transfer
of Persona Information

Procedure to export personal information outsic
/| KA Yl Qjérisdton S NJ

The contract between the network operatq
exporting personal information and the foreig
data recipient can be compared todata transfer
agreement or to the bindig corporate rules o
the GDPR

The Draft Measureprovide detailed guidelines on how tisecurity
assessmergtishould be operate@nd is intended to complement
the Cybersecurity Law of China.

Law of the PRC on the
Protection of the Rights
and Interests of
Consumers (Consumer
Protection Law)

Consumers have the right to safety, choice,
truthful information, fair treatment, to form
socialorganizationsand fair ompensation

t NPGSOGa O2yadzYSNEQ L
sets rules for business operators

Requires providing explicitly the purpose,

method, scope for collecting or using informatic

The Advertising Law is another legi&in that is related to the
Consumer Protection Law. The definitions of advertisement and
advertisement publishers are very broad and cover almost any 1
of product or service promotion.
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EU Regulations Key points Application and relation to othe laws

YR SyadNAy3 O2yadzryrSN

It is broader than GDPR, jpsrsonal informatioralso refers to
financial account information and the location of the individual.
f KAYylFIQa FANRBG O2 YLINB K/ Narrower than GDPRs it leaves out of the scope of the definitior
protection. of personal informatiorthe trade union membership, political
Transparency, accountability, fairness, purposq opinions, genetic and biometric data and information related to
limitation, data minimization, data retention and sexual life.

accuracy, principles provided by the draft PIPL| In contrast to PRC Cyber Security Law, it puts forward an overs
(similar to GDPR principles). extraterritorial application to individuals and entities

f Management and secity measures (through Unlike the GDPR, there are no provisions for adequacy

compliance audits, risk assessments, data breq determinations in third countries.
reporting and more) as in GDPR In contrast to GDPR,requires security assessments in case of

abroad personal data transfer.
More expansive dta localization requirements and clearer rules |
crossborder transfer of personal data.

Draft of the Personal Il
Information Protection
Law (PIPL Draft)

Data Security Law of the

f82L% 803 ws Ll New power and responsibilities for government bockes! private

f Required steps to ensure data security is react| actors, together with the Personal Information Protection Law.

(Draft)

It creates avoluntarysystem that is aligned with th@é DPR. It
Chinese Standard: adopts general principles that can be found in most data proteci|
Information Security laws.Establisheseveralrights to match the rights conferred to
Technology Personal 1 Avoluntary framework detailing the best data subjectdy the GDPRNndincludes a purpose limitation
Information Security practices forcoraJt A+ YOS & A UK /| requirement.
Specification GB/T 35273 protection laws In accordance with the Cybersecurity Law, prior notice and cons
2017 (CPISS) from personal information subjects is necessary when-den

identified personal data must be shared or transferred.
Key referencevhen considering potential applicability of
certification solutions for international data transfers.

Table3: Chinese regulation summary matrix
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2.2.5 EUChinese perspective comparison

The following table will provide a brief comparisofi loth the EU and Chinese perspectives,
leveraging orthe GDPRthe CSL anthe CPISSAlthough started the implementation gbersonal
data protection measures latahan the EUboth the Chinese Cybersecurity Law and the Chinese
Standard showeonvergencevith the EU law.

¢KS tS2L) SQa wSLlztAO
& Chinese Standard: Information Security
Technology Personal Information Security
Specification

TheEUGeneral Data Protection Regulation

1 Used the definition personahformation and

1 Uses the definition of personal data ai personal information subjects
data subects f Prior notice and consenflighter rules and
9 Prior notice and consen{different legal does not require implicit consent)

bases for the processing of personal datg T 9YLKEF&AAE 2y v Dbligaiong
1 Emphasis on data controllers and dg q
processors

Data breach notification requirementto
authorities and data subjects but does n
i Data breach notification requiremento specify thetimeframe or information

the supervisory authority and/or dal ¢ There are nospecific supervisory authoritid

subject set up, howeer, the Cyberspac
1 Independent Supervisory Authiies Administration of China handlesnforcement
{ Limiting further processing efforts regionally
 Strong data minimization requirement | T Limiting further processing
1 Specific requirements for sensitive dd T Softer data minimization requirement
(e.g. biometric data, religious belief{ I Specific requirements for sensitive dataut
genetic data, ethnicity, etc.) different definition fproader, riskbased
{1 Right to be forgotteris strongly enforced definition)
1 Right to data portability 1 Right to be forgotten is limited tospecific
cases

1 Pesonal data protection given human rig _ -
level 1 Right to data portability
No privacyrelated restrictions for the

1 High level ofequirements for internationa l : X
generation of solutions

data transfers

1 Voluntary certification system 1 Conceptualized as national security

1 Voluntary certification system

Table4: EUChinese perspectivmmparison
2.2.6 International Standardsand Recommendations

2.2.6.11IEEE 160Wireless Access in Vehicular EnvironmefWWAVE)Working Group Standards
Family

¢KS LyadaddziS 2F 9t SOGNAROIE FyR 9f SOUNRYAOA 9
technical prdessionals for electronic and electrical engineer{ddpout IEEEn.d.) Its IEEE P1609
Working Group is responsible for defining the 1609 Family of Standards for Wireless Access in
Vehicular Environment (WAVE), standardizing not only the architecture but the set of services and
interfaces enablig secure wireless communications in vehicular environnfahined et al., 2013)

As of today, te IEEE 1609 family includes the following standards:
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IEEE 1609-2019

This standard is usedithin architectures describing thenecessary architecture and service for
multi-channel WAVE device@®mmunicating ina vehtcular environmentdo a L 999 DdzA RS F2 1
Access in Vehicular Environments (WAVE) ArchitBE ¢ . H 1 M 0

IEEE 1682-2016(1609.2a2017 and 1609.2{2018)

This standard is useid security services for the applications and management messagesting

the methods forformatting secue management and application messagésai L 999 { G+ yRI
Wireless Access in Vehicular Environme8trurity Services for Applications and Management
aSaalraSazé wHnmcoO

IEEE P1609.22020

This standards used forend entities(e.g., entities who use digital certificates for the authorization
of application activitiespnd includes certificate management protocols supporting gnovisioning
and management of digital dificates (IEEE 1609.2-2020 - IEEE Standard for WirelesscAgs in
Vehicular Environments (WAVEgrtificate Management Interfaces for End Entjtiesl.)

IEEE 1609-2020

This standard is used for networking services dadcribes thosetandard messages necessary for
the support of higher layer communicatistacks(IEEE 1609-3020 - IEEE Standard for Wireless
Access in Vehicular Environments (WAWE)working n.d.)

IEERL609.42016

This standard is used faupporting multi-channel wireless operations by describing standard
message formatgmedium access controMAQ layei for interoperable and remote management of
WAVE(IEEE 16804-2016 - IEEE Standard for Wireless Access in Vehicular Environments (AWAVE)
Multi-Channel Operatigm.d.)

IEEE 1609.12010

This standard is used for ovtre-air electronic payment data exchange protacdéfining a basic

level of technical inteyperability for electronic payment equipmen(te.g.,onboard unit or roadside

unit) by usingDedicated Short Range Communicati®BRLO ¢ L 999 { dF yRIFINR F2NJ 2
Vehicular Environments (WAVEDverthe-Air Electronic Payment Data Exchange Protocol for
Intelligent Transportatiof @ a4 SYa oO6L¢{0Z¢ HAMMDOD

IEEE 1609.22019

This standard is used fadentifier allocationsfor WAVE(IEEE 1609.12019 - IEEE Standard for
Wireless Access in Vehicular Environm@maVE)-Identifiers n.d.)

The IEEE 1609 family of standards is particularly relevant f@FRI@Eas they concern thaafety,
security, and privacy of connected vehiclesr the successful deployment of devicappropriate
safeguards must be ensureoy the application of such standardsecuringcommunication in
vehicular networks against threats.

2.2.6.2 ITUT SG 17 Recommendations

The International Telecommunication Union (ITU) launched Study Group 17 (SG17) to promote and
produce standardization recommentilans on communication technology. ITS standardization
research started in 2014 and is still ongoing. Currently, there are several ITU working groups
developing recommendations on security aspects for ($3V. Lee et al., 2017; Schmittner &
Macher, 2019)The following recommendations were identifiad relevanfor 5GDRIVE:

X.1371 ¢ Security threats to connected vehicles
This recommendation, publighl in 2020,lists security threats to connected vehicles and the vehicle
ecosystem.The recommendation lists threats to be used for future standaadsa reference,
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including threats related to backend serverspmmunication channels, update procedures,
unintended human actionsand external connectivityX.1371 also includes crucial information based
on what can be a potential reason behind an attack, listing potential vulnerab{lKi@871Security
Threats to Connected Vehicleg020) This recommendationsi particularly useful as a baseline
document for identifying threats and vulnerabilities, providing a great starting point fedDBG&/E in
the identification of solutions.

X.1372¢ Security guidelines for vehicl®-everything (V2X) communication

This ecommendation publishedin early 2020,consists of guidelines for establishing safeguards in
V2X communication systems. In the documetityeats and security requirements for V2X
communication systems are thoroughly analyzed. To this end, a basic madieisencases are
presented in the standard. Then, an overview of the performance of a Technology Area Review
Assessment (TARA) is presented together with the identification of necessary security requirements.
Overall the security requirements presented X1372are based on the analysis of detected threats.

In this sensethe recommendationdefines several attacks relating to several aspects of V2X
communication such as vehicle and RSU authentication, integrity and confidentiality of messages,
privacy, andsuspicious behavior of the onboard ur(X.1372:Security Guidelines for Vehitte
Everything (V2X) Communicatj@920)

X.1373- Secure software update capability for intellignt transportation system communication
devices

This recommendationpublished in 2017#pcuses on secure software updates for ITS communication
devices. The main objective of this recommendation is the prevention of thrpatsidingguidance
against sveral risks that may affect communication devices on vehicles. This recommendation
contains a basic model of software updat@groducinga method to analge threats and risks for
software updates and provides security requirements accordingly. In additi specifies modules
for software update through an abstract data form@t 1373 Secure Software Update Cayiéip for
Intelligent Transportation System Communication Deyi2@%7)

X.1374- Security requirements for external interfaces and devices with vehicle access capability

The main goal of this recommendatiopublishedin late 2020, is to identify secuity issues when
external devices, either with or withow telecommunication interface, are connected to the -On
Board Diagnostic Port and defines suitable security requirements to protect this external interface.
The recommendation specifies requiremefits externalinterfaces and devices with vehicle access
capability in telecommunication network environments, addressing identified threats
(X.1374: Security Requirements for External Interfaces and Devices with Vehicle Access Capability
2020)

X.1375- Guidelines for an intrusion detection system forwehicle networks

The main purposeof this recommendation, publisheth late 2020,is to provide comprehensive
guidance orthe identification of intrusions in the system. In this document, the ITU SG17 classifies
and analyses typical attacks omvahicles networks and systems. In particular, it focuses en in
vehicle networks with general Intrusion Detection Systems (IDS) cannot suppayt CAN or CAN
FD)(X.1375: Guidelines for an Intrusion Detection System féYehicle Networks2020)

X.1376- Scurity-related misbehaviour detection mechanism using big data for connected vehicles

This recommendationpublishedearlier this yeardescribes anisbehaviordetection mechanism for
connected vehiclesn two steps: 1) data capturéhat specifiesthe types of data captured from
different sourcego detect misbehavior; 2)letectionthat analyzes captured dafx.1376. Security

RelatedMisbehaviour Detection Mechanism Using Big Data for Connected VeB@2d3

As mentioned abovethe recommendations of 1T on connected vehicles providgiidelines for
not only identifying threats to connected vehicular networks but introduce effectheasures on
tackling such threats and risks.
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2.2.6.3 ISO/IEC 27002018 ¢ Information Security Management System (ISMS) family of
standards

Management system models standards by the Internationga@ization for Standardization (ISO)
and the International Egrotechnical Commission (IE@pvide a settingor operating management
systems.The Information Security Management System (ISK&B)ily of standardsprovides a
framework for organizations to managéhe security of theirassets, information, or intell¢gal
property under over 19 standard¢§lSO/IEC 27000:2018(En), Information Technofogspecurity
Techniques Information Security Management SystemsOverview and Vocabularyn.d.) The
following standards were identified as especially relevant forDBBVEO ensure the securt of
connected vehicular networks

ISO/IEC 27001:2013 Information Security Management (ISO 27001)

ISTIEC 270012013 is an international standard designed to establish an information security
management system within aorganization Overall, the standardequires monitoring the risks to
information security in arorganizationand examine possible threats and vulnerabilities. In case of
identification of any risk, the standard calls fine implementation of an appropriate form of risk
treatment to reduce ke risk to an acceptable risk. The standard also requires that the management
of information security follows a process that ensures that th&lB | y A Inforindti@nyserarity
needs are met on an ongoing badiSO 27001 has been construed to be techggloeutral and to
follow a topdown riskbased approach. The document defines a process dividedifferent parts:
define a security policy; define the scope of the information security management system; conduct a
risk assessment; manage identifiedkds identify control objectives and controls to implement;
prepare a statement of applicabiliynternational Organization for Standardization, 2013a)

The standard requires that all sections and branches obtigenizationcooperate in implementing

and respecting the standard. Among the specifications provided, ISO 27001 includes details for
documentation, management responsibility, internal audits, continual improvement and corrective
and preventive action@nternational Organization for Standardization, 2013a)

It is necessary to note that 1ISO 27001 does not reqthieuse of specific information security
controls but provides a checklist of controls that should be conedién the accompanying code of
practice. In the code of practice, it is described a set of objectives and good praxctahieve
control of the information security management system that is efficient and effective.

ISO/IEC 27002013 Information Technabgy ¢ Security Techniques; Code of Practice for
Information Security Controls (ISO 27002)

ISGIEC270022013 intends to guide the adoption ofinformation management security standards
and information security management practices. The scope of this teghmeport includes
selection, implementation and management of controls suitable to establish an information security
system. In guiding the user through the adoption of the most suitable measures, the standard
considers the risks arising from the envinoent in which theorganizationoperates(International
Organization for Standardization, 2013b)

The standard is directed wrganizationsi K | sél&ct cantrols within the process of implementing an
Information Security Mnagement System based on ISO/IEC 27001; implement commonly accepted
information security controls; develop their own information security management guidelines
(InternationalOrganization for Standardization, 2013, para. 1)

ISO/IEC 27005:2018 Information Technologysecurity Techniques Information Security Risk
Management (ISO 27005)

ISTIEC270052018is an international standard based on a risk management approac2 16
describes the procesd mformation security risk management. This process is composditferent
activities: establishment of the risk management comteassessment of the relevant information
risks handling of the riskanformation to the st&eholders as well agnonitoring and review of the
risks. This is a continuous procekat should be done regularlylhe appendices ahe ISO 27005
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standard provide examplesf fiow to implement the risk management approach described in the
body of the sandard (ISO/IEC 27005:2018(En), Information Technotog8ecurity Techniques
Information Security Risk Manageme2018)

ISO/IEC 27701:2019 Extension to ISO/IEC 27001 and ISO/IEC 27002 for Privacy Information
Managementg Requirements and Guidelines (ISO 27701)

ISOIEC277012019is an international standard aiming to provide specifizasi and requirements to
create a privacy information management system withinaeganization Although its design and
structure resemble closely 1ISO 27001, the two standards cover different subjects. While 1ISO 27001
relates to the way arorganizationkeeps data accurate, available and accessible to approved
employees only, 1ISO 27701 focuses on the wayo@anizationcollects personal and prevents
unauthorizeduse or disclosure of personal daflaternational Standardization Organization, 2Q19)

In other words, ISO 27701 is a privacy extension to the international information security
management standard. In fact, like the standard for information security management systems, ISO
27701 adopts a riskased so to allovorganizationgo identify speific risks to privacy and achieve
compliance with applicable data protection regulation throutite implementation of suitable
measures.

2.2.6.4 Otherrelevant|SO standards

ISO/IEC 29190:2015 Information Technolegyecurity TechniquesPrivacy Capability Asssment
Model (ISO 29190)

ISTGIEC291902015presents the guidance on how to assess the capability of a girgamizationto

manage processes related to privacy. The standard describes the different steps necessary to access
the capability of arorganizaton in the context of privacy. ISO 29190 specifies the different levels for

the privacy capability assessment. At the same time, clear guidance is given in the standard on the
main process areas to assess by the responsible members afr¢famizationand inally, on the
integration of the privacy capability assessment into the usual operations ofotbanization
(International Standardization Organization, 2015a)

ISO/TR 12852009 Intelligent Transport Systemy System Architecture; Privacy Aspects in ITS
Standards and Systems (ISO/TR 12869)

L{hke¢w wmMHypd O2yIil Ao develdéry 6f NdtefligenB ulahsRdt f sksierBsa (ITS)
standards and systems on data privacy aspeand associated legislative requirements for the
development and revision of ITS standards and syst@mernational Standardization Organization,

2009 para. 1.)In more detall, this reporguidesthe development of the architecturand design of

all ITS standards, systems and their implementation and serve as a roadmap to developers of ITS
devices on general data privacy and protection aspects.

ITS involve extensive movement and exchange of data. Some data exchanged are anonyit®us, wh
others can reveal personal information. Nowadays, information cannot always be kept anonymous.
Therefore, privacy is protected around the world by data privacy and data protection regulations.
ISO/TR 12859 acknowledges that underlying principles @ag@riand data protection are common
across the globe, while each legislation adopts its own interpretation of those principles. In this
sense, ISO/TR 12859 introduces a general framework to harmonize privacy and data protection
approach in the developmendf ITS standards and systenis. fact, it is undisputable that ITS
technologies will provide many opportunities to improve mobility and reduce its costs. On the other
hand, designing ITS systems and standards shall give the highest consideration todegeiral
requirements for privacy and protection of data. This means taking into considefigopotential

use and misuse of data in a system in order to achieve a desirable level of protgotenational
Standardization Organization, 200%or this purpose, ISO/TR 1888an be considered a valuable
starting point to develop a common framework for privacy and data protection in ITS systems among
membersofthe 56& wL +9 LINP 2SO0 Qa 02y a2 NIiAdzyo

ISO 24100:2010 Intelligent Transport System®asic Principles for Personal DaRrotection in
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Probe Vehicle Information Services (ISO/TR 24100)

This standard addresss the requirement for designing probe vehicle systems in compliance with
data protection rules and policies. In general, it is expected that probe data collectiomsystd

use suitable technical measures to minimthe collection of personal data and protect their use.
However, if it is not possible to foresee in advance any possible threat, this report aims to provide
clarifications on the best approach to ensutet probe vehicle systems are designed and deployed

in accordance with data protection regulations. This standard is necessary because these systems
collect and can reveal a great amount of sensitive personal information. This protection is particularly
important because it is difficult toompletelyeliminate any possibility of probe data being linked to a
specific individual or vehiclgnternational Standardization Organization, 2010)

The main objective of ISO/TR 24100 is the promotion of safe deployment and soundierpains
probe vehicle information services. This standard addresses the following issues:

¢a) If the providers of probe vehicle information services are not consistent in their handling of the
privacy aspect of personal data, it could give rise to confusitiie marketplace and generate public
mistrust of the services themselves. The development of this International Standard will facilitate the
development of standard procedures common to all probe vehicle information service providers.

b) Increasing thé&ransparency of probe vehicle information services will enable drivers to know better
in advance how probe data are to be collected and used, which will help dispel their anxieties about
the possible misuse of their personal data.

c) Having an InternationaStandard will allow more efficient research and development work on
probe vehicle information systems and enhance the universality, commonality and interoperability of
these services, thereby facilitating their smooth exparssigimternational Standardization
Organization, 2010, Introduction)

ISO 16461:2018 Intelligent Transport SysterGriteria for Privacy and Integrity protection in probe
vehicle information (ISO 16461)

ISO 16461 provides basic rules on probe velmétgmation services. This is intended to be a tool for
service providers to achieve compliance with their obligations and respedgirivacy of their users.

This document focuses on probe vehicle systems intended as systems collecting probe data from
private vehicles for processing to produce useful information that can be provided to various end
users.In the context of ISO standards, this document is a further specification of 1ISO 24100. In
particular, it clarifiesthe rights and interests of probe datsubjects and aims at ensurine
protection of their privacy. This standard acknowledges that probe vehicle systems are subject to
data protection regulations and, therefore, it intends to suggest protective measures and pfuicies
implementationin these devicesThe objective of this standard is to create a general framework for
protecting the integrity of personal data and privacy of information gathered by probe vehicle
systems. For this purpose, it identifies possible solutions for the proteatiomnonymity and
integrity of probe datgInternational Standardization Organization, 2018)

With this aim in mind, 1ISO 16461 covers the: definition of security and privacy requirements for
probe vehicle system@VS) specification of a common interface eng\g privacy and integrity in
probe vehicle information acquisition; definition of a scheme for protecting probe vehicle systems in
terms of integrity and privacyn addition, the scope of this document also includiég architecture

of the PVS in suppodf appropriate protection of data integrity and anonymity in the PVS; security
criteria and requirements for the PVS, specifically requirements for data integrity protection and
privacy; requirements for correct and anonymous generation and handling obeprdata
(International Standardization Organization, 2018)

ISO/TR 17427:2015 Intelligent Transport Systems Cooperative ITS Part 7: Privacy Aspects
(ISO/TR 17427)

ISO/TR 17427 is a document issued by ISO to increase awareness on possible privasyaissing
from the development, deployment and implementation of Cooperative Intelligent Transport System
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(GITS). From this point of view, this report does not provide specifications for solubotiese

issues.In general, &TS consists of multipl&'S technologies which communicate and cooperate to
gather and produce enhanced information than those they would create absent communication and
O22LISNI GA2y Pl tKSaSOERAOE%a a2 Wilf{1Q G2 SI OK 2
signficant potential to improve the transport netwarKinternational Standardization Organization,

2015b, Introduction)

GITS are capablef presentingthreats to privacy. In order to avoid these risks, it is necessary that C
ITS ae subjected to control and regulations to prevent any abuse. In this sense, the document
describes €TS devices and highlights privacy issues related to them. Through this identification
process, the standard then suggests solutions to control and natitiegm, as well as ways to limit
liability due to privacy violation@nternational Standardization Organization, 2015b)

2.2.6.5 Relevant ETSI standards

The European Telecommunication Standahdstitute (ETSI) is an organization dedicated to the
development of standards for the telecommauation industry. In the context of ITS, this institution
has produced several guidelines for standardization purpdESs$S|- Standards, Mission, Vision,

Direct Member Participatigm.d.)

ETSI TS 102 940 v1.3.1 (2@ Intelligent Transport Systems (ITS); Security; ITS communications
security architecture and security management &TL02 940)

The ETSI 102 940 report provides identification of the functional entities necessary to support
security in an ITS environment. To this end, the purpose and location of several security services are
identified concerningthe protection of trangerred information and the management of the
parameters necessaryor security. The standard takes a holistic approach. It focuses on ITS
architectures and possible security issues affecting them. Then the report highlights eachr of the
threats that mightjeopardizesecurity, privacy and confidentiality. Using this approach, the standard
guidesseveral safety aspects in ITS, such as security requirements for ITS application groups, static
local hazard warnings and advertised servideastly, it also prodies a detailed overviewfdTS
communications security architectu(&uropean Telecommunications Standards Institute, 2018)

ETSI TS 102 941 v1.3.1 (2@B9 Intelligent Trarsport Systems (ITS); Security; Trust and Privacy
Management (ETSI 102 941)

This ETSI standard aims to provide specifications to manage efficiently trust and privacy issues in ITS.
' O0O2NRAY A (2 (KS idsdifiei2tihnlirist e3tabishmemi dngrivadynmanagement
required to support security in an ITS environment and the relationships that exist between the
entities themselves and the elements of the ITS architect(Eeiropean Telecommunications
Standards Institute, 2019, para..Ihe standard recognizes that trust and privacy management
require secure distribution and maintenance of trust relationships. This relationship can be achieved
through specific security parameters that embed enrolmergdentials which are provided by third

party credentials of proof of identity or other attributes, such as pseudonym certifig@eopean
Telecommunications Standards Institute, 2019, para. 4)

ETSI 102 41 promotes four key attributes in relation to privacy: anonymity, pseudonymity,
unlinkability, and unobservability. Among these four features, the standard highlights that the most
suitable solutions to achieve appropriate privacy protection are pseuddgyamd unlinkability of
personal information. According to the standard, the management of trust and privacy must cover
the whole ITS lifecycle. This includes addressing trust and privacy in different stages: initial ITS
configuration during manufacturesnrolment; authorization; operation and maintenance; end of life.

The standard also highlights public key infrastructure ihassential to secure effective protection

of trust and privacy in IT@&uropean TelecommunicatisrStandards Institute, 2019)
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2.2.7 Standardsand recommendations summary matrix

Standards Key points

IEEE 160Bamily of

f

Guidance on secure transmission of messages in Wireless Acc
Vehicular Environments.

Standardize not only the architeqwl but the set of services an

interfaces  enabling wireless communications in  vehic
standards .
environments.
1 Includes: IEEE 16092019, IEEE 16092016, IEEFP1609.2.1, IEEK
1609.32020, IEEE509.42016, IEEE 1609.2D10, IEEE 1609.2019
1 Promotion and production oftandardization recommendations g
communication technology
ITUT SG 17 . T Identifies security threats to connected vehiclasd include security
Recomnendations

guidelines on effective prevention of attacks
Includes: X.1371, X.1372, X.1373, X.13%4375,X.1376

ISO/IEC 27AD(ISMS)
family of standards

Establishes an information security management system withir
organization

Provides a framework for organizations to manage the security of
assets, information, or intellectual property.

Requires monitoring the risks to information security incaganization
and examining possible threats and vulnerabilities.

Includes ISO/IEC 27000:2018, ISO/IEC 27001:2013, IS
27002:2013, IS@EC 27005:2018, ISO/IEC 27701:2019

ISO/IEC 29190:2015

Different steps necessary to access the capability obrganizationin
the context of privacy.

ISO/TR 12859:2009
Intelligent Transport
System

Development of the architecture and design of all ITS stand:
systems and their implementation.

A roadmap to dvelopers of ITS devices on general data privacy
protection aspects.

ISO 24100:2010

Promotion of safe deployment and expansion of probe veh
information services.

ISO 16461:2018

It is a further specification of ISO 24100.

Integrity of personal da and privacy of information gathered |
probe vehicle systems.

Possible solutions for the protection of anonymity and integrity
probe data

ISO/TR 17427:2015

Awareness on possible privacy issues arising from the developr
deployment and implemerition of Cooperative Intelligent Transpg
System (dTS).

No specifications for solutions of these issues.

ETSI TS 102 940 v1.3]
(201804)

Identification of the functional entities necessary to support securit]
an ITS environment using a holistiqapach.

Purpose and location of several security services in relation to
protection of transferred information and the management of t
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Standards Key points

parameters necessary to security.

ETSI TS 102 941 v1.3] 1 Trust establishment and privacy managemenstmpport security in ar
(201902) ITS environment.

Table5: Standards and recommendations summary matrix
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3 Requirement identificationand potential solutions

This section wilidentify key requirements anahtroduce a set of innovative mechanisnthat could

be of relevancevhen addressing the main issues identified in section 2 towtrelslevelopment of

the future 5G vehicular networks. The mechanisms will be organized in two broad types: technical
and organizational based on the business arehictv is most likely to be involved when
implementing them, however they are not exclusive categories given the necessary interaction
between the two.

3.1 Requirement identification

This section will consider the diverseurces showcased ifections 1 and 2 tosynthetize the
normative dispositions identified in the previous section and identify a sethighlevel
requirements for the three main areas of relevance to the BRIVE projectConnected vehicle
Personal Data Protection compliance, V8&¥curity, andbG privacy and securityo be addressed by
5G5 w L #eghnidal andrganizational solutions (of special relevanc&intion 3.2 and 3.3 below

3.1.1 Connected vehicle PDP compliance
3.1.1.1 Enable Privacy Safeguards by Default

The introduction of a requirement tonable safeguards by design and by default as a core principle
of personal data protection is a defining characteristic of the GDPR and other recent data protection
regulations and has been integratedarseveral of the examined normative sources and stadd.

I NIAOES wp 27F (K $he bonttoler shil imgnied &pprdpKateitechinical and
organizational measures for ensuring that, by default, only personal data which are necessary for
each specific purpose of the processing are processed.obfigation applies to the amount of
personal data collected, the extent of their processing, the period of their storage, and their
accessibility. In particular, such measures shall ensure that by default personal data are not made
accessible without 8 A Y RAGARdzZ f Q& AYGSNBSyGAzy G2 Ly
persong(Regulation (EU) 2016/679 on the Protection of Natural Persons with Regard to the
Processing of Personal Data and on theeFMovement of Such Data, and Repealing Directive
95/46/EC (General Data Protection Regulation), 2016)

Ly GKS tn- O2y(SEGST (KS thebvolume &bl diveryitg 6f Sefsondl Katal O 2
LINE RdZOSR o6& O2yyS0iGSR ¢afekraglied b BnsudeXtiiat téthnéidgies O 2 v
deployed in the context of connected vehicles are configured to respect the privacy of individuals by
applying the obligations of data protection by design and by default as required by art. 25 GDPR.
Technologies ould be designed to minimize the collection of personal data, provide privacy
protective default settings and ensure that data subjects are well informed and have the option to
easily modify configurations associated with their personal d4&DPB, 2020)

3.1.1.2 Identification of data categories

Most of the legal sources identified agree on the existence of diverse categories of data, which are
subject to different levels of normative protection. Both in the Chinese and European contexts,

® Each requirement will be complemented with the relevant guidance from the European Data Protection Board, whenever
possible.
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sensitive or special categories of personal data are neized and granted additional protectiin

likewise, norpersonal or anonymized data is not subject to protection and can be transferred as
necessary.

Ly GKS OFasS 2F +H- Syl ot SRVosh BakalassbcigtadsvithicénSect&ds t .
vehicleswill be considered personal data to the extent that it is possible to link it to one or more
ARSYUGAFAIOfS AYRADGARIZ fad ¢KAA AyOfdzRSa GSOKYyA
RAaGlI yOS UGNI @StfSRUO | a gterd (e.g.,@Rghe Cod3nth tgniberaire,S @S
engine RPMtire pressure). Certain data generated by connected vehicles may also warrant special
attention given their sensitivity and/or potential impact on the rights and interests of data subjects.

At present, te EDPB has identified three categories of personal data warranting special attention, by
vehicle and equipment manufacturers, service providers and other data controllers: location data,
biometric data (and any special category of data as defined in &DPR) and data that could reveal
offences or traffic violatiod$(EDPB, 2020, p. 12)

In order to collect sensitive data (and particularly geolocation data), the EDPB has required
O2YLX Al yOS ¢AilK {KGonfiugafioh afdhe yrejuehdNang Qdiaif IheSdatd &
collection, Accurate information to the data subject on the collected data, Valid consent mechanisms,
Collection and processing of sensitive data only as required byasgersted functionalities (disabled

by default); Useinformation of omoing collection; Possibility to disallow collection at any time;
Definition of a limited storage periedEDPB, 2020, p. 12)

3.1.1.3 Protection of traffic data

¢NF FFAO RIFEGFE A& RSTAYSRBny data prodésSed St N piirpdSed of theh NB O
conveyance od communication on an electronic communications network or for the billing in respect

of that communication and includes data relating to the routing, duration or time of a
communicatio8 (European Parliament, 2002, Art. 2(b)p the context of a 5G enabled loV
deployment or a 5&/2X deployment, traffic data and metadatanstitute personal data which can

be used to identify the data subjects and, in some circumstances (when intertwined with other data
sources, for example), reveal special categories of personal data.

The ePrivacirective explicitly limits the conditions in which traffic data may be processed, with the
upcoming entry into force of the ePrivacy Regulation, it is highly likely that the protection granted to
traffic data will be enhanced. For this reason, both cotegwehicles and V2X entities alike should
carefully prevent the disclosure of this informatitmnon-authorized parties.

3.1.1.4 Protection of location data

In a similar manner as the preceding point, location data can easily contain or indicate special
categores of personal data, and must, for this reason, be granted protection by V2X entities. On this
LR2AYGS GKS 9vhen collecth@ persan&l Hafia, véhicle and equipment manufacturers,
service providers and other data controllers should keep in rthatl geolocation data are

*aDAGSY G(GKS a0Ff$S |yR aSyaanibk gendiated daFcondekt&l veliSleshiriy likdly thath o |
processing;, particularly in situations where personal data are processed outside of the vehigleoften result in a high

risk to the rights and freedoms of individuals. Where this is the dadastry participants will be required to perform a data
protection impact assessment (DPIA) to identify and mitigate the risks as detailed in the art. 35 and 36 GDPR. Even in the
cases where a DPIA is not required, it is a best practice to conduct cralpsas possible in the design process. This will
allow industry participants to factor the results of this analysis into their design choices prior to tkmutraf new
G§SOKy2ft23A84a¢ 095t. 3 HAHAYS LI mMTO®

"This type of data has been deemed particylansitive by the EDPB, and for this reason the Guidelines recommend their
local processing of data, prohibiting external processing of data revealing criminal offenses or other infrdEfipB,
2020, p. 13)
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particularly revealing of the life habits of data subjects. The journeys carried out are very
OKI NI OG0 SNR&AGAO Ay GKIFIG GKSe SylotS 2yS G2 AyTS
centers of interest (leisuregnd may possibly reveal sensitive information such as religion through the
place of worship, or sexual orientation through the places visited. Accordingly, the vehicle and
equipment manufacturer, service provider and other data controller shall be partycuigilant not

to collect location data except if doing so is absolutely necessary for the purpose of praeéssing
(EDPB, 2020, p. 12)

3.1.1.5 Data management / Data subject right compliance

Both the GDPR, the Chinese standard GB/T 352037 and standards like ISEZ701 recognize
several rights to data subjects, including rights of access, rectification, opposition, and deletion of
personal data. This requirement aims to fulfil these, with the consideration of some additional
particularities:

a) The data subjects ar@tbe informed as soon as possible after a breach to their personal data
has taken place.

b) The system upon which rights of access are exercised must be available as soon as possible
after facing a data breach to ensure that the data subject resiaitcontrd of their personal
data.

c) All necessary measures should be incorporated to ensure that if the data subject requests
the deletion of its data, any controllers or processors who possess copies of the information
must be informed and asked to comply with thegjuest.

¢CKAA LRAY(OH Aa adzZJ2 NI SR o0\ehidea® equprhentInanafdciu@rk, Y Sy
ASNIBAOS LINPOGARSNA |yR 20KSNJ RFGIF O2y(iNRfftSNR 3
during the entire processing period, through theplementation of specific tools providing an
effective way to exercise their rights, in particular their right of access, rectification, erasure, their
right to restrict the processing and, depending on the legal basis of the processing, their rigiat to da
portability and their right to obje€t(EDPB, 2020, p. 19)

¢KS 95t . y 2 Shiior todhe pr&éssing Ofkpersonalédata, the data subject shall be
informed of the identity of the data controller (e.g., the vehicle and equipment manufacturer or
senice provider), the purpose of processing, the data recipients, the period for which data will be
d02NBRZ YR GKS RI il &@E&0oRBS2020004 1 Mednkse dlemdnyfsRa@ NI K
implementable in the context of connected vehicles (particulanlgse containing an infotainment

system where the information can be displayed), they are quite challenging to implement in the
context of a distributed deployment of V2X entities, as the data subject will not be easily informed
about the complete range oentities, devices, organizations and service providers that have
effectively obtained or processed his/her personal data.

Finally, the EDPB has recommended the implementation of-arhicle profile management system
capable of facilitating settings mo#ifO I (i ik 8rgeéito siore the preferences of known drivers and
help them to change easily their privacy settings anytime. The profile management system in a
vehicle should centralize every data settings for each data processing, especially to fdb#itate
access, deletion and removal of personal data from vehicle systems at the request of the data
subject (EDPB, 2020, p. 17)

3.1.1.6 Data Retention Compliance

The examined standards and legislation (both in the Chinese and European contexts) recognize the
need to esablish rational data retention periods for the storage of personal data. Furthermore, they

all recognize that upon its expiration, data should be erased edelstified. Unnecessary personal

data should be erased by the system without undue delays. Ailies; service providers and data
controllers related to future V2X deployments should utilize reasonable oremtensive data
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retention periods and integrate necessary technical measures to ensure thatunnecessary personal
data are neither requested naegistered (principles of storage limitation and data minimization).
Furthermore, technical methods should be implemented to ensure that data is effectively deleted,
and the process followed should be transparent towards-asdrs.

On this point, the EDPBE O 2 Y Y S y Briversistiotldibe énabled to stop the collection of certain
types of data, temporarily or permanently, at any moment, except if a specific legislation provides
otherwise or if the data are essential to the critical functions of the vehitie sale of a connected
vehicle and the ensuing change of ownership should also trigger the deletion of any personal data,
which is no longer needed for the previous specified purpd&&B, 2020, p. 19)

3.1.1.7 Anonymization and Pseudonymization

As previously spdfied, the dispositions of the Personal Data Protection regulations and standards
examined do not apply to anonymized data as long as the controller is able to demonstrate that they
are not able to identify the data subjects (nafentifiabilityf. TothisSy R Al A& NFEO2YYS
data must leave the vehicle, consideration should be given to anonymize them before being
transmitted. The EDPB recalls that the principles of data protection do not apply to anonymous
information, namely information whictioes not relate to an identified or identifiable natural person

or to personal data rendered anonymous in such a manner that the data subject is not or no longer
identifiable. Once a dataset is truiyonymizedand individuals are no longer identifiableyr&pean

data protection law no longer applies. As a consequence, anonymization, where relevant, may be a
good strategy to keep the benefits and to mitigate the risks in relation to connected ve(idlE?B,

2020, p. 16)

2 KSYS@GSN) y2y e YAl | he? techrigiies stehigssduliodyimikaiiohGux help
minimize the risks generated by the data processing, taking into account that in most cases, directly
ARSYOGAFAFIOES RFEGEF FNB y2i ySOSaalRsdudonytizatioffkK A S @S
reinforced by security safeguards, improves the protection of personal data by reducing the risks of
misuse.Pseudonymizatiofis reversible, unlike anonymization, and is considered as personal data
subject to the GDEREDPB, 2020, pp. 467).

There are many implications to be considered when applying these two requirements in the context
of connected vehicles, the 5GAA has particularly clarified that both Conditional Anonymity (individual
vehicles should be anonymous within a set of potehparticipants) and Unlinkability (no entity
should be able to link the different pseudonyms of a specific vehicle with each other) are key
technical means to be considered when implementing privacy by design i(6G2A, 2020, p. 10)

As such, beyond their application in technical solutions detailedSdction 34, a potential
certification scheme extension should take these elements into acq@edtion 3.5)

3.1.1.8 Records of processing activities and disclosures

In order to ensure compliance with the security requirement of -mefutability and accountability,

and to guarantee compliance with the relevant data protection dispositions, the EDPB recommends
0KS 3ISYSNIGA2Y YR YIAYGSylFryOoS 2F KA&aU2NER 233
e.g. going back six months as a maximum period, in orden&ble the origin of any potential attack

to be understood and periodically carry out a review of the logged information to detect possible

Iy 2 Yl {(EDPB,®2020, pp. 420). These logs should be protected by strong security

8 Deidentification is ax DSy S NI f nyip@deds of Fetbhing the association between a set of identifying data and the
RIF G Ald@sret®ealiGrganization for Standardization, 2008, p. 3)

o Pseudonymisation consists of replacing directly identifying personal data by-sigrifying pseudonym. This can be done
by, for example, using a sec#ety hash algorithm. (EDPB, 2020, pp114.
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mechanismsdquch as encryption, physical safeguards and redundancies) and, in the context of the
future 5G vehicular networks envisioned by this project, should be generated not only by vehicles,
but also by other stakeholders in the V2X chain of custody of persuoamiation.

3.1.1.9 Data breach information

Based on the principles of transparency and accountability of the GDPR and most other data
protection regulations, the V2X entities, organizations and service providers should keep track and
inform data controllers of l@waches to personal data leading to the accidental or unlawful
destruction, loss, alterationynauthorizeddisclosure of, or access to, personal data transmitted,
stored or otherwise processed, thus enabling data controllers to take breach mitigation rasasur
and if required by law, inform the competent Data Protection Authorities and concerned data
subjects of the situation.

3.1.1.10Encryption of personal data by default

All personal data should be encrypted whenever it is stored or transferred. A strong enaryptio
mechanism’ should be selected to fulfil this requirement, including the adoption of stdtthe-art
encryption algorithms and encryption key management, renewal and protection (at-aepézle
basis); device authentication, integrity verification (elgy hashing) and usage of reliable user
authentication techniques.

3.1.1.11Update and review of privacy measures

According to this requirement, stakeholders involved in future 5G enabled vehicular networks should
introduce technical and organizational measuresargmteeing that all V2X entities update and
review their privacy measures, policies and mechanisms to ensure their effectiveness. This
requirement is closely associated with the need to generate records of processing activities, data
breaches and other eves to enable their audit and cros@rification.

3.1.1.12Security of processing (prevention of unauthorized access, alteration, disclosure and
destruction of personal data)

In the context of 5@RIVE, Deliverable 4.3 identified the following list of securityireqents for

V2X communications: Authenticity, Integrity, Availability, Confidentiality, Access Control, and Privacy.
These items will be further detailed in the following subsection. When addressing these topics,
however, it is necessary to remember ths¢curity and personal data protection are intrinsically
connected and while they have different specific objectives, their coordination is fundamental for the
achievement of a reduced level of risk for both the organizations and the data subjects.

In the ontext of connected vehicles, the EDPB has provided some security recommendations that
should be adopted by vehicle manufacturerthe EDPB recommends implementing technical
measures that enable vehicle manufacturers to rapidly patch security vulneebiditiring the entire
fATFSALIY 2F (KGN RBRKEDOBYRYHAGKSt USKAOBSQa QAlL f
2y (0StSO2YYdzyAOFGA2Yy OFLI OAGASE o0SPIADE aAyTF2al
as much as possible tsing secure frequencies that are specifically dedicated to transportation; and
ASGGAY3 dzZd by FEFENY &a8aGSY Ay OFas 2F Fadroy 2
in downgraded mode(EDPB, 2020, pp. 420).

In addition to this,the 5GAA has particularlgoted that Minimum disclosure (the minimization of
information disclosed to a user to that which is required for the normal operation of a system);

10Cryptographic protocols: TLS, IPsec, Kerberos, PPP with ECP, ZRTP, etc.
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acess control (as part of conditional anonymity mentioned before,aratbod in the sense that
GKSYSOSNI I @SKAOfS RSOAIGSa FTNRBY aeausSy LREtAO
retrievable and/or revocablegnd forward and backward privacthé revocation or vulnerating of a
credential should not affect theinlinkability and privacy of other messages signed by the same
sender) are fundamental privacy requirements for a V2X communications sy&&AA, 2020, p.

10).
3.1.2 V2X Security

V2X communications should be protected against security attacks to ensure trust in received data in
terms of data integrity and senderuthenticity. In addition, given the high mobility of moving
vehicles and intermittent connectivity, the wireless channel is vulnerable to radio jamming attacks
and consequentlyit is not considered reliable. In the following, vizeiefly outline the different
security threats of V2X communications. ETSI has highlighted in its report on threat, vulnerability and
risk analysi¢ETSI, 201 %hat the most critical attacks are the denial of transmission and reception of
data, modification and deletion of transmitted information, masquerade of a station, and acquisition
of personal information. Moreover, data integrity, sender authentication aatharization, replay
protection, and availability are mandatory security features that should be guaranteed in all V2X use
cases.

3.1.2.1 Identification, Authenticity, and Integrity (1Al)

Basic safety messages (BSMs) or other messages that vehicle exchandatadetoeinformation

about vehicle speeds, directions, etc. BSMs are regularly broadcast, usually at a rate of 10 Hz. If a
vehicle transmits false information, other vehicles receiving it may trigger actions, which may
generate accidents and casualtieBice these messages are transmitted over the air and received by
many, source and message authenticity mechanisms need to be enforced. Hence, there is the need
to ensure identificationthe authenticity of the vehicles and integrity of the transmitted megss
(Marojevic, 2018) By identification and authenticity, we express the ability to enable authorized
access to services or information and authorized provisioning of services. The integrity of messages
means the information is accurate amén be trusted. The integrity can be ensured by creating a
digital signature over the message payload and packet routing informéimasser et al., 2019)

3.1.2.2 Availability (A)

The availability of vehicular applications and services should not be prevented by malicious activities.
Therefore, increasing the capacity of V2X wireless communications to overteemphysically
limited and shared resources is crucial. Indeed, if the wireless channel is congested, the availability of
needed information is drastically reduc@darojevic, 2018)

3.1.2.3 Confidentiality and Privacy (C&P)

The confidentiality enses that the intended receiver only knows the transmitted information. To
this end, it is usually assumed that the message is encrypted with the public key of the transmitter
where it only can be decrypted by the private key of the intended recéMerasser et al., 2019)

On the other hand, different attributes of the vehickich as position, actionand trajectory need
to be confidential to mitigate tracking and traceability of the vehicle.

3.1.2.4 Non-Repudiation and Accountability (NR&A)

Nonrepudiation aims to identify the identity of the node which has performed a specific action. It
ensures the messagransmission between entities via digital signatures and/or encrypidmasser

et al., 2019)For hstance, connected vehicles rely mostly on GPS or other global navigation satellite
system (GNSS) as the synchronization source but can use RSUs, base stations, or other vehicles. If no
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external source exists, frequency and timing drifts will occur thiak @p over time. This situation can
result in system malfunctioning and harmful interferences. Urgent actions should be taken to
recognize the vehicle causing this high level of interferences.

The table below outlines the different security threats anceithimpacts on the key security
requirements of V2X communications.

Fake False Fake NE Jamming RF  Malfunctioning
nConfide information certificates | congestion replay vehicles
nodes
1Al X X X
A X X X
C&P X X
NP&A X

Table6: GV2X Security threats and their impact on the key security requirements

3.2 5GDRIVE Highevel Data Protectiodssessment

Based on the identified requirementthe following section will introduca highlevel sssessmenof

the actions undertake in the 5GDRIVE projectocusingparticularlyon compliance with personal

data protection requirements. This assessment examines both eMBB and V2X trials with the main
goal of showcasing the overall project compliance with data minimization and prisadesign
requirements

The goal of this exercise is to identify any potential issafeglevance for thgroject which should

be considered by any of the project partners in case the eventual exploitation of the project results is
sought Furthermore, itserves to inform the technical and organizational solutions proposed in
Sections 3.4 and 3.5 The presentednformation aggregates the results of continuodise-diligence
actions undertaken throughout the projedty all project partners as mentioned inhatr project
deliverables.

Required information: Overall Assessment Topicrelevance for trials
5GIC Espoo| JRC Orange
1) Context: Assessment performed agesult of continuous v v v, |V
compliance actions undertaken for the SIRIVE H2020
project.
a. t NB 2 S Q The 5GDRIVE project is part of the H2020-Z212018 Call
objectives 6a9! [/ KAYl pD [/ 2fftF o62NFGA

a close collaboration betweehe EU and China to
synchronise 5G technologies and spectrum issues befo
the final rolkout of 5G. The main scope is to conduct 5G
trials addressing two specific scenarios:
1 Enhanced Mobile Broadband (eMBB) on the 3.5 GH
band, which is a priority band in the two regions for v v ® v
early introduction of very high data rate services
1 Internet of Vehicles (IoV) based on EVEX using the
5.9 GHz band for Vehiete-Vehicle (V2V) and Vehielg @ v v @
to-Infrastructure (V2I) services, as well as the 3.5 G
band for Vehicldo-Network (V2N) communications
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Required information: Overall Assessment Topicrelevance for trials

b. Types of v v (v Vv
processing data generated by trials.
involved 1 Personal data processing: ldersonal data from v

public source® (see belowy; all undertaken tests ® ® ®

carried out using noipersonal data and/oresearch
datasets

(the eMBB trial at Surréycarried out three Agmented
Reality demonstration events that could be classified as
the processingf personal data. These activities were no
publicly available and involved only a limited number of
participarts from the research teams)

2) Nature of the Nonpersonal data (See D3.3 and 4.4): N/A N/A N/A | N/A
processing:
a. Collection No personal data from public sources was collected by | «/ v ® @
of the trials

(VediaGV2X pilot*® identified potential for collection or
aggregation of data, however no such action was car
out in the trial and further practical testing witl
commercial vehicles would be required to preve
unauthorized collection in eventual exploitation of tk
solution.)

b. Use: No personal data from public sources was used by any| «/

the trials ® ® @
(AR Demaused some personal data from the research
team. Use was limited to call duration)

c. Storage No personal data from public sources was storediy of
the i RIORIONIS

d. Deletion of | N/A: No personal datasets were maintained by any of th N/A N/A N/A | N/A
data trials.
(AR Demo call data was not stored)

e. Source of No personal data was obtained from public sources v ® ® ®
data (AR Demo dataesearch team members)
f. Use of No personal data processors were used by any of the tf
processors ® ® ® ®
3) Scope of the 1. eMBB Test and validate the use of eMBB in the 3.5 | «/ v ® v
processing: GHz bandhrough the use ofypical mobile boadband
services as well as Virtual and Augmented Reality (
AR).

ORAGZ2NDE y208Y ¢KS adl (SYSydisa éaylzy RISNG22 yLUSE NBERRHYHH  FRNERGYE  Lad20
used to convey that effectively no personal data was effectively collected, processed, or stored by any ofCthee5G

project trials, as noted in the assessment, minor processing activities inggersonal data did take place throughout the

project, notably for the three AR demo calls. As showcased in the table, these exceptions did not involve personal data from
data subjects notelated to the 5GDrive project (as data subjects were project rsiers and the project coordinator).

25ee D3.3 Section 2.1.1
13 See D4.4 Section 4.1.3.1.
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Required information: Overall Assessment Topicrelevance for trials

2. V2X: @timisation of the band usage in multiple
scenarios with different coverage&validation of the N

geographic interoperability of the 3.5 and 5.9 GHz ® v
bands for these use cases.
a. Nature of Non-personal data v ® ® @
the data (AR Demo calls briefly used the image and voice of den
participants, obtained through a Microsdfinect3d
camera)
b. Use of No speciatategories of personal data were used by any
special the trials ® ® ® ®
categories of
personal data
c. Amount of | No personal data from neresearcher data subjectgere | / @ ® ®

personal data | processed by any of the trials.
processed (A small amount of personal data processing was invo
as part of the AR demos)

d. Frequency | Not Applicable, no personal data was used by any of th( N/A N/A N/A | N/A
of data trials
processing (AR Demo: data processing was not repetitive)

e. Retention Not Applicable, no personal dateagrused by any of the | N/A N/A N/A | N/A
period trials
(no data was stored in the AR Demos)

f. Number of | None v
(AR Demo: two researchers and project coordinator @ ® @

affected
individuals
g. Covered Relevant jurisdictions: U.K. | Finland| Italy | Poland
geographical
area PersonalData usageGeographic area of test does n
reflect geographibased personal data collection ® ® ® @
processing activities
4) Context of the 5GDrive H2020 Project N/A N/A N/A | N/A
processing:
a. Relationslip | Not Applicable, no personal data from public sources wi N/A N/A N/A | N/A
with the used by any of the trials
individuals
b. Data subject| Not Applicable, no personal data from public sources w{ N/A N/A N/A | N/A
control over used by any of the trials
data
c. Inclusion of | Not Applicable, no personal data from public sources { N/A N/A N/A | N/A
data from used by any of the trials
children or
vulnerable
groups

d. Existence of| Not Applicable, no personal data from public sources wj N/A N/A N/A | N/A
prior concerns | used by any of the trials.
over this type of
personal data
processing or
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el

Required information:

Overall Assessment

Topicrelevance for trials

securty flaws

e. Novel While the research performed as part of BIRIVE involve| N/A N/A N/A | N/A
personal data | intrinsically novel processing acties$, this item is not
processing Applicable, as no personal data from public sources wal
activities used by any of the trials.
5) Purposes of the No personal data processing activities were undertaken
processing: part of the 5GDRIVE project trials.
a. Goals 1. eMBB activities focused on the Performance N/A N/A N/A | N/A
measurement and analysis of radio access
technologies, 5g network technologies and Ensuring
the interoperability between Chinese and European
eMBB technologies.
2. V2X activities focused on the demorsgion of 5G
based IoV scenarios; ensuring the interoperability
between Chinese and European loV technologies;
testing 5G network capabilities to deliver Ultra Relial
Low Latency Communication (URLLC) fordseling
scenarios; validating 5G KPIs imterof bandwidth,
latency and communication ranges in different
scenarios and pilot sites; and Evaluating V2V and V
communications resilience against cyber/RF attacks
and interference under redife conditions.
b. Intended None, no personal data from neproject related data
effect on subjects was used by any of the trials ® ® ® @
individuals
c. Expected None, no personal data from neproject related data @ ® ® @

benefits of the
personal data
processingor
data subjects

subjects wasised by any of the trials

6) Consultation Not applicable, no data subject information processed | N/A N/A N/A | N/A
process: given research focus.
a. Consultation| Consultation not required given lack of personal data
2F AY RA { processing ® ® ® ®
views*
7) Assessment of Not necessary, npersonal data sourced from the public| N/A N/A N/A | N/A
necessity and was used by any of the trials
proportionality:
a. Lawful basis| No lawful basis necessary for processing-personal data </ N/A N/A | N/A

for processing

in a research project.
(AR Demo: Lawful basis: Consent)

4 Article 35(9) of the GDPR and relevant EDPB guidelines recommend the performance of consultation processes whenever
carrying out higkrisk personal data procesgjractivities in order to obtain the views of affected data subjects.
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el

Required information:

Overall Assessment

Topicrelevance for trials

b. Data quality | Despite overall lack of personal data processing activiti{ «,/ v v |V
and data data quality and data minimization measures were

minimization introduced by all trials to prevent capturing or use of

measures personal data.

c. Data subject| Not applicable, no personal data sourced from the publi N/A N/A N/A | N/A
information was used by any of the trials.

d. Data subject| Not applcable,no personal data sourced from the public/ N/A N/A N/A | N/A

right support was used by any of the trials

e. Use of Not necessary due to lack of personal data processing

processors trials and lack of personal data processors ® ® ® @
f. International | While none of the project trials perforsany personal v v ® @
data transfers | data processing activities as part of their core activjties

the eMBB trial at Surrey carried out three-A&sed
demonstration events that could be classified as
international transfers bpersonal data.

Further details can be found below:

During thejoint kickoff meeting with China Mobile i
November 2018afirst joint Augmented Reality (AR) den
was setup between China Mobile in Beijing, China 4§
University of Surrey in Surrey, UBuring November ang
December 2019, the second joint AR demo was teg
again between Surrey site and China Mobile site, sey
times. However, due to the updated network firew
security issues in China, the network performance (
data rate and E2E labcy) could not meet the
requirements that were expected for this type of servi
To overcome this practical situation, another joint
demo was then set up between the Surrey trial site &
Espoo trial site in December 2019.

EU partners from the 5G DR project and partners fror
the Chinese twin project participateith this demo at the
Surrey site. Realtime video was captured throagKinect
sensor The video wasthen transmitted throughthe 5G
core network of Surrey trial network tihe VTT trial si.

Table7: 5GDRIVE high level data protection assessment

3.3 Contextualoverviewof key issues

The previous sections provided a detailed overview of the most relevant legislative and
standardization frameworks which have beemnsidered throughout the research performed in-5G

DRIVE and which have inspired the range of possible solutions examined to tackle security and
personal data protection riskslowever, numerous issues still surround 5G connected vehicles: from

(cybenattag a

dKFG GKNBFGSYy y2a 2yteé

G§KS RNAISNDa

road; to additional concerns related to the privacy and security of the drivers as data subjscts.

previously noted, governmentdnstitutions, and organizations (bbt regional and global), have
analyzed the potential and innovation capacity of 5G vehicular networks towards a safer, cleaner,
and more efficient digital transformationA common denominator in their statef-the-art research
points out the importance andelevance of focusing on issues such as cybersecurity, liability, or
privacyto maximize their viability.
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For instance, the European Commissiby recognizing the innovative capacity of 5G connectivity,

not only develops policies, legislation, and stami$aat the European level but supports actions
beyond(/ 2y ySOGSR FyR !dzi2YlF GSR a2oAf,R0WA2E Sych aftikirs LIA y 3
include the designation of 5G crelserder corridors(5G Cross Border Corridors | Shaping EdoQ &
Digital Future 2021) the setup of 5G trials involving over 1000km of highway sy¢@wnnected and
Automated Mobility: Three 5G Corridor Trial Projects to Be Launched at ICT 2018 Eventd Shapin

9 dzNRB LISQa 5 2038) the HarmahidziiaizNBITS activities across Euroffbout: GRoads

n.d.) or the launching of the GEAR 2030 High Level Group for ensuring cohelier@spwithin the

EU (European Commission, 201dditionally, as 5G network security is crucial for the European
Digital Single Market, the European Commission also endorsed a to@@ydersecurity of 5G
Networks-9! ¢22f 62E 2F wA&]l aAdGAIl dAY JuueSH020)tNEE p
mitigating measures for addressing security risks related to the rollout of 5G networks. This toolbox
will enable the strengthening of security requirements while systematically assessing risk profiles and
applying relevant restriction€Commission Endorses EU Toolbox to Secure 5G NetR202K3

ENISA, the European Union Ageifar Cybersecurity, also took the initiative in guiding stakeholders

in the domain of the connected vehicle by analyzing the number of cybersecurity threats faced by
such systems. Previously, it has already investigated the issue of smafEaerpean Union Agency

for Cybersecurity, 2019nd automated drivindEuropean Union Agency for Cybersecurity, 2021b)
producing synthetic reports for enhancing user experience while maintaining safety. Following the
issue regarding the application of UNECE Regulations and the somititiied scope of ISO

ail yRINRazZ 9blL{! R RecsriingendtiBns for tHeBdciRityHf GERA G If SRA Y63
identify gaps that existing standards fail to cover while providing solutions for cyberseaiatyd
challenges of connected and autoredtvehiclegEuropea Union Agency for Cybersecurity, 2021a)

The EDPB also published a Guideline on connected vehicles for facilitating the compliance of
processing of personal data. Here, the Board pointed out how the application of 10T in vehicular
networks is especiallgensitive in its context as it affects not only road safety, but its intrusive nature
put strains on the possibility of full anonymization. The Guideline stresses the importance of
stakeholder awareness for implementing appropriate safeguards that prethenmisuse of data.
Furthermore, the Guideline provides general recommendations for stakeholders for using and
establishing vehicular networks in the context of personal data protection, distinguishing the
categories of data and their purpogEuropean Data Protection Board, 2021)

Many organizations view standardization activities as key to identifying thraatkeffectively
tackling them beyond jusidictions. To support their standardization activities, ETSI has designated an
Intelligent Transport System committee (TC ITS) for addressing topics such as communication
architecture, management, access layer protocols, €d.Sl, 2013a)Additionally, 1SO is currently
working on its next standard, ISO/SAE FDIS 21434, on cyberségtoiggign approach for the initial
phases of designing vehicl@sternational Standardization Organization, Axl. Moreover, 1ISO/CD
24089 is also in progress that aims to regmlasoftware updates in vehicleginternational
Standardization Organization, n-al).

Apart from specific standards and related activities, these organizations often sksel aglue in

public discussions through conferences. For example, the IEEE recognizing theichgagiag
potential held their & conference on connected vehicles in 2019 and has been preparing for the
next one to be held soon. The Conference promotésraction between academia and the industry
(IEEE, n.d.)JEEE has been also sharing a number of researches to further raise awareness in the
topic, focusing on identifying the type of threatlEEE Innovation at Work, 2020; IEEE Spectrum,
2020) Since 2005, the Symposium on the Future Networked Cars ofTidehhs been bringing
together experts of the industry to discuss the future of connected vehicles and the future of
automated driving while strengthening public trust. The ITU does so by influencing key stakeholders
of the industry from the technologicalnd business point of vieAutomated Driving in Focus at
2021 Symosium on the Future Networked Ca021;How Automated Driving Can Pave the Way for
Safe Mobility 2021;Setting the Standards for Autonomous Driyidg21)
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Other stakeholderhave also analyzed the issues related to the use of 5G connected vdhictes

the privacy perspectiveln its latest report on connected vehicles, IBM stressed the role of
cybersecurity as the users of smart cars become more aware of the risks related to their personal
data. Addressing growing requirements from both legislatyeRa Rl G &adzo2S0GaQ LISN
stakeholders of the connected car ecosystem (e.g., manufactures, suppliers, retailers, etc.) to adopt a
privacyby-design and privacipy-default approach(IBM, 2019) The latest WhitdPaper published by

Booz Allen Hamilton on connected vehicles also provides alénghoverview of privacy issues. The

2 KAGS tIFLISN ARSYGATASR &aAE 1S@& LINAGIO& LINAYyOAL
rights, including (1) transparency2) choice; (3) respect for context; (4) data minimization; de
identification, and retention; (5) data security, integrity, and access; and (6) accountability. This
report is again aimed towards stakeholders for implementing privacy protection meagBoex

Allen Hamilton, 2019)Privacy Internationak Londonrbased charity organization for the protection

of privacy, warns about potential flaws tine designing of 10T devices which increases the chance of
attacks. They paint a less idealistic picture whenistgedd X0 ¢S ySSR G2 YI 1S Of
not be able to fulfill the promise for more connectigitiyrivacy International, 2019)

Considering thizomplex context, some ahe solutionsidentified in this deliverable (particularly
those found in Section 3.4ill address the intrinsic difficulties found in meetitige connectivity and
efficiency goals of V2X and 5G technologies wbimplyingwith privacy by design principles,
minimizirg the disclosure of data and ensuring unlinkability and trust through advanced
pseudonymization mechanisms. This beiggid given the wide range of identified issues,
requirements, and relevant frameworks involved, any such technical solutions should be
complimented with solutionghat may address endser trustgeneration and compliance validation
from an organizational perspective.

One suchissue of particular relevance to HGRIVE relateso the identified divide between the
requirements found in Euroms and Chinese legislatiieameworks, as well as the standards,
recommendations and reports produced by institutions and organizations within and beyond the EU,
it is clear that there is a strong focus on the identification, regulation and elimination of
(cybenthreats. One of the main concerns is related to privacy and the protection of personal data but
there is yet to be an efficient and harmonized solution on not only how to implement best practices
but how to identify them. Regulations or standardsuds on segments of the issue and there is no
one-stop-shop policy framework surrounding these that is fully applicalesuch,n the context of
5GDRIVE, there is an apparent gap between the European and Chinese approaches towards
personal data protectin and privacy that cannot be simply solved through the application of either
Regulation or other standards. For examplé,ttee moment, acar manufacturer based in China
cannot prove that they can comply with every national jurisdiction and specificrergants (e.g.,
trans-border data flows, data localization requirements, etgijhout pursuing a costly legal process

in every jurisdiction it seeks to enteiThis poses a challenge to the application of innovative
technologies in a global environment.

A potential solutioncan be found in the form of voluntary certification mechanisms, wiaoh
increasingly relevant in botBuropean and Chinese contexts (as showcas&gation 2.2 and which

have increasingly focused dmomogenizing previously unaddresseadeas such as personal data
protection.

¢KS D5tw YSyGAzya (GKS GSNY 4GaOSNIATAOFLGAR2YE 208
certification solutions bridge the legal divides within existing jurisdictions while some even take into
accountother solutions, such as domaspecific requirements or standards (e.g., ISO or-TYU
Therefore, they are key to the massification of 5G connected vehicles -®R3@E. The GDPR
introduces certification mechanisms under Article 42 and 43 as a soluiodata controllers to
demonstrate their compliance. The voluntary certification system of the GDPR allows national
supervisory authorities or accredited certification bodies to issue certifications based on
demonstrated compliance independently from othexisting certifications. It is important to note,
however, that a certification does not reduce the responsibility of a data controller or a data
processor to comply with the GDRRublications Office of the European Union, 2019 the task of
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the EDPB to define common criteria applicable across the EU that may lead to a definition of the
European Data Protection Seal. Since the GDPR came into force, tBep&diBhed a Guideline for
identifying certification criteria in accordance with Article 42 and 43 that was approved in 2019. The
Guideline defines the role of Supervisory Authorities and Certification Bodies, as well as details the
development and appral procedure for certification criteria, including the criteria for the European
Data Protection SegEuropean Data Protection Board, 2019)

Finding a certification scheme that is able to assess the compliance of diverse data processing
activities effectively can be challenging. In this sense, we can argue that there are two main types of
GDPR certifation schemes, but not without disadvantages. Universal certification schemes afe cost
efficient; especially if we consider their accessibility to small to mediined enterprises (SMES)
which is one of the main objectives stated in the GPEblications Office of the European Union,
2019) Nevertheless, the main disadvantage of these schemes is that they are inherently limited in
nature and do not allow thessessment of specific risks related to technology, for example. On the
other hand, specialized certification schemes are able to certify specific categories of data
processing, but this advantage makes them rAeaccessible and expensive to most busingsse
Neither of the certification scheme solutions mentioned above is applicable to the complexity of data
processing in connected vehicles, especially in the context of tHERIFE projectvhere we aim for
building a bridge between the European and Chintameworks. Cost is an important factor in both
certification solutions, as a GDPR certificate is valid only for three years and must be renewed based
2y GKS O2ylAydz2dza RSY2yaiaNl dAzy 2F O2YLX Al yOSo
certification mechanisms that combine the advantages of universal certification schemes and their
comprehensive lists of criteria together withe complementary nationa)] domain and technology
specific criteria, making hybrid certifications the most effeetin terms of not only compliance but

cost considerations.

Currently, the only GDPR certification under the review of EDPB to be endorsed as a European Data
Protection Seal is Europrivdty The Europrivacy Certification Scheme complies with all the
necesary criteria (e.g., in terms of applicability and scope) identified by th®BKE project and

may very well be implemented successfully across jurisdictional borders to ensure vehicle and service
providers overcome the identifiedifficulties associateevith diverging protection standards granted

by national and regional legal frameworkSection 3.1 will further detail the benefits of the
Certification Scheme as a solutitmt integrates both the technical and organizational approaches

due to its foais on certification of individual data processing activities.

3.3.1 Contextualoverview of Privacy and Security issues related to Network Slicing

Network slicing is defined in the context of 5G as a key feature allowing a clear separation of the
resources into wtual networks. A slice is a virtual network having specific characteristics complying
with requirements given for a specific use case. For example, a slice used for the transmissions of
videos requires a large bandwidth and weak reliability. On the otteerd, a slice used for loT
communicationsnay havedifferent requirementssuch as smalleramdwidth, increasedreliability,

very low latency and increased coverag&hismeansthat every slice generatedsing 5G network

slicing for each usease may havdifferent properties

The usage of 5G network slicing implies the installation and the deployment of new components
inside the 5G infrastructure. As consequences, new risks concerning data protection appear. This
sectionwill highlightthese risks.

3.3.1.1 Secuing the IP layer

As the 5G telecommunication network is built with all the components connectexhch other on

an IP architecture, the components are exposing their interfaces on the IR ilgleding the Web
interfaces. So, the attack surface is betog bigger and the possibilities to hack one or several
components are naturally increasefit the same time, the distributed nature of the network slicing

and the dependencies on cloud elements are also increasing the attack surface for the hackers. This
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issue can also happen at the thiparty level. Indeed, the developers of a third party building a new
service or application related to 5G can eventually access the data on the 5G ndtwtring the
slices containing personal datd the telecommuntation operators open their 5G network slicing
system to a third party.

On the network slicing infrastructure, all the communications should be secured at the network layer
as the first step; this involves the utilization of IPv6 and IPsec between alhtixdaces of the
different elements of the 5G network slicing system. Furthermore, interactions between sensitive
nodes (vehicle/data server for example) should utilize IP sec tunnel mode. A second point to consider
is the systematic usage of secured vwemsof communication protocols like HTTPS between the
interfaces at the application layer. This implies that the transport layer is compafspbtocols
providing the encryption mechanisms like TLS for HTTPS (HTTP over TLS). Of course, the access to the
interfaces should be managed in a way to strictly limit the interactions between the components of
the 5G network slicing to the authorized ones. This can be achieved by setting up and controlling all
the access rights on the different layers of the OSI @hoBHor example, on the network layer, the
utilization of white lists will reduce the risks to be hacked by unauthorized virtual machines or other
connected devices. On the application layer, the services offered by the different providers should
implementuser management to manage the access rights (authentication and authorization).

3.3.1.2 Data localization

In a classical server/client approach, there are two parties: the service provider running the server
offering the service and the client consuming the s&yin this case, data processingp&rformed
serverside with the legal responsibility of the service provider, accordingly to the law where the
service provider is locatedNetwork slicingmay then introducenew playes (the network slicing
service preider) which may act as data processocairrying outdata processingctivitiesat the
network slice infrastructure levelThis introduces further complexity to the issues surrounding
jurisdiction definition

In this context, it is important to ensure relgtory compliance by identifying all the actors involved

in a 5G network slicing deployment and determine for each of them where the data is stored and
processed. In this manner, the legal problems about the jurisdiction can be anticipated and the
possibé crossborderdata transfers can be alse@tkcted.

3.3.1.3 Trustablecrossborder transfers

A consequence of the virtualization of the network througift®are Defined Networkind SDNYr
Network Function Virtualizatio(NFV)echnologies is the augmentation of ggible transborder data
transfer. In fact, Internet has no border, and an unwanted transborder data transfer can happen if
the network slicing service provider is located outside the country or the European Union. In this
context, the laws to respect datprotection can vary from a country to another one and
consequently, change the manner to store or process the data in a cloud environment. The same
measures enounced in the previous item can be used to identify the probable transborder data
transfer. Itis essential to determine each data controller and data processor for each type of data
encountered in the network slicing deployment.

3.3.1.4 Data ownership determination

The complexity brought by the SDN/NFV technologies is illustrated by the different kinds of
components in the 5G infrastructure architecture. These components can be hosted in different
locations in the different contexts defined in the global 5G architecture: cloud, edge. For instance,
some components used for V2X communications can be hostetiee MEC (Multaccess Edge
Computing) and others in the cloud. In each case, the storage and the processing of the data are
done in function of the services provided to the emskr (who can be a driver of a connected car).
Technically speaking, thereeadifferent types of data controllers or owners: the easers/drivers,
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the mobile telecommunications operators, the network slicing/cloud services providers and the
application providers. All the actors must comply to the regulations and laws appliedirrcountry

and as already mentioned earlier, some differences can be observed between countries with
unwanted side effects on the data ownership.

The issue concerning the data ownership can be solved by the basic measures already mentioned
above: the idatification of all the involved actors and the data generated and consumed by each of
the actors. This allows the correct determination of the borders for each actor and how the data will
be shared among the services provided by the actors. From thisngfgbint, the responsibilities

and the legal compliance legislation to be used can be clearly defined and applied inside the 5G
network slicing.

3.3.1.5 Infrastructure control

An important shift in the 5G paradigm compared to older telecommunication technolagibe fact

that the telecommunication operators are @iga part of their control to new network slicing service
providers. This means that the telecommunication operators Hawer responsibilitiesas they are

are delegatd to the network slicing/clod service providers. So, some network management
operations are now made on the network slicing or cloud service providers who can be less
experimented or serious than the traditional and experimented telecommunication operators and
the level of security @uld be decreased, augmenting the risks for the data protection in the 5G
infrastructure.Network slicingmay then becomeshared environmergwhere the responsibilities to
ensure data protection are diluted among the different service providers and othemteal actos

(e.g. a German car withinslice operated by a German network may roam to a differgmrator
whenever crossing borders, which may bring it outsidéhoke jurisdictions directly covered by the
D5t wQa (S NNAslsacNdadhaddtian@ 2dtds could potentially be a weak point in the
chain of data transmission in a network slice.

The loss of control is the most problematic for the telecommunication operators, as the quality of
service (Qo0S) or other points mentioned in a seAéwel agreement (SLA) can be disturbed by an
actor (typically a communication service provider or a network slicing service provider) who does not
strictly follow the expectations defined in the SLA. The first step to mitigate the risks is to ensure that
all the actors involved in the 5G network slicing deployment are ledmliynd to a common SLA
which should definevell all the parameters to consider during the interactions between the different
actors. In the same manner, all the actors should obtain themg technical and organizational
measures in their premises and infrastructure to be able to correctly handle all the aspects linked to
the data protection. This can be achieved by the certification of each actor using the dedicated
standards or specificains like 1ISO 27001 (information security management system) or 1ISO 27017
(cloud security). If all the actors are certified, a common technical and organizational basis will be
present and will ensure that all the involved actors have sufficient knowlédg®aplement all the
requirements and to solve all the issues associatét the data protection in the context of the 5G
network slicing.

3.3.1.6 Security level standardization

As the actors working in the different parts of the 5G infrastructure are heteroge@nd have
different business objectives at the end, the application of the security and privacy recommendations
or good practices can be slightly different from an actor to another one. These differences could
create weak points in the complete chain ddita transmissions among the components of the 5G
infrastructure. In this context, there are also possibilities that the different kinds of service prqviders
like network slicing, cloud, and communication service providers, are concurrent and the fiery
competition between them could impeach a good collaboration to ensure good security in the 5G
infrastructure. In this context, the different actors would probably not share their security and
privacy management policies, makiitdharder to evaluate the rddevel of security of a 5G network
slicing deployment.
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The level of securitdependsmainly on two factors already enounced above: the localization of the
actor (the telecommunication operator or the communication service provider) and the technical
and aganizational competences of the actor. Indeed, the localization of the actor implies by itself
which laws or regulations the actor must follow. The level of competences of an actor can be
determined through wetknown certification and audit processes.i§should ensure at the end a
particularly good level of security among the different actors existing in the 5G network slicing
deployment.

3.3.1.7 Data confidentiality assurance

The 5G network slicing is intended to create ¢aeend (E2E) communications in tigobal mobile
network. The data is transferred between several components and eventually, sethateare
managed by different actors implementing different regulations and good practices. If the chain of
data exchange is not well done in accordance wville European standards in terms of data
protection, the data confidentiality could be compromised, and data leakage will happen. To ensure
the confidentiality of the data in transit between elements of the 5G network slicing infrastructure,
data encryptim should be mandatory in all the path used by the data. So, all the involved actors
must comply to this rule for personal and sensitive data using the 5G network slicing services.

3.4 Technical solutions

3.4.1 Situationcentric and dynamic pseudonym changing stggtefor SDMbased 5G
Vehicular Networks

Location privacy is an important issue for future 5G vehicular networks. Indeed, the public
acceptance of this technology can strongly be affected if the location privacy of users is not well
protected. The standarded approach to ensure location privacy in vehicular networks is the
frequent changing of pseudonyms. However, several studies have been demonstrated that this
approach could not provide the required protection, without using an effective pseudonym clgangin
strategy. Therefore, a synchronization of the pseudonyms changing schemes between vehicles is
crucial to ensure a high level of location privacy protection. In this context, many pseudonym
changing strategies have been propogédbdelwahab Boualouache et al., 201HApwever, most of

the proposed strategies are static, rigid and not adapted to the context arece the seclty
parameters of strategy are configured, they could not dynamically be changed according to the
current situation or context of the vehicles.

To overcome this limit, we propose a new Sbhd$ed pseudonym changing strategy. This strategy
uses SDN controlle as the strategy coordinators and relies on them to change the security
parameters of pseudonym changing strategy. This proposed strategy supports both infrastructure
andinfrastructureless vehicular zones.

3.4.1.1 Vehicular System model and Assumptions

We onsider vehicular networks in a heterogeneous environment that comprises vehicular zones
equipped with the 5G infrastructure andfrastructureless vehicular zones. We also assume that
vehicles are periodically forming and updating vehicular clustergusiclustering algorithm. The
clustering helps to reduce interfaces and overhead and to provide better support for density and
mobility. In addition, as the cluster head (CH) will play the role of a local SDN controller, the used
clustering algorithm shodl ensure the maximum stability of the cluster head, which will help to
minimize the frequency of changing of the cluster head, and thereby the SDN controller.
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Figurel: Reference Architecture

We also adopt a hierarchical arctitare of multi SDN controllers similar to the one proposed in
(Alioua et al., 2017) As illustrated in Figure 1, there are three SDN control levels in this architecture.
The first one is a local SDN controller of each clust&. S&s previously mentioned, we assume that

each elected cluster head (CH) will play the role of an SDN controller within its cluster, and thereby
the coordinator of the pseudonym changing strategy. This local SDN controller is called Vehicular
SDN Contréér (VSDNC), and its cluster is called then the Vehi@bdN controller domain. The
second level of the control plane is the RSUs. Each RSU (eNodeB) holds an SDN controller and has its
own control domain, which is larger than the first level of the cohtithe RSA$DN Controller
(RSDNC) can control several vehicular clusters according to the communication range of the RSU.
Therefore, each RSU has a regional knowledge about its domain. Finally, the third level is the global
SDN controller that has a globatowledge about the vehicular network. Besides these three levels

of the SDN control plane, all the resttbé vehicles belong to the forwarding plane.

Each vehicle is equipped with two interfaces: 802.11p interface to communicate with other vehicles
and a 5G interface to communicate with RSUs (eNodeBs). An SDN controller and an SDN agent are
also running on each vehicle. While the SDN agent should be always activated, the SDN controller is
initially deactivated and it will only be activated when the viete turns to a cluster head and
deactivated again if the vehicle turns to a cluster member (CM). The internal clocks of vehicles are
synchronized using GPS signfasinstance.

Each RSU (eNodeB) is also equipped with two interfaces. A wired X2 ligkirtect with the
neighbouring RSUs and a 5G interface to communicate with the global SDN controller. Each RSU is
running an SDN controller. The global SDN controller is hosted in a distant location. The
communication link between the local SDN controlleSIDINC) and the vehicles is secured. The
communication links between the SDN controllers of the three level of control are secured as well.

Each vehicle periodically broadcasts a safety message every t millisecond, where each message
includes the current laation and the velocity of the vehicle, the timestamp, and the content that the
vehicle is carrying. Before joining the vehicular network, each vehicle registers with the CA
OOSNIAUOI GA2Y | dziK2NARG&E 0O ® 5 dzNHogoBd whiths ddetiaf Md G A 2 y
pseudonyms Kik wherelkd MZ ddd> Y Y3 GKFG FNBX LildzotAO 1Séa
YAZ] 2F | @GSKAOES A I GKS /! LINRB@ZGARSa | OSNJI
AA3AYSR 0@ LINRGIFGS 1 thepgdudonyd Kik 2eheNd thd Aitfierticafiah. Al 2
OSNIAUOFGS Aa FGGFOKSR G2 SIFOK YSaal3asS G2 Syl of
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Adversary model

We are interested in studying the location privacy protection against an external gbalsalve
adversary. This adversary aims to track the target vehicle by eavesdrappailigcommunications of
any vehicle within a region of interest.

Description of the proposed strategy

In this section, we describe the proposed Siidsed pseudonym chamg strategy. This strategy has
three steps: (i) the installation of the security parameters of the pseudonym changing strategy (PCS),
(ii) the local SDN monitoring and the pseudonym changing process, and finally (iii) the dynamic
changing of the PCS sedyparameters and the update of the SDN controllers.

PCS security parameters installation

Global SDN RSU-SDN Vehicle-SDN

AT e T | M
Controller Controller | Controller SR

— Sends Security

parameters of PCS

Install

Acknow ledge :‘
e ———— — Forw ards Secur% Install
parameters of
Acknow ledge
—————————— Sends some
Security pararreteri ﬂl
< __________
alt Enters the range |
of RSDNC
Request
D S

Forw ards Security

parameters of PCS
Acknow ledge

V

Sends some tall
Security parane!er;\’ Ensia

Acknow ledge o~

Figure2: PCS security parameters installation

As shown the Figure 2, after the creatiohvehicular clusters, the global SDN controllend® the

security parameters of the Pseudonyms Changing Strategy (PCS) to RSDNCs. Each RSDNC will insta
these security parameters as soon it receives them. Then, it will send back an ackremmdeti¢o

the global SDN controller and forwards these secupframeters to each controlled VSDNC.
However, in the case of the infrastructuless scenario, the VSDNC may be outside the range of the
RSDNC. For this reason, we assume that a set of default PCS security parameters are already installed
at the VSDNC. €ke parameters will be updated as soon as the VSBMGhe range of a RSDNC.

Each VSDNC will then install the PCS security parameters and send back an acknmmiety

RSDNC. Then, it sends necessary PCS security parameters to each cluster memndtartsand
monitoring them.It is worth noting here that VSDNC can reach out an all the cluster merabétrss

the cluster head.

The following security parameters are considered by the pseudonym changing strategy:

1 ¢KS UGKNBaK?2f Ris tRefthresbitthugderGuhich dhie wefiicle should change its
pseudonym
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1 ¢KS FNBIjdzSyoe 27F OKIdgfies yha nusdber of febdaR/tsy/tiawill o1 0
be used each hour.

1 ¢KS ydzYoSN 2F NBdgfiues B mumk@rSoK dar@itlafeavehitles bequired to
initiate the pseudonym changing process.

f ¢KS ad NI (S 3 edefiied & @udzilon @bové Which the pseudonym changing
process should be initiated.

3.4.1.2 Monitoring and pseudonym changing

Each SDidgent periodically sends an update to its local SDN contrQU&DNC). These updates
generally include the mobility parameters (position, speed, and acceleration) of vehicles and their
current privacy level. These updates are used by VSDNCs to select the vehicles that can participate in
the next process of changingg@udonyms. A vehicle is selected to participate in the next round of
pseudonyms changing operation if it only meets a specific context. The context is defined by the PCS
security parameters that are forwarded by the global SDN controller. It mainly irsctbdehreshold

of privacy, the number of required vehicles, and the strategy timeout.

Algorithm 1: Decision to initiate the PCS process

Data: An update from a vehicule v,
Result: PS Strategy initiation
Initialize;
il (v,.privacy level < o) then
Add v; to the list of participating vehicles (L);
else
if (size of L = ~) then
Initiate PCS process:
Set the strategy timeout parameter (d):
end
end
if 4 =0 then
Add vehicles with lowest privacy level to L ;
Initiate PCS process;
Set the strategy timeout parameter(d);

end

Figure3: Decision to initiate the PCS process

As shown in Figure 3, a vehicldsvadded to the list (L) of vehicles that will participatdalig next
process of changing pseudonynasly its privacy level is below the privacy threshold paramétér 0

If the number of vehicles included in L equals the number of required velticletie pseudonyms
changing process could be initiated. In addition, if the number of vehicles included in L is less than
and the strategy timeout is expired, the VSDMIC fill the list L by the vehicles that they have the
slowest privacy levels and initiate the pseudonyms changing process. The strategy timestioiuld

also be initialized after the initiation of PCS process.

When the PCS process is initiated, VSB&lels a command to all its cluster members to initiate a
simultaneous change of their pseudonyms at a given {itherhe whole PCS process is controlled by

the VSDNC. The new privacy levels of vehicles participating in PCS process will be calculated by th
VSDNC after the end of the process.

3.4.1.3 Securityparameters update

The SDN controllers at the three levels of the SDN control plane exchange information between them
in order to ensurean efficient and welsynchronized pseudonym changing strategy. EaSBNC
reports information to its regional domain controller (VRSUC) in order to keep track of the vehicles
changing their clusters. In addition, the VSDNCs report the new created clusters information and the
efficiency of the applied pseudonym changing &gy to the global SDN controller via RSDNCs. The
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purpose of this exchange is to tune the PCS security parameters according to the archived
performances. The PCS security parameters can be tuned as follows:

¢KS FNBIljdzSyoe 2F OKI yhigh fleguendy alukJassS dzRésiive Yrpactoh 0 Y
location privacy. Howevera higher frequency of changing could have negative impacts on the
applications performances and will increase the number of used pseudgngna thereby a huge
storage space could be needed to store them. Subsequently, this frequency should be carefully tuned
by the global SDN controller according to adversary power.

¢ KS (KNBaK?2f Rthi®pgarameldicguld Giso bé tuted by theolghl SDN controller
according to preferred levels of privacy protection that are provided by users. For example, this
parameter could regularly be calculated based on the average of the preferred levels of privacy
protection.

The number of required vehi@ & @high fMumber of vehicles change their pseudonym together
has a positive impact on location privacy protection. However, as long as the decision to initiate a
PCS process depends on obtaining a required number of vehicles, the PCS may not peffaim w
this parameter is not well tuned. Indeed, this parameter directly depends on the number of cluster
members and which of them have a privacy level under the threshold of priVacy parameter is

thus indirectly depending on the vehicular densitydahere should of privacy parameter. Thbal

SDN controller should thus be tuned this parameter according to the information received from
VSDNCs.

¢ KS & i NI G S 3this paramétBrasdadselyrelaied the ! parameter.lt helps to execute the
pseudonyms changing strategy when the number of required vehicles is not achieved. This
parameter should be tuned to prevent executing unnecessary RiIC89s.

3.4.1.4 Performance evaluation

We simulate our SDIRCS scheme using Veins, an #vehicular communication simulation
framework based on two well established simulators OMNg@+Sommer et al. 201anhd SUMO
(Eclipse SUMOSimulation of Urban MObilityn.d.) Table8 summarizes the parameters considered
in our simulations.

Parameter Value
Simulation duration 60 s
Transmission Range 500 m
Number of vehicles 30

The privacy threshold (a) 5

The frequency of PC (/3) 30 s

The sensitivity parameter () 0.4, 0.5,0.6s1
The default value of ~ 10

The default value of § 5s

Table8: Simulation Parameters

We consider the case of a highy We simulate a twdane straight road section of 1.5 Km. We focus

on the impact of the proposed strategy on a given cluster. The privacyJaieds of vehicles are
AYAGALFEAT SR dzaAy3 | y2NXYI ¢ RAAGNAROdzIiAZY b 6%
deviationSljdzt £t & G2 -~ T pko® L fixedi&luesiakeduged to initializé $oas y A
of the security parameters such &K S LINK @I O (G KNBXaK2f R oh 03X GKS 1T
601l 0® |1 26SOSNE 2GKSNJI aSOdzNAGE LI NI YSGSNBE &dzOK |
GAYS2dzi 610 IINB AYAGAFEAT SR 6AGK RSTFI dzf dur O £ dz
proposed strategy to a Static PCS: a typical PCS that sums up all the existing PCSs where security
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parameters are static such as nuantext(M. Gerlach and F. , 200&hd Rep A. Wasef and X. Shen,

2010) We also consider three levels of adversary SoMdY & A Y LXUSE 6T'R And®)med < ' n o
I R y OS RY. Bakld' 3skbwvsithe number of the performed PCPs for each adversary level using
the static PCS and the SIPIES. PCPs can be classified according to their results into three cases: (i)
Sucessful: in this cas¢he PCP runs after an optimal timeout and the number of vehitiashave

LINRA @I Oe f S@St dzyRSNJ GKS GKNBakK2ftR 2F LINRJI Oe
performed, the number of vehicles that have a privacy lev®l @NJ G KS G KNBAK2f R A
these vehicles will not be included in the PCP if the security parameters are not adequately adjusted,
and finally (iii) Failed: in this caghe PCP is not preformed because the number of required vehicles
thatareund NJ 6 KS GKNBakK2fR Aa fSaa dGdKFry + | FGSNJ GKS
in the case of the static PCS is higher than the-BOS.

Our approach optimizes the number of PCPs to be executethieePCP is initiated only if necessary.

The HNPCS achieves 100 % successful PCSs. Indeed, tHeCSDadljusts the security parameters
dynamically according to the vehicle's context before each process. However, in the static PCS almost
0% of PCPs are successfully executed. The rest PCPs arawithasuccessful (between 64% and
73%) or failed (between 8% and 36%). This is duthéofact that static PCS keep thsecurity
parameters unchangedvhatever the PCS process is.

Total | Successful | Unsuccessful | Failed
. Static-PCS | 11 0 7 4
Simple adversary SDNPCS T3 g 0 0
Medium adversary gg;cpf’((;ss él 2 3 3
Advanced adversary gl[z)t;chgS éZ é (I)O [])

Table9: SDNPCS vs static PCS: Statistics on tedgpmed PCP with different adversary power levels

CA3Adz2NB nl YR CA3IdzNE no aK2g¢g NBalLISOGA@gSte GKS
0KS adGNYGS3e GAYS2dzi 610 20SNJ GAYS AYy-PEUBESGHAZY
SDN automatically adjusts these security parameters before each PCP. For instanc&®CSDN
increases the number of required vehicles to perform the PCP when the adversary is powerful to
increase his confusion. However, when the adversary is weaker, fewereslie required to

perform PCS and hence SBHS decreases the strategy timeout to provide optimal response time.

The strategy timeout results (Figure 4b) confirm the efficient tuning performed byPSI8N Weaker

is the adversary, longer is the PCP exjiratime. StatiePCS keeps the same PCS parameters values
despite the change of the vehicle context. These dynamic configurations of PCS security have positive
impacts on the response time. This latter is defined by the delay between the triggering BCtBe

and the time when the pseudonym is effectively changed. As illustrated in Figure 4c, the average of
response time is improvetly more than 38% when using SIRCS. In addition, we evaluate the
evolution of the privacy levels of vehicles over time. fiie €nd, we use the anonymity set size as the
privacy metric. The anonymity set size is defined as the number of vehicles that have participated in
iKS t/t 6:0® ¢KS LINAGI Oe S@St 2F I @SKAOES @A
PQ. Figure 5 plots the overall privacy lewehich is calculated based on the average of all privacy
levels of vehicles over time. For both Static PCS andPSI8\ the average levels of privacy remain
above the threshold. It is worth mentioning that theeyall average of privacy levels of vehicles using
SDNPCS is higher than one provided by static PCS.
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Figure4: Security parameters update and response time
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Figure5: The average of privacy levels of védgmver time

We evaluate inmrable10the overhead in terms adhe number of messages needed to accomplish the
PCS using SERCS and Static PCS. It is obvious that our approach causes less overheadmoeed
than 54% of messages are saved. The reasonthis that SDNPCS sends pseudonym changing
requests only if needed.

Static PCS | SDN-PCS
Simple adversary 200 91
Medium adversary 220 70
Advanced adversary 292 112

TablelO: PCS overhead: SIACS vs statieCS
3.4.2 Privacyby-design approach for SDNased 5G Vehicular Networks

Making persoal data anonymous is crucial to ensure the adoption of connected vehicles. One of the
privacysensitive information is location, which once revealed can be used by adversaries to track
drivers during their journey. Vehicular Location Privacy Zones (VIPag)romising approach to
ensureunlikability. These logical zones can be easily deployed over Roadside infrastructures (RIS)
such as gas station or electric charging stations. However, the placement optimization problem of
VLPZs is NRard and thus an efficient allocation of VLPZs to these RIs is needed to avoid their
overload and the degradation of the QoS provided within these RIs. This work considers the optimal
placement of the VLPZs and proposes a gedmtied algorithm in aoftwaredefined vehéular
network to ensure minimized trajectory cost of involved vehicles and hence less consumption of their
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pseudonyms. The analytical evaluation shows that the proposed approach iefiosint and
ensures a shorter response time.

3.4.2.1 Background

Vehicular Loation Privacy Zone (VLPZ) is a logical zone that aims at protecting the location privacy of
vehicular users. The internal design of VLPZ is seemingly similar to RIs such as gas stations and vehicle
charging stations. Indeed, a basic VLPZ consists of ng @oint called the router, one exit point

called the aggregator and a limited number of lahederel>1. For this reason, VLPZs can easily be
placed on RIs. In addition, VLPZs can be created as independent RIs in future vehicular networks
given the ugent need of protecting the location privacy of road users. Figure 6 illustrates-aayo

street where two VLPZs are installed: (i) VLRX vehicles coming from West to East, and (2) ¥LPZ

for vehicles coming from East to West.

b 3

VLFZ:

West 1m) @b @ East

VLPZ,

M

Figure6: Multiple VLPZs model

Inside the VLPZ, vehicles can change their pseudonyasdoure way as follows: vehicles arratea

VLPZ, one after another, on a olame. When a vehicle reaches the router, it stops broadcasting
safety messages andheRa F2NJ 'y FaaA3dySR [t »%Qa flySd ¢KS
selected by the router. The vehicle can then reside inside a VLPZ for a random period,of time
depending on the service time. A vehicle must change its pseudonym before leawivt B2 and all
vehicles exit a VLPZ through the aggregator. This strategy provides the protection not only against
both of the syntactic and the semantic linking of pseudonyms but also against the FIFO attacks.
addition, unlike the strategies that rebn the radio silence technique, safety implications are limited

in this strategy since the speeaf vehiclesinside VLPZis very low, which ensures a good tradeoff
between privacy and road safety.

3.4.2.2 System model and problem formulization

In this sectionwe present the proposedoftware-defined vehicular network architecture and give
the formalization of the optimal placement tiie VLPZs problem.

1 Vehicular system model
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Figure7: Softwaredefined vehicular network architecture

We onsider a softwaralefined vehicular network architecture. As illustrated in Figure 7, this
architecture has one level of SDN control consisting of the global SDN controller that has full
knowledge about the vehicular network. The data forwarding planesists of vehicles and Road

Side Units (RSUs). Each vehicle is equipped with 802.11p interface to communicate with other
vehicles and with RSUs. Each RSU is also equipped with two interfaces. A wired link to communicate
with the neighboringRSUs and an LTiEerface to communicate with the global SDN controller. An
SDN agent is also run on each vehicle and RSU. The communication links between the global SDN
controller and the data plane are secured. We also considerttieatoad area contains a set of RIs
managed by trusted authorities. Rls periodically send updates including their current capacity to the
global SDN controller. The internal architecture of the global SDN controller mainly consists of three
modules:

1) Roadside Infrastructure Module (RIMiX collects information and updates about the Rls.
2) Mobility and Topology Module (MTM)it collects the mobility information of vehicles.

3) VLPZ Placement Genetic Algorithm (VPGAEelects periodically the best RlIs to host the VLPZs
based on the inforration provided by RIM and MTM. When a vehicle decides to enter a VLPZ, it
sends a request to the global SDN controller. This latter uses the solution provided by the VPGA to
assign each vehicle to the adequate VLPZ. Each vehicle periodically broadcafstty anessage
every t millisecond, where each message includes a location, a time, a velocity and content. Before
joining the vehicular network, each vehicle registers with the CA (certification authority).

During registration, each vehicle; ¢ preloaded with a set of m pseudonyms; Kwhere kN {1,...,

m }, that are, public keys certified by the CA. For each pseudonynofka vehicle V, the CA

provides a certificate Cer (K ik ). The safety messages are properly signed by private *kef] K

corresponding to the pseudonym; Kto ensure the authentication. A certificate is attached to each

YSaalr3asS G2 SylofS 20KSNJ gSKAOf Sa (2 OSNARTFeE GKS
1 Problem formalization

Here we answer the following question: Given m RIs thadtenia road area, with m>= N, , what
are the best RIs that should deploy VLPZs in order to reduce the trajectory cost of vehicles ?
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To answer to this question, we formulate the problem as follows: Let i= { 1,...,n} the set of existing
vehicles at time. Let j={1,...,m} be the set of the candidate RIs to deploy the required VLPZs. Let c ij
the trajectory cost of a vehicle o move to a R|. Let y j a binary decision variable, which indicates

that the Rl is selected to host a VLPZ at timg is &binary variable, which indicates that the vehicle

v; is assigned to RI j or not. To select the best RIs that host the required number VLPZs, we should
minimize the following objective function F, which aims to minimize the trajectory cost of vehicles
whenmoving to the assigned VLEBbualouachet al.on PRIVANEZ019)

- n e
F=min},_, ijl CijTij - (1)
Formula 1

The transportation costjcan be expressed as the time spent by a vehidie reach a candidate Rl
and quantified by the loss of pseudonyms during this time, which lmarcalculated using the
following formula:

ij

dT;' 17 ... (2)

Formula2

cly =

1 d;: the distance between a vehicle i and a candidate RI

1 v: the average speed of vehicles (meter/second).

f 'Y GKS FNBIljdsSyode 2F OKIy3aAy3d 2F LASdzRR2Yy&yY o6
28 [ aadzyS GKFG @ FyR ' |INB FTAESR Ol ftdzSad ¢Kdzax
of d ij as follows:

F=min) ;. _, Z;"':l dijzij ... (3)

Formula3

The feasibility of the solution depends on different constraintthich are represented by the
following equations:

Formula4

(4) ensures that each vehicle v i is only assigned to one RI; (5) ensures that the number of selected
RIs is equal to the number of VLPZ that are needed at time t (N vipz (t)). (6) guarivatietse

number of vehicles that are assigned to each infrastructure does not exceed the capacity of the RI(K
opt); and finally, (7) and (8) are the integrity constraints. The description of variagigenin Table

11.
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