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Executive Summary

This deliverable, namely D4.3 "Report on potential vulnerabilities of V2X communications"”, aims at
identifying potential security vulnerabilities and at providing a detailed description of the penetration
tests executed in the context of this task, as well as the test procedures for coexistence and
performance evaluation of 3GPP and IEEE standards for V2| and V2V communications under attacks.
To this end, the security requirements of connected vehicles and a taxonomy of security attacks is
provided. Additionally, we outline the different security standards that are proposed for ITS-G5 and
C-V2X standards. Since the main objective of this document is to have a plan for assessing the
resiliency of connected vehicles to a set of attacks (jamming, tracking, miss-behaving nodes) and
intentional and non-intentional interferences, the security tests will be performed in a laboratory
environment and in the field if needed. A set of user stories has been defined for an urban scenario
(intelligent intersection and Green Light Optimal Speed Advisory use cases) to test the performances
of ITS-G5 and LTE-V2X for V2V and V2l communications under attacks. Moreover, given that the two
technologies for connected vehicles (ITS-G5 and LTE-V2X) will co-exist in the future deployment, we
define a set of test to analyse the levels of potential interferences in the 5.9 GHz.

The proposed tests and their corresponding procedures will be executed on the demonstration
platform within the task 4.4 that will be reported in D4.4 “Final report of V2X trials”. Therefore, this
deliverable shall be considered along with D4.4 together, they provide the overall context in which
the test setup identified in task 4.3 will be demonstrated. Thus, the defined procedures in this
deliverable serve as basis for the formal testing and adapted to the demonstration platform. The
overall test plan will be then executed and the results of the executed tests in this document will be
reported in D4.4 document.
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1 Introduction

Today, vehicles are increasingly connected which enable them to provide ubiquitous access to
information to drivers and passengers while on the move, provide better safety, and create efficient
traffic movement on the street. This is enabled by Vehicle-to-everything (V2X) communication that
refers to the communications between vehicle to vehicle (V2V), vehicle to infrastructure (V2lI),
vehicle to pedestrian (V2P), and vehicle to network (V2N). There are two types of V2X
communication technology depending on the underlying technology being used, that is, WLAN-based
(ITS-G5) and cellular-based (C-V2X).

Wireless networks have intrinsic security vulnerabilities because it is difficult to prevent physical
access to them. The only advantage they have in this respect is that an attacker must be in physical
proximity to the network. Attackers can carry out both passive and active attacks. A passive attack is
one in which an attacker just captures signals, whereas an active attack is one in which an attacker
sends signals, too. Vehicular networks add more challenges to the security requirements. They are
highly mobile, large scale and suffer from frequent topology changes, which expose them to various
security threats. A successful attack may degrade the performance of vehicular networks and even
the life safety of passengers. For instance, sybil attack where multiple messages are sent
simultaneously from one vehicle node with many identities and Denial of Services (DoS) where the
attacker sends information at high frequency, causing the channel jamming to prevent other vehicles
to access the network, are simple but harmful attacks.

1.1 Terminology: V2X standards, co-existence, interference

There are two types of V2X communication technology depending on the underlying technology
being used, that is, WLAN-based (ITS-G5) and cellular-based (C-V2X).

9 Intelligent transport systems (ITS) operating in the 5 GHz frequency band (ITS-G5): has been
approved as the European version of the I|EEE 802.11p standard. The European
Telecommunication Standard Institute (ETSI) has chosen the range between 5.875 and 5.925
GHz as the spectrum to be used in the ITS-G5 standard.

1 LTE-V2X: is defined in 3GPP standards, which includes cellular (LTE Uu) and direct
communication (LTE PC5). The former connects vehicles to base stations (eNBs) and the core
network to provide V2N services. The latter ensures V2V, V2| and V2P communications to
provide low latency and high reliability regardless of any cellular network infrastructure. LTE-
V2V/I/P can be supported by spectrum that is harmonised for ITS, namely 5.9 GHz in Europe.

The principle of technology neutrality in the European spectrum regulations implies that any radio
technology which can demonstrate conformance with the essential requirements of the Radio
Equipment Directive (e.g. through compliance with EN 302 571) can operate in 5855-5925 MHz.
While the co-existence of the two technologies could be beneficial for the end-users, their co-
existence may hinder the reliability of V2V/V2I and V2P communications. Indeed, LTE-V2X and ITS-G5
use different physical layers and medium access control protocols. In the absence of any agreed
solution for co-existence, these two technologies may cause mutually harmful co-channel
interference.

1.2 Scope and Structure

This deliverable assesses the security vulnerabilities of V2X communications, and describes the
procedures for penetration tests and IEEE 802.11p and LTE-V2X coexistence tests under attacks. The
current document is structured as follows:

9 Section 2 outlines the main V2X communication standards considered potentially in the
planned tests such as ITS-G5, LTE-V2X and 5G-V2X.
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9 Section 3 highlights the security requirements needed in order to ensure secure V2X
communications

9 Section 4 reports the security standards proposed by standardization organization (ISO, CEN,
ETSI, IEEE, etc.). These standards are crucial to guarantee the wide spread deployment of
V2X communication and its acceptance by the public.

 Section 5 provides a comprehensive taxonomy of security threats that may target
authenticity, integrity, availability, confidentiality and non -repudiation of information.

9 Section 6 details the penetration tests procedures for ITS-G5 and LTE-V2X such as jamming
and vehicle tracking. This section will also investigate trust management tests.

9 Finally, section 7 describes the co-existence tests procedure of ITS-G5 and LTE-V2X and the
tests that will be carried out to evaluate the performances of V2| and V2V communications
under jamming attacks.
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2 V2X Communications Standards

The term Vehicle-to-Everything (V2X) communications refers to the exchange of information from a
vehicle to an external entity that may affect the vehicle, and vice versa. It is a vehicular
communication system that incorporates other more specific types of communication as V2I
(Vehicle-to-Infrastructure), V2N (Vehicle-to-Network), V2V (Vehicle-to-Vehicle), V2P (Vehicle-to-
Pedestrian).

By employing cooperative awareness, the above types of V2X applications can be jointly used for
smarter services for end-users. For example, vehicles, pedestrians, application servers, and road
infrastructure can obtain local environmental information by receiving messages from sensors in
proximity or other vehicles, to enable more intelligent services such as autonomous driving, vehicle
warning, and enhanced traffic management.

The fundamental motivations for V2X applications are road safety, traffic efficiency and energy
savings. There are two types of V2X communication technology depending on the underlying
technology being used, that is, WLAN-based (ITS-G5) and cellular-based (C-V2X). The following
subsections describe these two technologies in more detail.

2.1 ETSIITS-G5

IEEE 802.11p is an amendment to the IEEE 802.11 standard aimed at adding wireless access in
vehicular environments (WAVE), a vehicular communication system. It defines enhancements to
802.11 (which is the basis of products marketed as Wi-Fi) required to support ITS applications. This
includes data exchange between high-speed vehicles and between the vehicles and the roadside
infrastructure, so called as V2X communication, in the licensed ITS band of 5.9 GHz (5.85-5.925 GHz).
IEEE 1609 is a higher layer standard based on the IEEE 802.11p. It is also the basis of a European
standard for vehicular communication known as ETSI ITS-G5 (described by the ETSI EN 302 663).

ETSI ITS-G5 is an extension of IEEE 802.11p, modified and optimized for operation in a dynamic
automotive environment. ETSI ITS-G5 was originally defined in 2004 and has undergone a thorough
standardization process. This included extensive field testing (starting in 2008 with the German SIM
field tests with 400 vehicles) and multi-vendor interoperability testing (ETSI plug tests since 2011).
Automotive-grade implementations have been available for a number of years to allow Original
Equipment Manufacturers (OEMs) and Tier-1 suppliers to perform extensive tests and validation,
which is absolutely of key importance for a safety-related product.

The EN 302 663 standard has outlined the two lowest layers - physical layer and data link layer - in
the protocol stack for supporting V2V communications in an ad hoc network to be used at the 5.9
GHz frequency band allocated in Europe. The two lowest layers are termed as access layer and data
link layer of the OSI model. The technology specified for the access layer is collectively called as ITS-
G5. During its validation, the ITS-G5 standard has used already existing standards for
communications.

The data link layer is divided into two sublayers — Medium Access Control (MAC) and Logical Link
Control (LLC). The physical layer and the medium access control layer are covered in IEEE 802.11. The
logical link control is based on the ANSI/IEEE Std 802.2. The ITS-G5 standard also adds features for
decentralized congestion control (DCC) methods to control the network load and avoid unstable
behaviour.

The EN 302 663 standard has assessed the communications architecture as proposed in ETSI EN 302
665.

ITS-G5 technology is tailor-made for road safety applications. The ETSI EN 302 663 standard offered
the low latencies that are essential for vehicles travelling at high speed. Since it is a wireless
technology, it can communicate beyond the LoS (e.g. around corners) and complements in-vehicle
sensors. Since it is a broadcast technology, it can also communicate to many vehicles and other
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relevant recipients at once. Its properties made it suitable for numerous road safety applications,
such as reduction of fatalities by vulnerable road users, electronic emergency brake light, distance-
keeping in platoons of trucks and for future higher levels of more automated driving. It has been
designed to operate at short-range.

ITS-G5 and WAVE technologies do not require any network coverage or roadside units to exchange
messages. Communication takes place whenever vehicles or C-ITS stations are within range of each
other, as they can form ad-hoc networks. Whilst not requiring any network coverage, road operators
may opt to equip critical spots on their road infrastructure, such as traffic lights or intersections, to
improve road safety. This may make sense, particularly in the beginning, when the penetration rate
of the vehicle fleet is still growing.

ITS-G5 protocol technology also meets all requirements to operate under the European
Commission’s Security Policy and Security Certification Policy which assure the trustworthiness of
messages sent using C-ITS. As several ITS-G5 systems have been developed by automotive suppliers,
functional safety like compliance with the Automotive Safety Integrity Level (ASIL) according to I1SO
26262 is already taken into account.

2.2 3GPP LTE-V2X (Release 14)

3GPP started standardization work of cellular V2X (C-V2X) in Release 14 in 2014. It is based on LTE as
the underlying technology. Specifications were published in 2016. Because these C-V2X
functionalities are based on LTE, it is often referred to as LTE-V2X. The scope of functionalities
supported by C-V2X includes both direct communication (V2V, V2I) as well as wide area cellular
network communication (V2N).

Cellular V2X was developed within the 3GPP to replace the US promoted DSRC and the Europe-
originated Cooperative Intelligent Transport Systems (C-ITS) as such standards are decisive steps
towards the target of autonomous driving and clues to market influence. C-V2X technology is
designed to connect vehicles to each other, to roadside infrastructure, to other vulnerable road-users
and to cloud-based services.

C-V2X technology has been designed to operate in two modes:

9 Device-to-device: this is Vehicle-to-Vehicle (V2V), Vehicle-to-(Roadway) Infrastructure (V2I)
and Vehicle-to-Pedestrian (V2P) direct communication without necessarily relying on
network involvement for scheduling.

9 Device-to-network: this is Vehicle-to-Network (V2N) communication which uses the
traditional cellular links to enable cloud services to be part of the end-to-end solution by
means of network slicing architecture for vertical industries.

LTE-V2X was standardised by the 3GPP in 2016 under the umbrella of LTE Release 14 and
encompasses two interfaces: (i) a wide area network LTE interface (Uu) that connects end-user
devices and vehicles to mobile network base stations and mobile core networks, for provision of
Internet and vehicle to network (V2N) services, and; (ii) a direct communications interface (PC5) that
connects vehicles to vehicles (V2V), to roadside infrastructure (V2I) and to pedestrians and other
vulnerable road users (V2P), for provision of low-latency and high-reliability vehicular services. The
LTE-V2X (PC5) interface does not necessarily require assistance from a mobile network.

The above two modes of operation fulfil different use cases and scenarios and can also be used in
combination. The PC5 interface was specified during the work on Proximity Services (ProSe), which
provided public safety UEs the option to communicate directly. However, commercial equipment
was excluded mostly due to the lack of operator control with respect to charging and legal
interception. The ProSe feature offers with the PC5 interface additional functionality like discovery of
other UEs, which is not utilized for V2X communications. LTE-V2X mode 3 is a subscription service in
3GPP, i.e. a UE must have a subscription in the Home Subscriber Server (HSS) with relevant
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information, which allows a UE to be authorized in order to perform LTE-V2X communication over
the PC5 reference point and its PC5-AMBR. Further, the subscription information contains the list of
the Public Land Mobile Networks (PLMNs) where the UE is authorized to perform LTE-V2X
communication over the PC5 reference point. By contrast, mode 4 of LTE-V2X does not require
connectivity to a cellular network.

In principle, LTE-V2X has some advantages over ITS-G5, including its ability to also provide (via its Uu
interface) longer-range vehicle-to-network (V2N) communications, leveraging use of the commercial
mobile telecommunications network spectrum to enable connections to cloud-based infrastructure
and back-office systems, and utilising the existence of extensive mobile infrastructure along the EU
road networks. Furthermore, its scalability and ability to evolve as mobile communications develop
(e.g. the transition from 4G to 5G) are seen as significant benefits of LTE-V2X. At the same time, LTE-
V2X (via its PC5 interface) is also able to provide direct V2V communications between devices, with
no subscription or network intervention required. On the other hand, ITS-G5 is a mature and tested
technology, and its market deployment at the time of writing is well ahead of that of LTE-V2X.

2.3 3GPP 5G-V2X (Release 15 and beyond)

In Release 15, 3GPP continued its C-V2X standardization to be based on 5G. Specifications have been
published in 2018. To emphasise the underlying technology, the term 5G-V2X is often used in
contrast to LTE-based V2X (LTE-V2X). In both cases, C-V2X is the generic terminology that refers to
the V2X technology using the cellular technology irrespective of the specific generation of
technology.

Release 16 of the 3GPP Technical Specifications further enhances the C-V2X functionality.
Standardisation work is currently in progress. This way, C-V2X is inherently future-proof by
supporting migration path to 5G.

The target of Release 14’s work to support V2X service has been mostly to provide data transport
service for basic road safety service such as CAM, DENM, BSM and relevant applications. In addition
to the work done in Release 14 to support V2X services based on LTE, the Release 15 work eV2X
(enhanced Vehicle-to-Everything) further specifies service requirements to enhance 3GPP support for
V2X scenarios.

Requirements for the following areas have been covered in this work and are specifically described
within the framework of the 3GPP TS 22.186. In brief, these are as follows:

9 Vehicle Platooning: Vehicles platooning enables the vehicles to “dynamically form” a group
travelling together. All the vehicles in the platoon receive periodic data from the leading
vehicle, in order to carry on platoon operations. This sort of information allows the distance
between vehicles to become extremely small; that is the gap distance translated to time can
be very low (practically at the order of magnitude of sub-second). Platooning applications
may allow the vehicles following the one leading the group to be autonomously driven. The
requirement on the communication latency is directly related to the assumed inter-vehicle
gap (distance between successive vehicles and equivalent to vehicle density), which can be
specified in meter or seconds.

9 Advanced Driving: Advanced Driving practically enables the case of semi-automated or fully-
automated driving. In this case, longer inter-vehicle distance is assumed. Each vehicle and/or
road side unit shares data obtained from its local sensors with vehicles in proximity, thus
allowing vehicles to coordinate their trajectories or manoeuvres. In addition, each vehicle
shares its driving intention with vehicles being in its proximity. The benefits of this use case
group include safer travelling, collision avoidance as well as improved traffic efficiency.

9 Extended Sensors: Extended Sensors enables the exchange of raw or processed data
gathered through local sensors or live video data among vehicles, RSUs, devices of
pedestrians and other V2X application servers. The vehicles can enhance the perception of
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their environment beyond what their own sensors can detect and, consequently, have a
more holistic view of the local situation. Here, high data rate and low latency are the key
characteristics.

 Remote Driving: Remote Driving enables a remote driver or a V2X application to operate a
remote vehicle for those passengers who cannot drive themselves or a remote vehicle
located in dangerous environments. For a case where variation is limited and routes are
predictable (such as public transportation) driving based on cloud computing can be used. In
addition, access to cloud-based back-end service platform can be considered. High reliability,
high data rate and ultra-low latency are the main requirements.

In Release 15, the work item “V2X phase 2 based on LTE” was approved (as in the WID in RP-171740).
This WI enhances the Cellular-based V2X services (V2V, V2I/N, and V2P) to support advanced V2X
services as identified in TR 22.886 in a holistic and complementary manner to Release 14 V2X. This
work item specifies 3GPP V2X Phase 2 to support advanced V2X services as identified in SA1 TR
22.886 in a fully backward compatible manner with Release 14 V2X.
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3

Security Requirements for V2X Communications

V2X communication system is vulnerable to a variety of attacks and cyber-threats that can have
serious negative impacts on the integrity and functionality of the ITS system, which may pose
endangering risks on the life of drivers. Required security mechanisms should therefore be
implemented to provide the successful deployment of V2X communications in an ITS
environment. This section describes V2X security requirements and adversary types that can exist in
such an environment

3.1

Security requirements

Authenticity: entity authenticity is required to prevent illegitimate users from injecting bogus
messages into the network. Each V2X entity should possess an authentic identifier. When a
V2X entity receives a message, it first checks the authenticity of the sender’s identifier before
performing further processing to the received message. Besides entity authentication, data
authentication is also a concern to ensure that the contents of the received data are neither
altered nor replayed.

Integrity: data integrity is an important requirement for road safety applications to protect
users against malicious internal users. In general, in a V2X communication system the
majority of users are honest. However, if one of the V2X entity’ sensors malfunctioned, it
could start transmitting messages with wrong information. The same situation applies to
legitimate users who have malicious behaviour. Such kind of users can affect the network
operation by generating rogue messages. The danger of these faulty messages is that they
have been issued by legitimate users, which means that they are authenticated messages yet
containing false data. Misinterpreting these messages as valid ones can lead to harmful
actions taken by V2X entities. To mitigate the effects of such kind of messages, authenticated
messages received by a vehicle should be cross-checked with other received messages from
other vehicles to ensure data integrity.

Availability: users may be frustrated if V2X services become temporarily unavailable due to
attacks such as Denial of Service (DoS). Availability ensures that V2X messages not only reach
all the targeted recipients but also reach at the correct time.

Confidentiality: confidentiality ensures that only authorized V2X entities can have access to
the exchanged data. For this reason, advanced cryptographic techniques should be used for
the encryption of data.

Non-repudiation: non-repudiation, known as accountability or liability, It is necessary to
prevent legitimate users from denying the transmission or the content of their messages.
Users anticipate the network to provide a high level of liability, where a vehicle involved in a
crash should be efficiently identified. Liability can be achieved by investigating the messages
saved in each vehicle involved in the crash. However, if non-repudiation cannot be
guaranteed, this process will be infeasible.

Access control: access control is necessary to ensure reliable and secure operation of the
system. Any misbehaving V2X entity should be revoked from the network to protect the
safety of other legitimate entities in the network. Moreover, any actions taken by that
misbehaving entity should be cancelled.

Privacy: the protection of privacy is an important factor in public acceptance and the
successful deployment of this V2X technology. Three classes of the privacy protection in V2X
communication system can be distinguished: (i) the identifier privacy protection, (ii) the
location privacy protection, and (iii) the protection of the data exchanged. The exchanged
private data in the V2X communication system such as financial transactions and text chat
conversations can easily be protected using encryption mechanisms. For this reason, the
protection of the identity and the location are often considered as the primary concerns for a
privacy-aware V2X communication system.
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3.2 Adversary types

Due to the complexity, heterogeneity and large-scale of the V2X communication system, different
types of adversary can perform several types of attacks. In the following, we distinguish the different
types of attackers that can target a vehicular network:

Global vs. Local: compared to a local adversary, a global adversary has an overall coverage of the V2X
system. It can then eavesdrop every message which was broadcast by any vehicle.

Active vs. Passive: an active adversary is more dangerous than a passive adversary since it can alter
or inject messages, while a passive attacker can only eavesdrop messages.

Internal vs. External: an internal adversary is an authenticated member of V2X system. An external
adversary is considered as an intruder.

Malicious vs. rational: according to the purpose of the adversaries, they can be divided into
malicious adversaries and rational ones. Malicious adversaries aim to destroy the networks, without
considering their personal interests. However, the rational adversaries aim to achieve their personal
interest while performing attacks.
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4  Overview of Current State of Security Standards

Security for preserving privacy and safety regulations serving ITS solutions is a key challenge to tackle
when implementing new services based on V2X communications. Thereby, several standardisation
organisations (ISO, CEN, ETSI, IEEE, etc.) all around the globe are working hard, in one hand, in solo
standardising new research findings as part of technological innovations and, in another hand, joining
these efforts harmonising similar technologies in order to offer transparent and interoperable
solutions. These efforts led to the publication of valuable standards allowing the wide spread
deployment of V2X communications, others are under construction.

4.1 DSRC/WAVE

In US, the Institute of Electrical and Electronics Engineers (IEEE) adopted the DSRC proposal
addressing the V2X requirements. This led to the development of several new standards, starting by
the IEEE802.11p amendment to the IEEE802.11 which is addressing the media access control and the
physical layer on the 5.9GHz frequency band and the WAVE IEEE 1609 family of standards
addressing remaining aspects of the communication (multi-channelling, networking, security). Both
are complemented by the safety standard SAE J2735 as described in Figure 1:

Resource manager

Security
services

ue WME
Multichannel [ MLME
operation extension

WAVE MAC MLME
WAVE PHY PLME
\~ > j = v
Data Management
plane plane

[ 1e€€ 1609.1 [ 1E€E 1609.3 [ IEEE 802.11p
[ 1E€E 1609.2 [ IEEE 1609.4

Figure 1: WAVE communication stack

Figure 1 shows a WAVE communication stack indicating the standard that covers each set of layers.
The blocks marked resource manager and security services do not fit easily within the layered
structure of the OSI model.

For the sake of addressing cybersecurity threats in vehicular networks, the IEEE 1609.2 standard is
considering authenticity, authorization, integrity, and non-repudiation aspects in order to secure
data transmission in both V2V and V2l communications.

4.2 ETSIITS-G5

In EU, the ETSI TC ITS Working group 5 under the European Telecommunications Standards Institute
(ETSI) has worked as part of the Harmonisation Task Groups (HTG) established by EU-US International
Standards Harmonisation Working Group on security of cooperative ITS interoperability. Table 1
below is listing the security related standards [1] [2].
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Title ETSI Standard reference ‘

Threat, Vulnerability and Risk Analysis (TVRA) technical | TR 102 893
report

Stage 3 mapping for IEEE 1609.2 TS 102 867
Security services and architecture TS102 731
Security header and certificate formats TS 103 097
ITS communications security architecture and security | TS 102 940
management

Trust and privacy management TS 102 941
Access Control TS 102 942
Confidentiality services TS 102943

Table 1: ETSI ITS-G5 security related standards

Table 2 below is listing the security standards based on the service category and service.

Service category Security service Standard Reference

Obtain / Remove / update TS 102 941
Enrolment Credentials under revision
Authorization Obtain / Update Authorization TS 102 941
Ticket under revision
Single Message Authorize / Validate TS 102 940
Signature Authorization on Single TS 103 097
Message
Data Encrypt / Decrypt Single TS 102 940
Encryption Message TS 103 097
Replay Replay Protection Based on TS 102 940
Protection Timestamp TS 103 097
Plausibility Validate Data Plausibility TS 102 940
TS 103 097
Security Associations Establish / Update / Remove IETF draft-tls-certieee1609-02
management Security Association, Send /
Receive Secured Message
Integrity Checksum Not supported
Accountability Record incoming / outgoing Not supported
message
Remote management Activate / Deactivate ITS Not supported
transmission
Report Report Misbehaviour at ITS-S, Not supported in
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Misbehaving Detection and Prevention of
ITS-S Misbehaviour by
Misbehaviour Authority

Release 1 TS 102
940 and 941

future extension

Table 2: ETSI ITS-G5 security standards based on the service category and service

43 C-V2X

In the aim of allowing cellular networks to tackle ITS scenarios, Cellular Vehicle-to-everything is
introduced first in 3GPP release 14 [1]. Table 3 is listing a set of security standards proposed by 3GPP

and ETSI to provide a secured C-V2X solution.

Title

3G security; Network Domain Security (NDS); IP network
layer security

ETSI/3GPP Standard reference ‘

3GPP TS 33.210

Network Domain Security (NDS); Authentication Framework
(AF)

3GPP TS 33.310

Smart Cards; Secured packet structure for UICC based
applications

ETSI TS 102 225

Secured packet structure for (Universal) Subscriber Identity
Module (U)SIM Toolkit applications

3GPP TS 31.115

Proximity-based Services (ProSe); Security aspects

3GPP TS 33.303

3GPP System Architecture Evolution (SAE): Security
Architecture

3GPP TS 33.401

Generic Authentication Architecture (GAA); Generic
Bootstrapping Architecture (GBA) Push function

3GPP TS 33.223

3G Security; Security of Multimedia Broadcast/Multicast
Service (MBMS)

3GPP TS 33.246

3GPP System Architecture Evolution; Security aspects of
non-3GPP accesses

3GPP TS 33.402

Table 3: C-V2X security standards proposed by 3GPP and ETSI
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5 Taxonomy of Security Threats for V2X Communications

Vehicular networks will enable cars and other road users to communicate, exchange data about their
current position and speed and warnings derived from their on-board sensors. In addition, RSUs
ensure the collection and distribution of warnings about hazardous events and provide traffic
forecasts. However, significant risks and attacks are targeting vehicles and RSUs and could cause
significant damages. For instance, safety-related messages could be falsified or deleted by V2X
malicious entities in order to cause accidents and endanger people’s lives. To this end, it is crucial to
a have a comprehensive overview of the security attacks in order to deploy the appropriate security
mechanisms. We present in section some popular threats and attacks which can target a V2X
communication system.

5.1 Security threats and attacks

V2X communications are vulnerable to many attacks that may cause serious damage on the system
function, and hence threaten the safety of V2X users. Due to the inability to describe all the possible
attacks on V2X communication system, in this section, we only describe the most popular attacks [1].
As illustrated in Figure 2, we classify these attacks into four categories according to the security
requirements that were described in the previous section.

V2X Attacks on
Authenticity Integrity Availability Confidentiality Non-repudiation
- Certificate replication — Alter/inject false messages [— Blackhole/Greyhole — Eavesdropping 1t Loss of events traceability
- Sybil  Replay — Deny of service — Location tracking
- Impersonation - GPS spoofing — Jamming -
B - Wormhole —
_) o

Figure 2: Attacks on V2X communication systems
5.1.1 Attacks on Authenticity

The authenticity is an important process that gives the V2X network access to the nodes equipped
with the necessary credentials such as certificates and digital signatures. Ensuring authenticity is to
protect V2X environment from internal and external adversaries infiltrating the networks using
falsified credentials. We present some attacks that threaten the authenticity in the following points:

9 Certificate replication attack: compromised V2X nodes try to conceal themselves by using
replicated certificates. Once a replicated certificate is blacklisted, it will not be used anymore
and deleted.

9 Sybil attack: compromised V2X nodes create multiple identities, called Sybils. These
identities can be exploited for example to create the illusion of the traffic congestion or to
inject false information in the network for altering the perception of vehicles.
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i Impersonation attack or masquerading attack: the adversary exploits a valid identity to
obtain access the network and confidential information.

The authenticity attacks are prevented in the IEEE 802.11p standard using cryptographic public and
private keys with their corresponding certificates. Initially, each V2X entity obtains a set of
certificated keys and certificates from the certification authority. These certificates include the public
keys of V2X entities which are considered as their identifier. These certificates cannot be used by
malicious V2X entities without having the corresponding private keys which are stored on the
Tamper Proof Device (TPD) of the V2X entity. In addition, if any malicious node is detected, its
identifier will be included in the certificate revocation lists that will be distributed over the network.
On the other hand, in the mode 3 of C-V2X standard, the home subscriber server is able to avoid
messages that come from unauthorized V2X entities.

5.1.2 Attacks on Integrity

In this case, the adversary try to violate the consistency of the information carried in the network by
modifying it or injecting erroneous information. In the following points, we present some attacks that
threaten the Integrity requirement:

9 Alter or inject false messages attack: In this attack, compromised nodes send wrong
information to vehicles in order to mislead them which may result in a dangerous situation
for a driver. This can be done by spreading bogus messages that are either newly generated
or modified from the received messages.

In the IEEE802.11p standard, external adversaries could not alter or inject false messages as long as
they do not have the private keys to sign their messages. However, no protection is provided against
internal adversaries who can easily carry out this type of attacks. For this reason, security standards
have suggested methods to detect the internal attackers and remove them from the V2X
communication system.

In C-V2X (mode 03) standard, an external adversary cannot alter or inject false messages because
data is encrypted with an encryption key which is generated after the mutual authentication.
However, internal adversaries remain able to inject false messages and alter the received ones
because the integrity control is applied only for the signalizing messages. In mode 4, as the
exchanged messages are neither encrypted nor signed, both internal and external adversaries can
inject false messages and alter the received ones.

1 Replay attack: In this attack, the comprised nodes replay the captured messages in a
different time. The purpose is to give the impression to the receiving nodes that these
messages were sent by the original senders. Both IEEE802.11p and C-V2X standards provide a
mechanism to protect against the reply attack.

9 GPS spoofing attack: The compromised nodes deceive a GPS receiver of V2X nodes by
transmitting inaccurate GPS signals by retransmitting real GPS signals captured elsewhere at
a different time.

Wormbhole: In this attack, the adversary controls many remote entities in order to establish a
tunnel between them, and thereby, it can inject data from one place to another. Hence, the
attacker could broadcast incorrect information over various locations.

Wormhole can be seen as a special case of false messages injection. Therefore, the same security
analysis of false messages injection can be applied to IEEE 802.11p and C-V2X for this attack.

5.1.3 Attacks on Availability
Availability is a critical service that ensures the permanent operation of a V2X system. Threats on the

availability aim to prevent authorized users from access to network services. In what follows, we
present some attacks which may threaten the availability of services:
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9 Blackhole and Greyhole attacks: In these attacks, comprised nodes stop relaying messages
to the neighbouring V2X entities. The purpose is to prevent information to be speeded up in
the network. While in the blackhole attack, the adversary drops all received messages, only
selective messages are dropped in the greyhole attack.

In IEEE 802.11p standard and C-V2X mode 3, this attack can only be performed by the internal
adversaries. The external nodes must be authenticated before being part of the routing path.
However, in the C-V2X (mode 4) this attack could be performed by external and internal adversaries
because no authentication mechanism is implemented yet.

I Deny of service (DoS): In this attack, the adversary prevents vehicles and drivers from
normal access to network services. This attack can be generated by flooding the radio
channel by huge volumes of messages. DDoS attack (Distributed Denial of Service), which is a
variant of DoS attack, is a distributed attack involving a set of adversaries. DDoS attack is
managed by the main adversary who plays the role of the adversaries group leader. Both
IEEE 802.11p, C-V2X (mode 3), and C-V2X (mode 4) are vulnerable to internal adversaries. In
addition, external adversaries could also generate a DoS attacks in C-V2X (mode 4) since no
authentication mechanism is provided.

I Jamming attack: In this attack, the adversary generates signals to corrupt the data or jam
the radio channel. Since both IEEE802.11p and C-V2X standard are based on OFDM
multiplexing technology, the adversary needs only to detect the presence of messages in the
radio channel. Currently, this is no protection solution against this attack.

5.1.4 Attacks on Confidentiality

Confidentiality ensures that data will only be read by intended receivers. In V2X systems,
confidentiality is achieved by encrypting messages using PKI cryptographic keys as suggested by
security standards. However, encryption cannot always be used to ensure confidentiality due to real-
time constraints of some messages like safety-related messages. The attacks on confidentially are
generally the first attacks that are performed before using more sophisticated attacks. In the
following, we present some attacks that threaten confidentiality:

9 Eavesdropping: In this attack, the adversary collects the data transmitted in the V2X network
in order to extract information from which it could benefit.

In IEEE802.11 standard, the confidential data is encrypted. Only internal V2X entities that are
involved in the data exchange can read it. The data is then protected from external adversaries.

In C-V2X mode3, V2X entities pre-share secret key issued by the authenticated center to encrypt
communications with the core network. The external adversaries cannot then exploit the collected
data. However, in mode 4, a pre-shared secret key is needed for each application, which adds
additional communication costs. Currently, C-V2X standard does not encrypt the data which makes
it vulnerable for both internal and external adversaries.

1 Location tracking: In this attack, the adversary collects safety messages that are sent in clear
and contain information about the position and the mobility. It then uses some tacking
algorithms to link between different collected information and find the trajectories of their
victims.

To ensure the low latency in the V2X communication system, safety messages are sent in clear text.
These messages contain the mobility pattern of V2X entities. Both IEEE802.11p and C-V2X standards
do not provide mechanisms to prevent internal and external adversaries from tracking vehicles.
5.1.5 Attacks on Non-repudiation

Non-repudiation ensures the revelation of the real identifiers of V2X entities which are involved in

any given occurred event such as sending or receiving messages. Many attacks, which were
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mentioned in the previous categories such as Sybil and certificate replication can also threaten the
non-repudiation.

Loss of events traceability: In this attack, the adversary takes a set of actions that help him deny
specific events. These actions mainly consist in erasing its traces or create confusion for the audit’s
entity.

The non-repudiation concerns only the authenticated V2X entities. The non-repudiation is ensured in
the 802.11p and C-V2X (mode 3) thanks to the presence of the centralized authority. However, non-
repudiation could not be ensured in C-V2X (mode 4) since no centralized authority is present.

5.2 Summary

Table 4 summarizes the degree of protection provided by both IEEE 802.11p and C-V2X standards
regarding the attacks on security requirements. The table considers internal and external
adversaries. As we can see C-V2X mode 4 is more exposed to internal and external attacks than
IEEE 802.11p and C-V2X mode 3. This is due to the fact that communication links in C-V2X mode 4 are
not managed by the core network (centralized entity) [2]. The Table shows also that IEEE 80211.p
provides more security services. That can be explained by the number of research that is carried out
on 802.11p compared to C-V2X.

This is due to the fact that IEEE 802.11p was introduced 10 years ago, has been standardized,
implemented and thoroughly tested.

Security Attacks IEEE 802.11 P C-vV2X

Requirements
External | Internal C-V2X (Mode 3) C-V2X (Mode 4)

External Internal External Internal

Authenticity | Certificate Y Y Y Y N N
replication
Sybil Y Y Y Y N N
Impersonation Y Y Y Y N N
Integrity Alter/inject Y N Y N N N
false
messages
Replay Y Y Y Y Y Y
GPS spoofing N N N N N N
Wormhole Y N Y N N N
Availability Blackhole/ Y N Y N N N
Greyhole
Deny of | Y N Y N N N
service
Jamming N N N N N N
Confidentiality | Eavesdropping | Y Y Y Y N N
Location N N N N N N
tracking
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0

Non-
repudiation

Loss of events
traceability

- Y - Y

Table 4: Security analyses on V2X attacks
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6 Penetration Test Plan and Procedures for ITS-G5 and LTE-V2X
Communications

Testing is an important stage in the development of V2X technology. It should be carried out to
ensure the maturity and reliability of this technology. Road safety and information security V2X
services must be rigorously verified and tested before its real deployment. Several testing methods
are considered according to the services to be tested. For instance, penetration testing is a method
to validate the V2X security solutions. This method consists in simulating an attacker behaviour and
test the performances of the target system. Penetration testing can be divided into three categories
[3] : black-box testing, white-box testing, and grey box testing.

9 The black-box testing: the test is performed without any knowledge about the target system.
This test is more realistic. However, it requires a huge effort and considerable time to
succeed.

 The white-box testing: the information regarding the target system such as the design
specifications and code implementation are provided to the testers in advance, which makes
it easier to identify problems. However, due to the complexity of V2X systems, testers could
not obtain all the information about the system under test, which decreases the advantage
of white-box testing.

9 The grey-box testing: is the mix between the white-box testing and black-box testing. The
white-box testing is used on the system parts where the testers have enough information
about them. The black-box testing is used in part of the target system where no information
regarding the system is available.

Table 5 summarizes the security tests that we are planning to perform and which security
requirements and threats these tests will target.

Security Tests Targeted Security Threats
requirements
Jamming attack - Availability - Denial of services
- Jamming

Trust-based solutions reliability | - Confidentiality - Attacks launched by external
- Authenticity attackers
- Integrity

Sybil attack - Authenticity - Sybil

Table 5: A summary of test scenarios

6.1 Jamming attack

Jamming is a dangerous physical level attack that drastically decreases the performances of the V2X
communication system. It consists in the intentional transmission of a signal to disrupt the
transmission channel. This signal significantly reduces the signal to noise ratio (SNR) for the receiver.
However, the interference is an unintentional signal that occurs when the signal is transmitted in an
already used and operational frequency band.

© 2018 - 2021 5G-DRIVE Consortium Parties Page 27 of 45



00
D4.3: Report on Potential Vulnerabilities of V2X Communications

6.1.1 Hardware and Software tools

We plan to perform in-lab experiments to evaluate the impact of different levels of jamming attacks
on the IEEE 802.11p technology. In this experiment, we will use the following tools:

2 xOpenC2X equipment: OpenC2X is an open source experimental and prototyping platform
that supports ETSI ITS-G5.
 1x USRP equipment: is used to generate the jamming attacks.

6.1.2 Test Plan and Procedure

As illustrated in Figure 3, the test scenario consists of two OpenC2X equipment exchanging messages
between them and an USRP equipment controlled by an attacker performing jamming attack on the
radio channel. This test is defined in Table 6.

Attacker

Figure 3: Test scenario for the jamming attack

AW
o)

Jamming attack test

OpenC2X equipment are able to exchange messages

between them.

T USRP is able to generate jamming signals in the 5.9 GHz
frequency band.

Preconditions:

Test step Description Success criterion

OpenC2X equipment are | Messages are delivered to
exchanging data between | receivers.
them.
T The distance between
OpenC2X equipment is
relatively short.

T The USRP equipment is off.

T The USRP equipment is | Messages could not be
switched on. delivered to receivers.

T USRP equipment generates
a strong jamming signal

T Gradually decreases  the | Some messages could be
power of jamming signals | delivered to receivers.
generated by the URSP.
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T Fix the power of jam | Some messages could be
signals. delivered to receivers.

T Gradually increases the
distance  between the
OpenC2X equipment.

Success criteria 1 The delivery ratio equals to 0 in step 2
9 The delivery ratio in step 3 is greater than the delivery
ratio in step 4.

Table 6: Jamming attack test procedure

6.2 Trust-based solutions reliability

Solutions for secure and reliable V2X communications are generally classified into two categories:
cryptography-based solutions and trust-based solutions. The latter mainly addresses internal
attackers where cryptography-based solutions may completely fail. In addition, trust-based solutions
are more suitable for delay-sensitive applications since the processing time is shorter [4]. Existing
trust models for V2X communication systems are classified into three categories: entity-oriented,
data-oriented, and hybrid trust models.

The accuracy of V2X trust-based solutions depends on direct and indirect parameters. The direct
parameters are only related to how trust values are calculated. However, the indirect parameters are
related to the V2X environment such as the physical layer characteristics, radio interferences, and
obstacles. To this end, we plan to perform in-lab experiments to evaluate the impact of the indirect
parameters on the accuracy of the trust-based solutions.

6.2.1 Hardware and Software tools

We plan to perform in-lab experiments to evaluate trust-based solution in an IEEE 802.11p-enabled
network. In this experiment, we will use the following tools:

T 4 x OpenC2X equipment: 3 OpenC2X equipment that keep sending messages to another
OpenC2X equipment which implements the trust-based solution.
1x USRP:is used to generate interference signals

6.2.2 Test Plan and Procedures

As illustrated in Figure 4, the scenario consists of three OpenC2X equipment (A, B, and C) that keep
sending messages to another OpenC2X equipment (D). The equipment (A) is controlled by an
attacker and the USRP equipment is used to generate interference signals. We will implement a
trust-based solution inside D to check if it is able to accurately detect A or not. The accuracy could be
measured using some metrics including false positive and false negative. Finally, we will see how
these experimentations results could be used to enhance the accuracy of the existing trust-based
solutions. The test is defined in Table 7.
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Could A be accurately

Open

=
£
N
x

Preconditions:

Test step

T OpenC2X equipment are able to exchange messages

between them.

T Trust-based solution is implemented in the equipment

(D).

T USRP is able to generate a radio interferences in the 5.9

GHz frequency band.
Description

T OpenC2X equipment is
exchanging data between
them.

USRP

Generating
interferences

-

Success criterion

Messages are delivered to

receivers.

T D calculates the direct-
trust values A, B, and C.

T D receives indirect-trust
values from A, B, and C.

T D calculates the trust-value
for A, Band C.

T The USRP equipment is off.

D detects A as an attacker.

T The USRP equipment is

switched on.

Messages are delivered to

receivers.

T D recalculates the direct-
trust values A, B, and C.

T D receives recalculated
indirect-trust values from
A, B, and C.

T D recalculates the trust-
value for A,B, and C.

A is not detected as attacker.

B and/or C could be detected
as an attacker.
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Success criteria I 100% detection rate and no false positive in step 2
1 0% detection rate and false positive exists in step 4

Table 7: Trust management reliability test procedure

6.3 Vehicle tracking

According to the ETSI standard [1], ITS stations are required to send periodic Cooperative Awareness
Messages (CAM). These messages contain information about the position and characteristics of the
station. Since every ITS station has a unique Station ID, it would be possible to follow a certain station
through the network. Therefore, special rules have been developed to randomly change the Station
ID using pseudonyms during a trip by ETSI [2].

The ETSI standard of [3] describes the rules for changing the pseudonyms. It first analyses different
strategies and discusses its strengths and weaknesses. Changing the pseudonym according to fixed
parameters makes tracking the station trivial once the value is known (e.g. every minute, every
kilometre). Adding randomness to these parameters will not make it much harder to track vehicles,
especially when the penetration rate is still low. Two location updates of different pseudonyms can
simply be matched to each other when a change is detected. A silent period changes this, there is a
gap to cover that is harder to match for eavesdroppers. The SAE standard [4] recommends
pseudonym changes every 120 seconds with a random silent period of 3 to 13 seconds. Other
schemes define so-called mix-zones in which stations actively swap their pseudonym, but this
requires compatibility and is sometimes contradictory to the performance of certain use cases due to
the requirement to swap near an RSU.

A clear recommendation is also to change all unique parameters at once. Messages are often signed
by a certificate, which means the certificate has to be changed at the same time. Moreover, all
counters and sequence numbers should also be reset to ensure these cannot be linked between two
different pseudonyms. There are also some optional elements in a CAM message that can make
vehicles identifiable, especially considering the current low penetration rates. Most relevant here are
the vehicle length and width. The standard allows them to be set to unavailable, which is
recommended for privacy purposes, because precise values can allow an eavesdropper to identify a
vehicle to a specific brand, model and model-year combination. This would make re-identification of
a different pseudonym very easy. The “pathHistory” should not overlap with a part of the path during
a silent period. Lastly, when it comes to special vehicles, the chance of re-identification becomes
much higher as well. However, the question is whether privacy is required here. Many transport
companies that could have “dangerousGoods” switched on have their address and phone number
listed on the truck, while public transport routes and emergency services also operate in full
transparency for the public.

These periods should not overlap with areas or situations in which the C-ITS messages are essential
for safety or traffic flow use cases. In this case the pseudonym change should be locked. ETSI already
mandates that pseudonyms should be locked in case of safety critical operations as defined in [5].
This is only for priority levels 0 and 1 in which immediate action is required. When the message level
is 2 (driver awareness) there is no need to lock the pseudonym. An example in which a use case will
stop functioning is when a vehicle requests signal priority with a Signal Request Message (SRM) and
the RSU starts tracking its progress towards the traffic light. If in such a case the vehicle enters a
silent period to change its pseudonym, it will time out at the RSU and the priority is revoked.
Similarly CAM can help the traffic light controller to optimize its signal planning and entering a silent
period will likely result in errors in the intersection modelling state, reducing traffic efficiency.
Therefore, in summary a vehicle station cannot change its pseudonym when:

- Itis matched on an approach trial of a DENM message with priority level 0 or 1

- Itis matched to a MAP message corresponding to a controlled intersection
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- When the vehicle is transmitting a DENM message itself

The current security standards allow for different types of attacks. The first is a Sybil attack, which
originates from the possibility to change pseudonym. Using this attack a station uses multiple
pseudonyms at once to gain disproportionate influence. This applies mostly to traffic efficiency, a
vehicle can impersonate 10 vehicles to make the traffic control algorithm think there is a long queue
and get a green phase earlier or send additional SRMs to gain extra priority at the traffic light. Having
a pool of pseudonyms available to manage the privacy is required because backend connections may
not be available when a station decides to switch pseudonym. The best way to counter this attack is
to detect the violation by comparing infrastructure sensor data with CAM data and reporting the
violation to the certificate authority that issued the certificate to the station. It is then the
responsibility of the CA to block this station from requesting new pseudonyms.

The second form of attack is to force a pseudonym lock by broadcasting fake messages. This is
illustrated for the case of injecting fake MAP messages in Figure 5:

Stapel

ius—Automotive-Campus . oS o
Afitomotive CamP 2

Automotive:
Campus

Figure 5: Ingress and Egress approaches in two consecutive intersections

The intersection on the left has an egress path defined that stops before the ingress of the
intersection on the right starts (note that the egress and ingress overlap for the right-to-left direction
and therefore the description is not applicable for that). This allows stations to switch their
pseudonym in this area. An attacker could define a malicious MAP message that covers the area of
the gap. This message could span very large areas, effectively covering an entire motorway section or
other major roads connecting different cities.

A vehicle station can build in some sanity checks that a MAP message cannot cover more than a
certain total distance, but as can be seen from Figure 1, there could be legitimate cases where
consecutive MAP messages overlap. Therefore, a vehicle station should be able to store different
MAP messages and verify them with a central database to check for illegitimate content. Once this is
detected, the certificate can again be reported.

The same defence could apply for DENM messages, sanity checks can filter out level 0 and level 1
messages that span more than 300 meters, since critical action can never be required at a larger
distance than that. Continuously repeated fake messages that pass sanity criteria, however, cannot
be detected with a central database. Here the end user should report false positives on their GUI so
the originator of the fake information can be reported and excluded from requesting pseudonyms
once a threshold of reports is exceeded.

Metrics exist for entropy to define KPIs with respect to privacy. However, these depend on the
frequency of pseudonym change and are up to the developers of the ITS stations. It is outside the
scope of 5G-DRIVE to determine this. The attacks are relevant to 5G-DRIVE and Sybil attack detection
is a valid test case within the scope of the project. The test is defined in Table 8.
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Name Sybil attack test

T The RSU has access to at least stop line presence detection sensors.

Preconditions:

T Atest vehicle with capability to impersonate many vehicles at 1.5s (or
5m in case of stopped) following distance.

Test step Description Success criterion
Vehicle approaches with at least 10 other | CAMs are received.
vehicles on the same approach lane
within 200m and just sends CAMs for
one StationID.

Vehicle passes stop line while CAMs are | Vehicle is not identified as
transmitted at least once per second. malicious source.

Vehicle approaches with at least 10 other | CAMs are received.
vehicles on the same approach lane
within 200m and just sends CAMs for
one StationID and impersonates at least
4 other vehicles.

Vehicle passes stop line while CAMs are | Vehicle is identified as malicious
transmitted at least once per second for | source.
itself and the 4 impersonated vehicles.

Success criteria 9 No false positives in step 2
T 10% detection rate in step 4

Table 8: Sybil attack test procedure

The KPI limit of 10% may seem low, but the chance of a vehicle station escaping detection while
traveling through a network equipped with Sybil attack detection on a daily basis is negligible.
Especially when considering that detection chances should be higher when there are fewer other
vehicles around.
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7

Test Plan and Procedures for ITS-G5/LTE-V2X Coexistence and
V2V and V2l performances under attacks in the 5.9 GHz Band

The objective of this section is two-fold:

T

7.1

To describe the ITS-G5/LTE-V2X coexistence tests to evaluate the harmful interference
between commercial off-the-shelf ITS-G5 and LTE-V2X devices without any active coexistence
mechanisms in their radio protocol stacks. The outcome of this experimental work will set a
coexistence baseline for the testing of the co-channel/split-channel coexistence mechanisms
currently being defined in the ETSI ERM TG37 technical group under work items DTR/ERM-
TG37-273 and DTR/ERM-TG37-274.

To provide more details on the tests of V2V and V2I communications under attack to
evaluate the performance of ITS-G5 and LTE-V2X from a quality of service and user-
experience perspective in an outdoors scenario.

Hardware and Software Tools

7.1.1 The ITS-G5/LTE-V2X coexistence tests

This test scenario will require the below hardware and software tools:

1

1x ITS-G5 RSU, 1x LTE-V2X RSU capable of running day-1 C-ITS services and custom V2X
applications (for ad-hoc testing scenarios);

1x ITS-G5 OBU, 1x LTE-V2X OBU capable of running day-1 C-ITS services and custom V2X
applications (for ad-hoc testing scenarios);

RF laboratory equipment (spectrum analyser, digital signal generator, power meter, filters,
attenuators, cabling, etc.);

Wireshark/tcpdump protocol analysers with C-ITS dissectors for network diagnosis and
troubleshooting;

A suite of in-house Matlab and Python scripts for post-processing and analysing experiments
data.

7.1.2 The GLOSA use case

The GLOSA performance tests will require these additional hardware and software tools:

)l

1
1
1

At least 1x ITS-G5 OBU, 1x LTE-V2X OBU capable of running day-1 C-ITS services and custom
V2X applications (for ad-hoc testing scenarios);

At least 1x JRC test vehicle

1 laptop connected to the ITS-G5/LTE-V2X OBUs in the test vehicle

1 server PC connected to the ITS-G5/LTE-V2X RSU

7.1.3 The intelligent intersection use case

The intelligent intersection performance tests will require the following hardware and software tools:

1

= =

1x ITS-G5 RSU, 1x LTE-V2X RSU capable of running DENM-based C-ITS services and custom
V2X applications (for ad-hoc testing);

At least 1x ITS-G5 OBU, 1x LTE-V2X OBU capable of running DENM-based C-ITS services and
custom V2X applications (for ad-hoc testing);

At least 1x VTT test vehicle equipped with RTK GNSS positioning;

At least 1 vehicle PC connected to the ITS-G5/LTE-V2X OBUs in the test vehicle;
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I 1 server PC connected to the ITS-G5/LTE-V2X RSU;

I Traffic camera with pan-tilt-zoom (PTZ);

1 server PC connected to the PTZ camera and equipped with VRU tracking hardware and

software;

Software to emulate VRU detections for more controlled testing.

Wireshark/tcpdump protocol analysers with C-ITS dissectors for network diagnostic and

troubleshooting;

A suite of in-house R, PHP, and/or Python scripts for post-processing and analysing
experiments data

E R

7.2 Test Plan and Procedures for ITS-G5/LTE-V2X Coexistence

Coexistence tests will comprise two main activities. First, the JRC will conduct a subset of the
compliance tests specified in the ETSI Harmonised Standard for radio-communications equipment
operating in the 5855 MHz to 5925 MHz frequency band (ETSI EN 302 571) on standalone ITS-G5 and
LTE-V2X devices. The purpose of these tests is to verify the conformance of commercial/pre-
commercial V2X devices with the European Norm for radio transmissions in the 5.9 GHz band (a
market-entry condition as laid down in the EU Radio Equipment Directive). In addition, they will also
help to build the necessary hands-on skills to operate the V2X equipment in a test environment. In a
second stage, the JRC will evaluate the co-channel and adjacent-channel interference of ITS-G5 over
LTE-V2X devices (and vice-versa) both in conducted mode (laboratory) and in the anechoic chambers
of the JRC Ispra site as depicted in Figure 6 and Figure 7 respectively.

Nr menkorng
Shileldad Amecholc Chambsar i Poliyraiig |
IR Radio Spectrin Laacratory H

Figure 6: EN 302 571 conformance tests setup in the Figure 7: Planned setup for ITS-G5/LTE-V2X

JRC Radio Spectrum Laboratory coexistence tests

7.2.1 Laboratory Tests (ETSI EN 302 571)

The aim of the laboratory tests is to evaluate the conformance of ITS-G5 and LTE-V2X devices with
the Harmonised Standard for radio communications equipment operating in the 5855 MHz to 5925
MHz frequency band (ETSI EN 302 571). Conformance with this European Norm is a market-access
requirement for all commercial/pre-commercial radio equipment operating in the 5.9 GHz band
independently of its radio access technology. In addition, it is also an internal pre-requisite for the
ITS-G5/LTE-V2X coexistence tests carried out in the context of 5G-DRIVE.

Laboratory work will comprise a subset of the conformance tests defined in EN 302 571, as described
below:

I Frequency stability: the goal of this test is to ensure that V2X equipment can operate on the
applicable specific carrier centre frequencies (f; that correspond to the nominal carrier
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frequencies covering the 5860-5920 MHz band in 10-MHz steps. The actual carrier centre
frequency for any of the above 10-MHz channels shall be maintained within the range f. £ 20
ppm. For a detailed description of the conformance requirements of this test, the reader is
referred to section 4.2.1 in EN 302 571. Similarly, for a detailed description of the
measurement procedures required for this test, the reader is referred to section 5.3.2 in EN
302 571.

I RF output power: the purpose of this test is to ensure that the mean equivalent isotropically
radiated power (e.i.r.p.) of V2X equipment during transmission bursts does not exceed 33
dBm. For a detailed description of the conformance requirements of this test, the reader is
referred to section 4.2.2 in EN 302 571. Similarly, for a detailed description of the
measurement procedures required for this test, the reader is referred to section 5.3.3 in EN
302 571.

I Power spectral density: the aim of this test is to ensure that the power spectral density (PSD)
of the V2X device during transmission bursts does not exceed 23 dBm/MHz e.i.r.p. For a
detailed description of the conformance requirements of this test, the reader is referred to
section 4.2.3 in EN 302 571. Similarly, for a detailed description of the measurement
procedures required for this test, the reader is referred to section 5.3.3 in EN 302 571.

I Transmit power control: transmit power control (TPC) is a scheme to ensure coexistence
with CEN DSRC at toll plazas and to be used as one mechanism by decentralized congestion
control (DCC) to reduce the congestion on the communication channel. The goal of this test
is to ensure that TPC operates as expected in the presence of CEN DSRC devices, as well as
during DCC. For a detailed description of the conformance requirements of this test, the
reader is referred to section 4.2.4 in EN 302 571. Similarly, for a detailed description of the
measurement procedures required for this test, the reader is referred to section 5.3.3 in EN
302 571.

I Transmitter unwanted emissions: the purpose of this test is to ensure that V2X devices
respect the RF power limits for radio frequency emissions outside the 5 GHz ITS frequency
band (outside of 5855-5925 MHz). For a detailed description of the conformance
requirements of this test, the reader is referred to section 4.2.5 in EN 302 571. Similarly, for a
detailed description of the measurement procedures required for this test, the reader is
referred to section 5.3.4 in EN 302 571.

1 Decentralised Congestion Control (DCC): DCC is a mandatory ITS-G5 mechanism to ensure
that the radio channel is not congested by too many transmissions within a certain
geographical range. The mechanism is such that the equipment adapts its transmission
behaviour dynamically based on how occupied the channel is at the moment. The aim of this
test is to ensure that DCC operates as expected in the presence of interferer signals in the 5.9
GHz band. For a detailed description of the conformance requirements of this test, the
reader is referred to section 4.2.10 in EN 302 571. Similarly, for a detailed description of the
measurement procedures required for this test, the reader is referred to section 5.3.11 in EN
302 571.

7.2.2 Coexistence Tests

The aim of the ITS-G5/LTE-V2X coexistence tests is to evaluate the degree of harmful interference
between commercial/pre-commercial off-the-shelf ITS-G5 and LTE-V2X equipment in the absence of
any active coexistence mechanisms in their radio protocol stacks. The outcome of these experiments
will provide a baseline scenario for further tests once specific coexistence mechanisms have been
specified, implemented and deployed in the ITS-G5 and LTE-V2X radio protocol stacks.

In the context of 5G-DRIVE, ITS-G5/LTE-V2X coexistence tests will be carried out in conducted mode
in the JRC Radio Spectrum Laboratory, as well as in radiated mode in the anechoic chambers of the
JRC Ispra campus. Both the co-channel and split-channel scenarios will be evaluated.
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As far as the specific test setup is concerned, coexistence tests will feature two C-ITS systems: an
interferer and a victim. Each system will comprise two C-ITS units (ITS-G5 or LTE-V2X, depending on
the particular test scenario). The victim system units will actively exchange C-ITS messages (e.g.,
standard CAM broadcasts) as per standard C-ITS operation. By contrast, the interferer system units
will initially be set to idle mode (i.e., not broadcasting any C-ITS messages on the 5.9 GHz channel)
and, later on, will start sending C-ITS application messages of user-controlled length (len,,, in bytes)
and packet rate (Ry, in packets/s) with the aim of causing harmful interference to the victim system.
The following KPIs will be continuously monitored and recorded in the victim system:

I Channel Busy Ratio (CBR)

T Dutycycle

1 Packet Error Rate (PER)

I Co-channel and adjacent-channel interference level (in dBm)

The interferer system will progressively increase both leny,s and Ry in fixed steps, thus also
increasing the CBR and, by consequence, the harmful interference on the victim units. This procedure
will be repeated until the victim units can no longer sustain a meaningful communication due to the
excessive PER. The following test configurations will be implemented and tested in a non-mutually
exclusive fashion:

I ITS-G5 units as victim system, LTE-V2X units as interferer system
I LTE-V2X units as victim system, ITS-G5 units as interferer system
I Co-channel and split-channel configurations

I Conducted and radiated mode

This procedure is formally described in Table 9.

Name ITS-G5/LTE-V2X Coexistence Test

Preconditions: T Victim system is switched on and successfully starts exchanging
messages

Interferer system is switched on and remains in idle mode

Success criterion

Test step Description

Interferer system starts transmitting with | Interferer system units can
lenmsg = 30 bytes and Ry = 10 packets/s successfully communicate with
each other

Repeat step 1 for leny,s = {50, 100, 200, For higher values of len,s; and
300, 400, 500} bytes and R, = {300, 600, | Ry, interferer system blocks
650, 700, 750, 800} packets/s2 communication between victim
units

SIS - Successful completion of step 2
Non-corrupted .pcap file is successfully retrieved from OBU’s internal storage

Continuous monitoring of CBR, duty cycle, PER and co-channel/adjacent
channel interference

Table 9: ITS-G5/LTE-V2X coexistence test procedure

% These values have been taken from EN ETSI 302 571, section 5.3.11.3.2
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7.3 Test Plan and Procedures for Performance Evaluation of ITS-G5 and LTE-
V2X for V2V and V2l communications under attacks

The aim of these tests is to describe, both quantitatively and qualitatively, the resilience of ITS-G5
and LTE-V2X against harmful interference using 5G-DRIVE use cases.

GLOSA performance tests will be conducted in the JRC Ispra site; intelligent intersection tests will be
conducted in VTT’s 5G testbed in Espoo. Both trials will capture, analyse and discuss the following
KPls:

A Quality-of-Service (QoS) KPIs:
0 Transmission range (in meters)
Average data rate (in Mbps)
Total messages/s on channel
Latency (in ms)
Packet Error Rate (PER, in percentage)
0 Spectral efficiency (in bps/Hz)
A Quality-of-Experience (QoE) metrics:
0 Deployment complexity
0 Ease of configuration and setup

O O oo

The KPI of transmission range is new compared to earlier work in WP2 where the initial KPls were
defined. However, this is a very relevant KPI for co-existence and interference tests as it is very likely
that systems will still function when close to the transmitter and relatively far from the interference
source. The performance test cases for both use cases are described in D4.2, this deliverable will
focus specifically on the interference and co-existence tests.

7.3.1 GLOSA Test Plan and Procedures

The aim of this test scenario is to demonstrate a GLOSA use case using ITS-G5 and LTE-V2X
equipment in the presence of harmful interference. By testing both V2X communication technologies
in a non-mutually exclusive fashion, the JRC aims to experimentally evaluate the resilience of LTE-V2X
and ITS-G5 against external interference leveraging one of the 5G-DRIVE V2X use cases.

Figure 8 depicts the physical architecture of the GLOSA use case, as per its implementation in the JRC
Ispra site. As shown in the figure, the key architectural elements of this use case are as follows:

9 A physical/virtual traffic light and its associated traffic light controller to orchestrate the
transitions between the “red”, “amber” and “green” states. For the purpose of
experimentally evaluating this use case, the traffic light can be either physical (i.e., a
commercial, end-user product) or virtual (a software running on/communicating with the
RSU and implementing the transitions set by the traffic controller ).

9 An LTE-V2X RSU co-located with the traffic light (if physical) or running/communicating with
the FSM implementation (if virtual). The RSU will periodically broadcast Signal Phase and
Timing messages (SPAT) (e.g., every 100 ms) to all neighbouring vehicles.

9 An ITS-G5 RSU co-located with the traffic light (if physical) or running/communicating with
the FSM implementation (if virtual). The RSU will periodically broadcast Signal Phase and
Timing messages (SPAT) (e.g., every 100 ms) to all neighbouring vehicles.

 Two OBUs (one ITS-G5, one LTE-V2X) deployed in the test vehicles. The OBUs will receive
and process the SPAT messages locally to compute the relevant GLOSA information in
various forms (e.g., remaining time until next traffic light state transition, optimal speed to
reach traffic light in green state, etc.). Once computed, the GLOSA information will be
relayed to an on-board laptop (or Ul device), where it will be displayed both visually and
audibly to the driver.
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I The JRC internal communications network will provide connectivity between the RSUs and
various supporting services running in the JRC data centre (e.g., experiment management
console, traffic light controller, log server, etc.)

9 Physical/virtual servers in the JRC data centre running the above supporting services. For the
purpose of implementing and experimentally evaluating this use case, these servers can be
provisioned either physically or virtually (Virtual Machines (VMs).

NOTE: during the course of the performance tests, both the ITS-G5 and LTE-V2X units will be exposed
to external harmful interference. This interference will be generated either by the ITS-G5 or LTE-V2X
units themselves (depending on the specific test being run) or, alternatively, by an external signal
generator.
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Figure 8: Architecture of the GLOSA performance test
Table 10 describes the performance test procedure for GLOSA:

Name GLOSA Performance Test
Preconditions: T Traffic light is switched on

T Victim RSU is switched on, connected to traffic light and broadcasting
SPAT messages every 100 ms

T In-vehicle victim OBU is switched on and ready to receive SPAT
messages

T Interferer source (RSU or external signal generator) is switched on
using the same configuration as in Table 8 with initially len,,s; = 30
bytes and R = 10 packets/s.

T Distance between victim RSU and test vehicle exceeds victim RSU’s
transmission range (i.e., victim OBU cannot receive SPAT messages
from victim/interferer RSU)
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Test step Description Success criterion
Vehicle starts driving towards the RSU at | N/A
30-40 km/h
Vehicle enters RSU’s transmission range | OBU  starts  receiving  SPAT
messages
GLOSA client app successfully processes In-vehicle Ul displays change-of-
traffic light phase information phase timer for traffic light
encapsulated in SPAT messages
Traffic light phase and SPAT phase Traffic light changes phase when
information are synchronised in-vehicle timer expires
Repeat steps 1-4 by increasing lenn,s; = | For higher values of len,, and

{50, 100, 200, 300, 400, 500} bytes and | Ry, interferer system blocks
Roe = {300, 600, 650, 700, 750, 800} | communication between victim
packets/s in interferer RSU or external | units

signal generator

KPI criteria This is a performance test and, therefore, there are no pass/fail success
criteria. The goal of the test is to evaluate the resilience of ITS-G5 and LTE-V2X
units against external harmful interference. To evaluate this, a non-corrupted
.pcap file must successfully be retrieved from the victim OBU’s internal
storage after each test run. From this packet capture, the KPIs defined in
Section 7.2.2. will be evaluated:

9 Channel Busy Ratio (CBR)

9 Duty cycle

9 Packet Error Rate (PER)

1

Co-channel and adjacent-channel interference level (in dBm).

Table 10: GLOSA performance test procedure
7.3.2 Intelligent Intersection Test Plan and Procedures

Figure 9 depicts the physical architecture of the Intelligent Intersection use case, as per its
implementation in the VTT site. As shown in the figure, the key architectural elements of this use
case are as follows:

1 A physical/virtual traffic light and its associated Finite State Machine (FSM) to orchestrate
the transitions between the “red”, “amber” and “green” states. For the purpose of
experimentally evaluating this use case, the traffic light can be either physical (i.e., a
commercial, end-user product) or virtual (a software running on/communicating with the
RSU and implementing the transitions described in the FSM).

9 An LTE-V2X RSU co-located with the traffic light (if physical) or running/communicating with
the FSM implementation (if virtual). When a VRU is detected in the zebra crossing, a
Decentralized Environmental Notification Message (DENM) should be broadcasted by the
RSU, while the backoffice should geocast this to all vehicles in the vicinity. In the yellow
areas, given a movement direction of the VRU towards the intersection, the infrastructure
should send out Collaborative Perception Messages (CPM).

9 An ITS-G5 RSU co-located with the traffic light (if physical) or running/communicating with
the FSM implementation (if virtual). When a VRU is detected in the zebra crossing, a
Decentralized Environmental Notification Message (DENM) should be broadcasted by the
RSU, while the backoffice should geocast this to all vehicles in the vicinity. In the yellow
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areas, given a movement direction of the VRU towards the intersection, the infrastructure
should send out Collaborative Perception Messages (CPM).

At least Two OBUs (one ITS-G5, one LTE-V2X) deployed in the test vehicles. The OBUs will
receive and process the DENM and CPM messages locally to compute the potential conflicts
with the VRUs on the zebra crossing and also warn vehicles further upstream that a potential
conflict may occur in the future and to prevent future hard braking.

T The traffic camera is detecting and tracking VRUs in the intersection area. The VRU detection
is done with using algorithms running in the mobile road-side unit.

I The VTT Traffic camera server will provide connectivity between the RSUs and various
supporting services/servers running in the VTT data centre. When a pedestrian is detected in
the zebra crossing, a Decentralized Environmental Notification Message (DENM) should be
broadcasted by the RSU, while the VTT RSU backoffice server should geocast this to all
vehicles in the vicinity (Connected vehicle 1, Connected vehicle 2). In the yellow areas, given
a movement direction of the VRU towards the intersection, the infrastructure should send
out Collaborative Perception Messages (CPM). The length of the yellow area is the same as
the length of the zebra area.

I VTT RSU backoffice server in the VTT data centre running all the needed supporting services.

NOTE: for the purpose of this test, the ITS-G5 and LTE-V2X RSUs will not be active simultaneously
during a test realisation. Instead, the test will be run in a sequential and mutually-exclusively fashion
— i.e., first using ITS-G5 and later on LTE-V2X. Additionally, since the tests of this deliverable focus
on interference, only the DENM message is used. A jamming device from University of Luxembourg
will be installed at a distance of 100m upstream of the intersection at an altitude of 1m above
ground level.
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Figure 9: Architecture of the Intelligent Intersection performance test

Table 11 describes the performance Yellow test procedure for Intelligent Intersection.

Intelligent Intersection Performance Test Yellow
T Traffic camerais on
T Traffic camera is detecting and tracking VRUs

T RSU is switched on, connected to traffic light and broadcasting DENM
Preconditions: messages every 100 ms in case of VRU detection.

T In-vehicle OBU is switched on and ready to receive messages

I The interference source transmits white noise at the band of 5.9 GHz
and is set to a power of 20 dBm with an antenna gain of 9 dBi.

T Connected vehicle is outside RSU’s transmission range i.e. OBU does
not yet receive DENM messages from the RSU. Two variants of the
test case are foreseen here, for connected vehicle 1, the interference
source is in front of the RSU, for vehicle 2 it is behind.
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Test step Description Success criterion

VRU starts moving towards the | N/A
intersection at 30-40 km/h.

Vehicle enters transmission range of | DENM messages from RSU are
RSU. received.

DENM client app successfully decodes | Correct warning message s
message and displays warning to the | displayed, no decoding errors.
driver.

Repeat step 1-3 for different transmit | N/A
power levels of the interference source
(from 10dBm to 100dBm)

KPI criteria 1. Successful completion of step 3

2. Non-corrupted .pcap file is successfully retrieved from OBU’s internal
storage.

Using the .pcap file the following KPIs should be extracted:

0 Transmission range (in meters)

0 Average data rate (in Mbps)

0 Total messages/s on channel

0 Latency (in ms)

0 Packet Error Rate (PER, in percentage)

Note that jamming is a malicious attack for which resilience requirements do
not exist. Interference should be reported directly and prosecuted by the
authorities. Therefore, there is no direct pass/fail criterion for this test.

Table 11: Intelligent Intersection performance test procedure Yellow

Step 1 and 2 can also be replaced by simulated VRU detections to increase the repeatability of the
test cases.
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8 Conclusions

In this document we focused on presenting the security vulnerabilities and the security standards
proposed for ITS-G5 and LTE-V2X. We presented also the test plan and the procedure needed to
carry out the security tests for (i) Penetration, (ii) ITS-G5 and LTE-V2X co-existence in the 5.9 GHz and
finally (iii) V2V and V2I performances under interferences in the 5.9 GHz in two uses cases: GLOSA
and intelligent intersection. In addition, some KPIs were defined to measure the resilience of V2X
communications to intentional and non-intentional interference.

Thus, the aim of this deliverable is to provide a clear methodology for these security tests and to
ensure that planned experiments and their performances assessment which will be reported in D4.4,
will be comprehensive and accurate.
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